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WAKING UP A DEVICE

Field of the Invention

The present invention relates to a method and system for waking up devices for

communication with a server.

Background of the Invention

Devices and in particular machine to machine (M2M) devices may be used in many
different situations and incorporated into a variety of different items and hardware.
Typically these managed devices will have low computing resources, be restricted in power
and have restricted functionality. Nevertheless, large networks of such devices may be
developed that require maintenance, control and other interaction that require

communication with a device manager or other servers.

Due to the nature of the devices and their limited resources in both power and
computing potential, it is often necessary to keep the devices powered down, in a reduced
power state or in a dormant state until they are required (e.g. to provide a reading or to
accept a command). Devices may be scheduled to power up at certain times or
intermittently. However, if information is required from such devices or if control or other
management information needs to be sent outside of such scheduled operation times then
this approach has drawbacks. Alternatively, some form of communication between the
managed devices and their device manager may be maintained but this requires additional
power and bandwidth especially for large networks of managed devices. Furthermore,
secure communications with the devices is required whilst limiting system resources and

power consumption.

Therefore, there is required a method and system for communicating with devices
that overcomes these problems.

Summatry of the Invention

A device, such as a machine to machine (M2M) or internet of things (loT) device,
may be powered using a battery or other long term power source. In some cases, this
power source may not be easily replaced or replenished. Therefore, power management is
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important, especially for devices intended to be in place for several years. One technique
to achieve this is to power down or sleep the device (e.g. in a low power mode or a mode
that does not include powering one or more communications interfaces) for periods and
only have the device operating (or in a high power mode that is higher than the low power
mode) for short or intermittent periods of time. The device may include a timer or schedule
to achieve this. However, communication with the device may be required during the time
scheduled for sleep or when in the low power mode. Furthermore, communication with the
device may not be required when it is scheduled to be awake or in the high power mode.

In this case, waking up the device may simply waste power and other system resources.
Therefore, there is a need to wake up the device when communications are
required and such communications need to be secured, whilst keeping power requirements

low. For example, these communications may be to provide data, such as sensor data,
from the device to a server. At such occasions, a wake-up condition or message may be
initiated. Because communications with the device needs to be secured then it is also
necessary to provide security credentials to the device. However, preferred security
protocols, such as TLS, DTLS, SSL etc. typically require a certificated authority (CA) and
communications with CAs require further messaging and communications (e.g. to
exchange certificates) that have their own power and bandwidth requirements.

Rather than sending the security credentials separately, the wake up message can
have a dual purpose; it can both wake up the device and it can include the security
credentials in the form of generic bootstrapping architecture (GBA) push information (GPI).
The wake-up message itself does not need to be secured (although in some cases it may
have its own security). The wake-up message contains GPI so that the communication
channel between the device and the server can be secured using a security protocol that
usually involves a CA but because the security credentials are sent as part of the GPI
within the wake-up message then no CA or certificate exchange is required for
authentication. It is also easier to transmit key material to the server (e.g. for providing
keys) than with the device. Furthermore, the device only needs to be able to process GBA,
which can be optimised for low powered and resourced devices, and does not need to be
able to process or store security certificates.

The security credentials within the GPI are authenticated or validated and this
results in a key (e.g. a Ks_NAF). The key is then used to secure communications between
the device and the server. Preferably, the device contains a SIM, USIM or UICC. The use
of GBA in this way has an advantage that certificates are not required (or their
authentication) and keys can be derived from data on a SIM or UICC. Preferably, the SIM
or UICC is used as a hardware token on the device to manage credentials and/or the
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derivation of credentials. In some example implementations, the secure communication
channel may be secured using TLS or other certificate-based protocols. Therefore, such
protocols can be set up without certification.

Whilst the wake-up message is preferably in the form of an SMS, it may take other
forms, as GPI may be distributed in other ways. The SMS itself may be unsecured or
secured. Using an unsecured SMS reduces processing overheads but does not reduce the
security of the secure communication channel because this is already secured by GBA with
the unsecured SMS being used to transport the GPI (and security credentials) only.

In accordance with a first aspect, there is provided a method , as described in claim
1. Therefore, good security can be maintained without requiring certificate messaging and
associated overheads.

Preferably, the GPI may be obtained from a network application function, NAF.
Therefore, the method can be used with existing GBA infrastructure, although other
mechanisms can be used.

Optionally, the server may initiate the device wake-up message by issuing an
application programming interface, API, instruction or call to a separate device. This
separate device may be an API| hub, for example. The API hub can in turn manage
interactions with other telecommunications infrastructure.

Advantageously, the GPI may be obtained by the separate device in response to
receiving the APl instruction from the server. For example, when the separate device
receives the AP| instruction, it may either interact with a Network Application Function, NAF
to obtain the GPI data, or it may perform the NAF steps itself.
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Whatever process that is used to create the GPI data, it may be incorporated into a
wake-up message for transmission to the device.

Preferably, the wake-up message may be an SMS message. However, the wake-
up message can be sent and received (e.g. over different communication channel types) in
different formats (e.g. a fixed line, a call, etc.).

Optionally, the method may further comprise the step of:
in response to receiving the wake-up message the device changes state before

establishing the secure communication channel.

Preferably, the device may change state from a first power state to a second power
state, wherein the power used by the device in the first power state is less than the power
used by the device in the second power state. Therefore, this can preserve battery power
and extend the life of the device.

Optionally, the device may be a machine to machine, M2M, device. The device
may also be an internet of things (loT) device.

Upon receipt of a wake-up message containing a GPI block of data, the device may
perform a GAA server function authentication using the received GPI data block and derive
a Ks_NAF key (or other key) as the authentication result.

The device may then use the derived Ks_NAF key as the input to a TLS function
and this may be used to initiate a secured client connection with the server (e.g. application

server).

Optionally, the established secure communication channel may be TLS, SSL,
DTLS, QUIC, QUIC PSK, or QUIC 0-RTT. Other certificate-based protocols may be used
but without requiring a certificate authority.

Preferably, the step of authenticating the security credentials within the GPI to
obtain the key may further comprise the steps of the device authenticating the GPI with a
bootstrapping sever function, BSF, and on successful authentication receiving the key from
the BSF. Therefore, existing GBA infrastructure can be utilised.

Optionally, the server may be a device manager, DM, server. However, the server
can take other forms and perform other functions.
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Optionally, the wake-up message may be initiated at predetermined intervals and/or
on expiry of a previously obtained key. Different mechanisms can be used to initiate the
wake-up message. These can be scheduled or ad-hoc.

Optionally, the server initiates the device wake-up message in response to a
request originating at the device. Therefore, some component or aspect of the device can
control how and when the remaining components (e.g. communications interfaces) are
powered and activated.

Optionally, the method may further comprise the steps of the device sending the
server a wake me up message when in a low powered state, the low powered state being
at a power lower than an operating power. This further message or signal may be sent
over the same communication type and channel as the wake-up message (e.g. SMS) or as
a different message type, for example.

Optionally, in the example implementation with the device initiating its own wake-up,
by sending a wake me up message (or request in another form), the wake me up message
may be communicated to the application server with the transmission of no data (or very
little data). In this case, the protocols involved may request a data connection to be
established between the initiating device and the application server and once the
connection is established, then it may be closed by the device (for example, immediately or
after a short time period) and all resources released. In this mode of operation, the
communications components may communicate the identity of the calling device to the
server, applications server (or API server), this identity information may then be used to
obtain the GPI data via the NAF server or otherwise.

Optionally, the wake-up message to the device and/or a wake-me-up message from
the device may include data indicating a wake-up delay. Therefore, this provides further
control over how and when the device wakes-up and/or resumes communications with the

server.

Advantageously, the method may further comprise the step of the device delays
establishing the secure communication channel with the server for a period based on the
data indicating the wake-up delay. The delay may be achieved using other mechanisms.
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Optionally, the wake-up message may include data indicating a wake-up type of a
plurality of wake-up types.

Optionally, the method may further comprise the step of establishing the secure
communication channel between the device and the server according to a procedure
determined by the wake-up type within the wake-up message. Different types may include
waking up immediately, waking up after a delay, and waking up at a specified time, for

example.

Optionally, the step of establishing the secure communication channel between the
device and the server may further comprise providing the server with an identifier of the
device. For example, this may be an IMSI, IMEI or other identifier.

Optionally, the wake-up message may be re-sent to the device or a new wake-up
message is sent to the device if the device fails to respond within a predetermined time.
This may improve reliability.

Optionally, the message may be associated with a timestamp and the method may
further comprise the step of triggering the wake-up message to be resent or a new wake-up
message to be sent to the device if the server does not have a record of the establishment
of the secure communication within the predetermined time from the timestamp. Such a
timestamp may be the timestamp of the message itself (e.g. the SMS) or timestamp data
within the message.

In accordance with a second aspect, there is provided a system comprising means
for carrying out the steps of the method described above.

Preferably, the system may comprise: a server; and
one or more devices. There may also be a plurality of servers associated with
groups of devices or to provide load balancing and redundancy, for example.

Preferably, the system may further comprise:

an application programming interface, AP, hub configured to receive from the
server a command to initiate the device wake-up message and in response send the
device wake-up message to the device.
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Advantageously, the system may further comprise:

a network application function, NAF, configured to provide the GPI. The GPI may
be provided directly from the NAF or through an intermediate source or provider such as a
server or API hub, for example.

In accordance with a third aspect, there is provide a computer program comprising
instructions which, when the program is executed by a computer, cause the computer to
carry out the steps of the methods described above.

The methods described above may be implemented as a computer program
comprising program instructions to operate a computer. The computer program may be

stored on a computer-readable medium.

The computer system may include a processor such as a central processing unit
(CPU). The processor may execute logic in the form of a software program. The computer
system may include a memory including volatile and non-volatile storage medium. A
computer-readable medium may be included to store the logic or program instructions.
The different parts of the system may be connected using a network (e.g. wireless
networks and wired networks). The computer system may include one or more interfaces.
The computer system may contain a suitable operating system such as UNIX, Windows
(RTM) or Linux, for example.

It should be noted that any feature described above may be used with any particular
aspect or embodiment of the invention.

Brief desctription of the Figures

The present invention may be put into practice in a number of ways and
embodiments will now be described by way of example only and with reference to the

accompanying drawings, in which:
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Fig. 1 shows a high-level sequence diagram of a process for sending a wake-up
message to a device from a server;

Fig. 2 shows a schematic diagram of an example device management system;

Fig. 3 shows a flowchart of an example method for communicating between a
device and a server;

Fig. 4 shows a sequence diagram of an example implementation of a method for
sending a wake-up message to a device;

Fig. 5 shows a sequence diagram of an alternative example method for sending a
wake-up message to a device;

Fig. 6 shows a sequence diagram of an alternative example method for sending a
wake-up message to a device; and

Fig. 7 shows a sequence diagram of an alternative example method for sending a
wake-up message to a device.

It should be noted that the figures are illustrated for simplicity and are not

necessarily drawn to scale. Like features are provided with the same reference numerals.

Detailed description of the preferred embodiments

Generic bootstrapping architecture (GBA) push information (GPI) can be distributed
using any suitable means. GPI can contain security credentials that may be used to derive
keys. A network application function (NAF) can provides such GPI to devices. Generic
authentication architecture (GAA) enables the authentication of the GPI resulting in an
authentication result (e.g. a key or other cryptographic material). In the following example
implementations, SMS is used to distribute GPI to devices but it should be noted that other
techniques can be used (e.g. WiFi, fixed telephone lines, etc.).

Furthermore, the devices described in these example implementations are machine
to machine (M2M) devices or internet of things (loT) devices but other device types may be
used with the described techniques and systems. Whilst these devices typically have low
computing and power resources, the data that they collect and transmit needs to be
secured. For example, these data may include utility data usage data or infrastructure
sensor data. Therefore, a secure communications protocol is necessary to transmit these
data from the devices. Furthermore, in order to keep power requirements and bandwidth
usage to low levels then such devices (which are typically battery powered, which may or
may not be changeable or rechargeable) can be put into a low power mode or a sleep
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mode. The low power mode uses less power than a higher power mode when further
communications interfaces are powered and in use. However, the low and high power
modes may affect other components as well as the communications interfaces. Timers
and schedules may be incorporated into the devices so that they wake-up periodically.
However, there can be a need to communicate with such devices (or put them into higher
power modes for other reasons) outside of these schedules. For instance, firmware
updates may be required or instantaneous data may need to be collected requiring
immediate or at least a quicker resumption of communications with the device. Therefore,
in addition or alternatively to the wake-up schedule, the devices can receive wake-up
messages that cause the device to switch from the low power mode to a higher power
mode and/or a mode that enables communication with a server or other entity to take
place.

Figure 1 shows a sequence diagram of a high-level method for waking up a device
20. This Figure shows an application server 40, although any server type may be used or
incorporated. The application server 40 initiates a device wake-up message by invoking an
application programming interface (API) call to an APl hub 60. Again, other mechanisms
may be used to initiate the wake-up message, either within the server or externalto it. The
API hub 60 responds to the API call by generating an SMS using telecommunications
infrastructure (not shown in this figure). The device 20 contains a UICC or SIM and
telecommunications components that enable it to receive the SMS even in a low powered
state. The SMS may be directed to a single device (i.e. based on its mobile number) or a
plurality of SMSs may be sent to wake-up groups of devices simultaneously or all devices

in a particular network of devices.

In response to receiving the SMS, the device 20 initiates a client connection with
the application server 40. This may be over an access point name (APN) or other
telecommunications infrastructure. Therefore, data communications between the device 20
and the application server 40 may commence. Therefore, the wake-up message causes
the device 20 to change state and waking up can involve carrying out more on-board
processes than in the low powered, sleep or dormant state (where minimal or fewer
processes are carried out, including monitoring for or the ability to receive the wake-up
message). The communication channel carrying the wake-up message may be secured or
unsecured depending on the particular application.

Figure 2 shows a schematic diagram of a system 10 for implementing an example
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wake-up procedure. The device 20 includes a UICC or SIM 30 and the server 40 includes
a communications interface 50. The API hub 60 is shown in this figure receiving the API
calls from the server 40 and initiating the SMS sent to the device 20. However, in this
example implementation, the API hub 60 obtains GPI (containing security credentials or
information from which to derive such security credentials) from a GBA NAF server or NAF
push server 70, for example. The API hub 60 can therefore incorporate the GPI into the
SMS that is then sent to the device 20. The GPI includes security credentials used directly
or indirectly to secure the communications between the device 20 and the application
server 40. This is achieved by the device 20 authenticating the GPI with a generic
authentication architecture (GAA) server 80. This authentication results in a key 90 used to
secure communications between the device 20 and the server 40.

The particular security protocol used to secure the communications between the
device 20 and the server 40 is a security protocol that would otherwise use a security
system of certificates and a certificate authority (CA) in order for the device 20 and server
40 to authenticate each other and obtain the shared key 90. However, no CA or certificate
processing is required, as the security credentials are already included within the GPI and
made available to both the device 20 and the server 40 using the NAF 70 (or otherwise).

As can be seen from this figure, the NAF 70 also shares the security credentials
with the server 40. Alternatively, the key 90 may be directly shared with the server 40
either from the API hub 60 or from elsewhere. Therefore, the server 40 does not need to
process the GPI or security credentials (or receive them). In either case, no CA or
certificate process is necessary.

Figure 3 shows a flowchart of a method 100 for communicating between the device
20 and the server 40. At step 110 a wake-up message is initiated. This may be by the
server 40 directly or by another entity causing the server 40 to initiate the process. In some
example implementations, the initiation may come from the device 20 itself. In this case, a
process carried out within the device 20, with the device 20 in sleep mode, may trigger this
initiation. Waking up the device 20 internally may waste resources whilst the device 20
walits to receive or obtain the key 90 to secure communications with the server 40.
Therefore, the described wake-up procedure retains advantages even when originating
from the device 20 itself.

At step 120 the GPI is obtained. This may be from the NAF 70 or another entity.
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The GPl is incorporated into the wake-up message, which is sent to the device at step 130.
The credentials are authenticated at step 140. This may be by the device 20 and/or the
server 40. In an example implementation, this authentication may be achieved using GBA
and/or by using the SIM or UICC 30 within the device 20. The result of this authentication
is the key 90 or material to derive the key 90 (e.g. using its UICC or SIM 30).

The key 90 is used to secure communications between the device 20 and the
server 40 at step 150. The method 100 can be used with a different key 90 every time the
wake-up message is sent or the key 90 may be changed as often as required (e.g. the
wake-up message can include the security credentials within the GPI only on some
occasions when a wake-up message is sent or every time). Therefore, the increased
security of using different keys (e.g. regularly or always) does not increase the necessary
computing, bandwidth or power resources (at least for the device 20) significantly.

As noted previously, different certificate-based security protocols may be used to
secure communications between the device 20 and the server 40. Figures 4,5,6 and 7
show particular example implementations of the use of different security protocols and
particular alternative method steps used to set up these security protocols and secured

communications.

Figure 4 shows how a transport layer security (TLS) security protocol
communication is set up between the device 20 and the server 40. This figure shows a
sequence diagram, including various example steps that may be used as part of this
process. In a similar way to the method described with reference to Figure 3, the
application server 40 initiates a wake-up procedure (or responds to an external request to
wake-up a device or group of devices) or creates a wake-up message using an APl call to
the APl hub 60. Again, the API hub 60 requests the GPI from the NAF push server 70,
which is then returned to the API hub 60 in response to this request. In this example
implementation, the API hub 60 also returns the GPI to the application server 40 so that its
own authentication of the GPI can be made (e.g. with the GAA 80 or otherwise) resulting in
a Ks_NAF key being made available to the server 40. An SMS (including the GPI with
security credentials) is sent to the device 20.

As described above, the GAA server 80 is used by the device 20 (and in some
example implementations, the server 40) to authenticate the GPI and security credentials.
In this example implementation, the result of this authentication is the same Ks_NAF key
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made available to the server 40 (either transferred to it or derived as an authentication
result).

The device 20 and server 40 now have in their possession a key 90 that can be
used to create a TLS connection with each other without having to use a CA. The device
20 does this by creating a client TLS connection context using the Ks NAF. The server 40
validates the Ks_NAF via the API hub 60 at the NAF push server 70. The NAF push server
70 returns a validation result to the application server 40, again through the API hub 60.

The TLS connection context is established and a TLS handshake is completed from
the application server 40 to the device 20. This results in a TLS protected socket
connection being achieved between the device 20 and the application server 40.

When the key (Ks_NAF) 90 is provided directly to the server 40, either from the API
Hub 60 or from elsewhere, then the four steps shown in Figure 4 between the server 40
and the NAF push server 70 via the API hub 60 to validate the Ks_NAF and return the
validation result are no longer necessary. This further increases the efficiency of the
method. This alternative can be used for any security protocol implementation including
the examples described with respect to any of figures 4, 5, 6 and 7. Security can be
maintained in this example implementation as the server 40 may be provided with a pre-

shared key (PSK) and so can receive further keys securely.

Figure 5 shows a sequence diagram of a similar method to that described with
reference to Figure 4. However, instead of a TLS connection being established, a DTLS
connection is established. As can be seen from Figure 5, a DTLS connection context is
established and DTLS handshake completed following the wake-up message and enclosed
GPI being sent to the loT device 20. A description of those same steps will not be
repeated as these are the same as those described with reference to Figure 4, except
using DTLS rather than TLS connections and context. As can be seen from Figure 5, the
application server 40 and device 20 achieves a DTLS user datagram protocol (UDP) socket
connection in which to complete any communications in a secure way. Again, no CA is

required even though DTLS usually requires this.

Figure 6 shows an alternative example implementation of the method 100 and
described with reference to Figures 4 and 5 but resulting in a QUIC (Quick UDP Internet
Connections) protocol session being established between the 10T (or other) device 20 and
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the application server 40. Again, this figure includes the same steps as those described
with reference to Figures 4 and 5 up until the point that the device 20 uses the GAA server
200 to authenticate the GPI received within the SMS. At this stage in the sequence, the
device initiates a QUIC session using the Ks_NAF as a 0-RTT (zero round trip time) key.
Using this method, the device can start sending data over the QUIC session immediately.
This is because the key is already known by both the device 20 and the application server
40 without requiring a reply from the server 40 beforehand.

A bidirectional QUIC session is established and handshaking is completed. This
results in a multiplexed and encrypted QUIC connection e.g. between the device 20 and
the server 40.

Figure 7 shows a sequence diagram of a similar method to that described with
reference to Figure 6. However, in this example implementation, a QUIC session is
implemented using a PSK. Again, up until the point in the method that the loT device 20
uses the GAA server 200 to authenticate the GPI and obtain the Ks_NAF, the same
method steps are carried out, as described with reference to Figures 4, 5 and 6. At this
point in the process, the device 20 initialises a QUIC session using the Ks_NAF as the
PSK. A bidirectional QUIC session is established and handshaking is completed resulting
in a multiplexed and encrypted QUIC connection being achieved between the device 20
and the application server.

A UICC or SIM that is provisioned on the device 20 and may be used as a hardware
token to manage security credentials and the derivation of security credentials. There is no
need to provide keys (which presents a cryptographic challenge) for the secure
communication between the device 20 and the server 40. The method can be used in any
application that requires secure communications with low overheads and is particularly

suitable for MEC (mobile edge computing).

Further advantages of the described system and method over a client-driven
approach include:

1. The device 20 does not need to support Ua or Ub flows, reducing the
complexity of the device solution and the need for a dual APN.

2. The device 20 does not need to support a GAA Server — it still requires
some GAA type functions but these are much simpler.

3. The application flows can be incorporated into SSL library functions —i.e.,
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once the device has a GPI packet, it can use that packet as an parameter into the TLS
handshake (or other certificate-based security protocol) and from a device coding
perspective that is all that is needed. The SSL library may also have support added for the
GBA flows.

4. Users (e.g. commercial entities) may be provided with an extended SSL
library function to be deployed on both devices 20 and application servers 40.

5. The device 20 does not need to exchange certificates with the server 40 or
walk the CA chain. This reduces the amount of data to be transmitted and the required
power budget.

6. The system and method can support TLS1.3 or other security protocols.

7. The system and method can support UDP and TCP/IP transport protocols.

The GPI contains enough information for the SIM, UICC or USIM in the device 20 to
generate the Ks and for the GAA server 80 to generate a corresponding Ks_NAF. This is
similar to the same key derivation used for regular GBA.

The computer system and architecture may include a processor such as a central
processing unit (CPU). The processor may execute logic in the form of a software
program. The computer system may include a memory including volatile and non-volatile
storage medium. A computer-readable medium may be included to store the logic or
program instructions. The different parts of the system may be connected using a network
(e.g. wireless networks and wired networks). The computer system may include one or
more interfaces. The computer system may contain a suitable operating system such as
UNIX, Windows (RTM) or Linux, for example.

As will be appreciated by the skilled person, details of the above embodiment may
be varied without departing from the scope of the present invention, as defined by the
appended claims.

For example, the device or client may prompt or issue a wake-up request itself. The
server 40 may carry out a validation request before proceeding to accept the TLS (or any
other) handshake as part of the setting up of the secure communication channel.
Furthermore, in a similar way to the server 40 carrying out the steps to validate a new
Ks_NAF with the NAF push server 70 via the API hub 60 (or otherwise) shown in Figures 4
and 5, the server 40 may inquire as to the whether an earlier acquired Ks_NAF has
expired, is about to expire or has been revoke. Should such a situation arise (i.e. a new
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Ks_NAF is determined to be required) then this could trigger the server 40 to obtain a new
Ks_NAF from the NAF push server 40 (or more simply trigger the new Ks_NAF to be sent

to the server 40 as a response).

The GAA server (or component) may be implemented within the SIM, UICC or
USIM (or into the modem) of the device 20 so there is less code needed to be installed on
the device.

Within the TLS (and DTLS) process, the server 40 may use the Ks_NAF in
conjunction with the NAF push server 70 to authenticate the incoming connection and
derive keys on the server 40.

Other methods may be used to provide the server 40 with the key 90 to achieve the
secure communication with the device 20. For example, the NAF push server 70 could
return the GPI to the server 40 when the wake-up is initially triggered or alternatively the
server 40 could be supplied with the GPI by a return pathway from the device 20.

An openssl driver library may implement the NAF push server 70 functionality, e.g.
implemented as an extension and this could include also the GAA server functionality in
openssl code.

Whilst one device and a single server is shown in the figures, networks or groups of
devices, as well as more than one server or application server may be used with the
described system and methods. Groups of devices may be managed or communicate with

one or more servers, for example.

Following device wake-up, other actions may take place. For example, sensor or
other data may be transmitted over the secure communication channel. Firmware updates
may be made over the secure communications channel or other device management
actions. These may include determinations regarding device operation (e.g. battery level,
signal level, device health, etc.).

Whilst a wake-up message has been described, this may take the form of a
message received over a particular interface (e.g. an SMS), have a particular message
type or other attribute and can but not necessarily include an explicit designation or name
of being a wake-up message.
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The wake-up message may be initiated by the device itself. In this case, the device
may issue a “wake me up message”. This can be sent with the device in a particular low-
power mode or otherwise, when using fewer resources than when actively sending data or
other communications, for example. The server can determine which particular device is
requesting to be woken up (e.g. cause it to become more active and transmit useful data
again) in different ways. For example, the information used to determine the device may
be the IMSI of its SIM or UICC.

This information may be sent explicitly from the device within a wake me up
request. Alternatively, this information can be inferred indirectly. For example, the device
(or the IMSI) may be determined when an access point name {APN) connection is set up
and then communicated to the server, application or application server indirectly.

This has an advantage of reducing the data communications and activity (or power
usage) on the device when opening and closing an APN connection, with no data
transmission required. When a device opens a data connection, a request may be sent to
Radius servers with the device’s identity. The Radius (or other) server authenticates the
connection and allocates some resources (e.g. IP address etc.) that the connection can
use. The Radius server can then communicate to the NAF or API function, that a device
with a specific IMSI has requested a “wake me up” process to take place.

Many combinations, modifications, or alterations to the features of the above
embodiments will be readily apparent to the skilled person and are intended to form part of
the invention. Any of the features described specifically relating to one embodiment or
example may be used in any other embodiment by making the appropriate changes.
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CLAIMS:

1. A method for communicating between a device and a server, the method
comprising the steps of:

the server initiating device wake-up;

obtaining generic bootstrapping architecture, GBA, push information, GPI, including
security credentials or information used to derive the security credentials;

sending a device wake-up message to the device, wherein the device a wake-up
message includes the GPI, wherein the wake-up message is a SMS message;

authenticating the security credentials within the GPI to obtain a key; and

establishing a secure communication channel between the device and the server
using the obtained key, wherein the secure communication channel uses a certificate-
based protocol and the obtained key is used in place of certificate authentication, and
wherein the secure communication channel is transport layer security (TLS), secure
sockets layer (SSL), datagram transport layer security (DTLS), QUIC, QUIC pre-shared key
(QUIC PSK), or QUIC zero round trip time (QUIC 0-RTT).

2. The method of claim 1, wherein the GPI is obtained from a network application
function, NAF.

3. The method of claim 1 or claim 2, where the server initiates the device wake-up
message by issuing an application programming interface, API, instruction to an API hub.

4, The method of claim 3, wherein the GPI is obtained by the API hub in response to
receiving the APl instruction from the server.

5. The method according to any previous claim further comprising the step of:
in response to receiving the wake-up message the device changes state before

establishing the secure communication channel.
6. The method of claim 5, wherein the device changes state from a first power state to

a second power state, wherein the power used by the device in the first power state is less
than the power used by the device in the second power state.

7. The method according to any previous claim, wherein the device is a machine to
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machine, M2M, device.

8. The method according any previous claim, wherein the step of authenticating the
security credentials within the GPI to obtain the key further comprises the steps of the
device authenticating the GPI with a bootstrapping sever function, BSF, and on successful
authentication receiving the key from the BSF.

9. The method according any previous claim, wherein the server is a device manager,

DM, server.

10. The method according to any previous claim, wherein the wake-up message is
initiated at predetermined intervals and/or on expiry of a previously obtained key.

11. The method according to any previous claim, wherein the server initiates the device
wake-up message in response to a request originating at the device.

12. The method of claim 11 further comprising the steps of the device sending the
server a wake me up message when in a low powered state, the low powered state being

at a power lower than an operating power.

13. The method according to any previous claim, wherein the wake-up message
includes data indicating a wake-up delay.

14. The method of claim 13 further comprising the step of the device delays
establishing the secure communication channel with the server for a period based on the
data indicating the wake-up delay.

15. The method according to any previous claim, wherein the wake-up message
includes data indicating a wake-up type of a plurality of wake-up types.

16. The method of claim 15 further comprising the step of establishing the secure
communication channel between the device and the server according to a procedure

determined by the wake-up type within the wake-up message.

17. The method according to any previous claim, wherein the step of establishing the

secure communication channel between the device and the server further comprises
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providing the server with an identifier of the device.

18. The method according to any previous claim, wherein the wake-up message is re-
sent to the device or a new wake-up message is sent to the device if the device fails to
respond within a predetermined time.

19. The method according to claim 18, wherein the message is associated with a
timestamp, the method further comprising the step of triggering the wake-up message to be
resent or a new wake-up message to be sent to the device if the server does not have a
record of the establishment of the secure communication within the predetermined time
from the timestamp.

20. A system comprising means for carrying out the steps of the method of any

previous claim.

21. The system of claim 20 comprising:
a server; and

one or more devices.

22. The system of claim 20 or claim 21 further comprising:

an application programming interface, API, hub configured to receive from the
server a command to initiate the device wake-up message and in response send the
device wake-up message to the device.

23. The system according to any of claim 20 to 22 further comprising:
a network application function, NAF, configured to provide the GPI.

24. A computer program comprising instructions which, when the program is executed
by a computer, cause the computer to carry out the steps of the method according to any of
claims 1 to 19.
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