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DIRECT WIRELESS CLIENT-TO-CLIENT COMMUNICATION

Technical Field

This invention relates to wireless networks and, more particularly, to
direct wireless client-to-client communication in a wireless network.
Background' o '

In a typical wireless network, one or more wireless stations are associated
with a common wireless access point. Communication between wireless
stations is through the access point, which 11m1ts access to stations that have
accepted security qtedentlals and prov1des an 1nterface to other networks such
as a wired netw01:1; and/ or a pubhc network such as the Internet.

The IEEE 802.11 standard for wireless local area networks (LANSs)
provides for an infrastructure-operating mode in which wireless stations
communicate with an access point and an ad hoc opstating mode in which
. wireless statinns communicate directly with each other but do not communicate
with an access point. in the infrastructure operating mode, all data is
transmitted twice, even if the sender and the recipient can reach each other
directly. Data is sent to the access point and is subsequently forwarded by the
access point to the recipient. Since data is transmitted twice, the available
- bandwidth of the Wirc;less. network is reduced by one-half.

In the ad hoc operating mode, wireless stations communicate directly
with each other without the use of a wireless access point or a wired network.
This operating mode does not allow. the wireless stations to use a common
access point to validate securlty credentlals or to prov1de communications with
the pubhc network..

Summary

A wireless station is connected to a wireless network through an access

point and can establish a direct client-to-client connection to a second wireless

station. The wireless station can communicate directly -with the second wireless
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station without involving the access point. The wireless station communicates
with the wired network and with other wireless stations through the access
point. The second wireless station may have an inﬁ‘astructure connection to the
access pomt or may. be 1ndependent | |

In one embod1ment a method for communication in a wireless network
includes establishing an infrastructure channel between a first wireless station
and a wireless access point connected to a network, establishing a direct link
channel between the first wireless station and a second wireless station without
action by the accéss point, éelecting a channel from the direct link channel and
the infrastructure channél, and communicating on the selected channel.

In another embodiment, a wireless station for operation in a wireless
network includes & first component that establishes an infrastructure channel to
an access-point of the wireless network, a second component that-establishes a
direct link channel to.a second wireless station without-action by the access
point, a third component that selects a channel ﬁom the direct link channel and
the infrastructure channel, and a fourth compohent that communicates on the
selected channel.

In a further embod1ment a method for estabhshlng a direct link
connection between ﬁrst and second ereless statlons in a wireless network
includes sending from the first wireless station to the second wireless station a
probe request packet containing capabiiity information of the first wireless
station, réceiving from the second wireless station a probe response packet
contammg capab1l1ty 1nformat10n of the second wireless statlon and
estabhshmg a direct link state based on the received capability 1nformat10n the
direct link state defining the direct link channel between the first and second

wireless stations.

Brief Description of the Drawings
In the drawings:
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F1g. 1 1s a simplified block diagram of a wireless network in accordance
w1th an embodlment of the invention; B

Flg 2isa ﬂow chart of a communication method in accordance with an
embodiment of the invention; ,

Fig. 3 is a flow chart of a method for establishing a direct link connection
in accordance with an embodiment of the invention; and |

Fig. 41 isa block dlagram of a wireless statlon 111ustrat1ng software

components involved in direct link communication.

Detailed Description - -

Embodiments of the invention provide a mechanism that allows wireless
stations in an infrastructurc'sctting, ie., associated with an access point, to
communicate directly with each other without involving the infrastructure in the
transfer of data packets. The mechanism can be realized by changes to
cooperating wireless stations and does not require changes or modifications to
infrastructure components such as access points.

The mechanism involves only software on the wireless stations. ‘The
infrastructure does not requirc rﬂodiﬁcation and in fact is unéware that the direct
link channels exist. This simplifies deployment and allows cooperating wireless
stations to use the direct connect mechanism in existing wireless environments.
The operation and interaction between wireless stations has no effect on any
wireless staticn that does not sﬁpport direct connect. Direct communication
provides P way for two clients to directly communicate with each other without
requiring the access point as the intermediary.

An example of a wireless local area network 10 is shown in Fig. 1. A
wireless access point (AP) 20 commun-icatcs with a wired network through a
wire connection 22 and communicates with a first wireless station 24 and a
| ‘slecond wireless station 26 via wireless links. By way of example only, access
point 20 may be a wireless router and wireless staticns 24 and 26 may be

notebook computers having wireless capability. Wireless station 24 may be
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aesignated as client 1, and wireless station 26 may be designated as client 2 in
the wireless network. . '

Each of the wireless stations may include a computing device with one or
more processors equipped with an operating system to create a platform for
application programs. The hardware portion of each wireless station may
include one or more "processor.s‘.' such as are now known or hereafter developed
for use in computing devices. The software portion of each wireless station
may include an operating system incorporating communication software as
described‘below

Chent 1 establishes an infrastructure connection to access pomt 20 using
a standard protocol defined by IEEE 802.11. Client 2 may establish an
infrastructure connection to access point 20 in the same manner. However, in
some embodiments, client 2does not have an infrastructure connection to the
wireless network The 1nfrastructure connectlons deﬁne an infrastructure
channel between each w1re1ess station and the access pomt 20. Thus, an
infrastructure channel 30 associates station 24 with access point 20, and an
infrastructure channel 32 associates station 26 with access point 20.

The following assumptions apply to wireless station 24,

(a) SSID/Desired network = Configured desired network name

(b) Type of network Infrastructure

(c) BSSID = BSSID broadcast by the AP -

(d.1) Security = NONE | |

(d.2) Security = PSK

(a) Type of PSK = WEP- PSK-
Unicast key = WEP- PSK ~same for all chents in the BSS
Multicast/broadcast key = WEP-PSK — same for all clients in
the BSS |

(b) Type of PSK = WPA-PSK
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Unicast key = PTK (AP) — generated ott master SK. and
unique to Client 1 and AP pair
Mu1t1cast/broadcast key = GK (AP) generated off master

b SK and same for all chents in the BSS when AP requires

support for WPA
Multicast/broadcast key = WEP-PSK — same for all clients in
the BSS when AP allows WEP

®) Type of PSK = WPA2-PSK

* Unicast key = PTK2 (AP) - generated off master PSK and
unique to Client 1 and AP pair

Multicast/broadcast key = GK2 (AP) — generated off master
PSK and same for all clients in the BSS when AP requires
support for WPA2

Multicast/broadcast key = .G'K'(AP) - geherated off master
PSK and same for all clients in the BSS when AP allows
WPA

Multicast/broadcast key = WEP-PSK — same for all clients in
the BSS“wh‘en AP allewe WEP |

(d.2) Security = 802.1X based WEP, WPA ot WPA2

Unicast key = WEP (AP) — Unique to Client 1 and AP pair if
AP allows WEP and Client 1 is only WEP capable

Unicast key PTK (AP) — Unique to Client 1 and AP pair if
AP allows WPA and Client 1 is only WPA capable

Unicast key PTKZ (AP) Unlque to Client 1 and AP pair
if AP allows WPA2 and Client 1 is WPA2 capable
Multicast/broadcast key = WEP (AP) — same for all clients

in the BSS when AP allows WEP :

Multlcast/broadcast key GK (AP) — same for all clients in
the BSS when AP allows WPA



WO 2007/008857 PCT/US2006/026821

Multicast/broadcast key = GK2 (AP) — same for all clients in
the BSS when APrequires”suppOrt for WPA2

(e) PHY type on Client 1 and PHY type on AP
Client 1=11band AP=11b
Client1 =11band AP =11g
Client 1 =11g and AP = 11b
Client 1 =11g and AP = 11g
Client 1 =1laand AP=11a

In the above description, the foll'owing'acrony'ms‘arevused:

SSID . = service set identity .
BSSID = hasic service set identiﬂer
PSK = preshared key |
WEP = wired equivalent privacy
BSS = basic service set

WPA - = " Wi-Fi Protected Access™
PTK = pairwise transient key

GK = group key

PHY = physical layer

After the infrastructure eenneetien is established between wireless station
24 and access point 20, a quality of service (QoS) function on wireless station
24 performs throughput tests, such as a packet pair test, with another wireless
station, such as wireless station 26 that is also connected to-access point 20.
While performmg these tests, wireless stacks on stations 24 and 26 transmit and
receive packets through access pomt 2. '

Assume that wireless station 24 and wireless station 26 both support

direct communication as deScribed herein and that both stations have an
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infrastructure connection to access point 20. ‘Lhe two wireless stations may
operate under the assuinptions described above or may have the following
different assumptions: (a) the security method and key used for Unicast traffic
on station 26 can be different from the ones used on wireless station 24; and
(b) the PHY type on station 26 and the PHY type on staﬁon 24 may be as
follows: stat‘ion 26 may operate according to 802.11b. end station 24 may
operate according to 802.11g, or station 26 may operate according to 802.11g
and station 24 may operate according 802.11b.

Wireless station 24 may then perform discovery of other wireless stations
for direct. communication. As a first step in discovering other clients for direct
communication, the W1re'1ess.,stack in station 24 sends a probe request packet
containing a custom information element. The probe request header contains
the following fields: (a) SSID/Desired network = configured desired network
~ name; (b) Type of network = infrastructure' and (¢) BSSID = BSSID
broadcasted by the access point. The custom 1nformat10n element contains
capablhty information about client 1, 1nclud1ng (a) PHY type supported by
client 1; (b) rate set supported by client 1; (c) security negotiated by client 1
with the access point; and (d) security eapability supported by client 1. The
value field of the custom ihformation element can be encrypted and integrity
protected usmg the group securlty method and group key if multicast/broadcast
traffic securlty is apphcable in the B BSS o ‘

The probe request performs a redachability test between two wireless
stations for direct communication. Communicating through the access point 20
does not work since the two ereless stations may be h1dden from each other.
The probe request isa standarel_ way to exchange capab111ty information and to
form a virtual assoc1at10n“1n ad hoc network operation. The probe request is
transmitted at the lowest rate of the BSS basic rate set broadcast by the access
point to provide maximum reac.habil'ity‘simillar to the beacon packet transmitted

by the access point at the lowest rate of the,BSS 'basic_ rate set. Then a
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statistically optimal rate is determined through link rate management 1or eacn
direct communication client.

Client 2 receives the probe request. The wireless stack in client 2 extracts
the custom 1nformatlon element and decrypts the value field if it was received in
' encrypted form.” The w1reless stack on ¢lient 2 then sends a probe response
containing a custom information element. The probe response is set with the
type of network set as ad hoc. This is needed to avoid confusing the basic
service set. The custom information element in the probe response contains
capability information about client 2, including: (a) PHY type supported by
client 2; (b) rate set‘supp‘orte’d by clientt2'; (©) security negotiated by client 2
with the access point; and (d) security capability supported by client 2. The
wireless stack in client 2 creates a direct link state for client 1 with the matching
capability set. Client 2 also performs a timeout of the direct link state if it does
not recelve any response from chent 1 ‘ B -

Client 1 receives the probe response from chent 2 The wireless stack on
client 1 extracts the custom information element from the probe response and
decrypts the value field if received in encrypted text. The wireless stack in
client 1 creates a direct link state for client 2 with the vrnatching capability set.
Client 1 also perforrns-a time_out of the direct link state if it does not receive any
response from client 2. The direct link states in clients 1 and 2 define a direct
Jink connection which establishes a direct link channel 34 between stations 24
and 26. ‘ ‘ .

Based on the auto-negotiated security level for Unicast traffic between
the two wireless stations, -tbe,wireless stacks in'the clients 1 and 2 proceed
according to the following parameters.

(a.1) Unicast Security = NONE

Indicate to any listener service and driver that the direct communication

hnk is estabhshed with the-other chent The 1nd1cat10n carries information

about the other cl1ent
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(a.2) Unicast Security = PSK ‘
(1) Unicast Security Method = WEP
| Unicast key = WEP-PSK -
(2) Unicast Security Method = WPA
Perform 4-way handshake with the other client to generate Unicast
key for the direct communication link
Unicast key PTK (Client 1 to Client 2) — umque to Client 1 and
Client 2 pa1r ‘
(3) Unicast Security Method = WPA2
Perform'4-way handshake with the other client to generate Unicast
key for the direct communication link
Unicast key PTK2 (Chent 1to Chent 2)- unlque to Client 1 and
- Client 2 pa1r R
Indicate to any listener service and driver that the direct communication
link is established Wifh the other client. The indication carries information
about the other client. : |
(a. 2) Unlcast Securlty 802 1X based B
l(l) Unicast Securlty Method = WEP
Obtain key through DH (Diffie-Hillman) exchange through the AP
to overcome man in the middle attack on DH
Umcast key = DH key N
(2) Umcast Securlty Mefhod WPA ‘
Obtaln key through DH exchange through the AP to overcome man
in the middle attack on DH
| Using DH key, perform 4-way handshake with the other client to
generate Un;cast key for the ,d1rect communication link
Unicast key = PTK (Client 1 to Client 2) — unique to Client 1 and
Client 2 paif
(3) Unicast Security Method = WPA2
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Obtain key through DH exchange through the AP to overcome man
in the middle attack on DH | |
Using DH key, perform 4-way handshake with the other client to
generate Unicast key for the direct communication link
Unicast key = PTK2 (Cllent 1to Chent 2) — unique to Client 1 and
Client 2 pair. - ‘
Indicate to any listener service and driver that the direct communication
link is established with the other client. The indication carries information

about the other client.

The wireless stations use the direct link channel to exehange four-way
key generation packets as data packets in the same way they exchange these
packets with the access point, but with the folleWing differences: (a) Packet
addresses are source-client 1/2; destination-client 2/1; BSSID = BSSID of the
AP; (b) Flelds FromDS = 0 and ToDS=01n the 802.11 header; and (c) Direct
" channel enabled through P mode operation of dr1ver or through a driver
interface to disable sender’s address matching. Clients directly exchange data
packets in the same way they exchange data packets with the access point, but
with the following differences: (a) Packet addresses are source-client 1/2;
destlnatlon-chent 2/ I BSSID BSSID of the AP (b) fields FromDS = 0 and
ToDS =0 i in the 802 11 header éﬁd (‘3:3 dlrect ehanhef enabled through P mode
operation of driver or through a driver interfaced to disable sender’s address
matching.

When the quahty of service function recelves an 1nd1cat10n that the direct
link channel has been estabhshed the quallty of service functlon performs
throughput tests such as packet pair tests, with the specific client, such as client
2. While performing these tests, the quality of service function marks the
packets through a per packet OOB (Out Of Band) field defined by the wireless

10
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stack. Therefore, the wireless stacks on clients 1 and 2 directly transmit and
receive these packets without going through the acoess point.

Based. on the packet pair tests, the quality of service function makes a
determinatioh Whethep the direcf li_nk connection is brovidiﬁg better throughput
than the path fﬁrough fhe"kacc.esé’ pbinf. If the direct link ch‘annel'is better than
the infrastructure channel, the quality of service function marks the data packets
through a per packet OOB field defined by the wireless stack. Thus, the
wireless stacks on clients 1 and 2 direcﬂy transmit and receive packets without
going through thé access point. If the infrastructure channel is better than the
direct link channel, fhen the quality of service function does not mark the data
packets through the per packet OOB field defined by the wireless stack. Thus,
the wireless stacks on clients 1 and 2 transmit and receive packets through the
access point. Traffic not marked for difect comrhunication‘to client 2 and traffic
not destined to client 2 is transmitted and received through the access point.

Clients 1 and 2 may exchange keep-alive messages such as NULL data
packets or probe request/response exchanges to maintain the direct link channel
in operation. If client 1 times out the direct link connection to a specific client,
such as station 26, then the wireless stack oh client 1 makes an appropriate
 jndication to any listener service and driver that the diréct link channel to client
2 isno loﬁger available. From that point on, the listener service instrucfs its
driver not to mark the packet for direct commﬁnicatiori to client 2. The marked
packets that are in transit from the listener driver to the wireless stack are
transmittéd by the wireless stack through the access pqiﬁt to client 2 and not
through the direct link channel to client 2.

The quality of service function periodically performs throughput tests on
the infrastructure channel to the access point and the direct link channel to client
2. Based on the tests, the déta packets are marked appropriately for the best
throughput. S

11
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The client that joins an access point, such as client 1, may initiate direct
link discovery and establishment, since it is the one sending the probe request.
Other clients having direct link capability may send additional probe
requests/responses and or other 802.11 management and/or custom 802.11 data
packets for discovery and for periodically assessing the quality of the direct link
channel as well as for keeping the direct link state alive on peer stations.
Initially, the newly associated client can send a broadcast data packet through
the access point to notify all direct communlcatlon capable clients to engage in
direct link discovery and establishment. In this way, another client that is
sleeping will know about the arrival of the new client when it wakes up to
receive the broadcast at the DTIM (delivery trafﬁc indication map) interval.

. Link selectron of’ the dlrect link channel or the 1nfrastructure channel
through the access p01nt can be performed by any link selection module that
listens to the direct link up/down indications and performs link quality
comparison tests. Examples of such link selection modules include the 802.11
MAC enhanced for d1rect link, as well as upper layer apphcat1ons such as the
quality of service functlon Such an enhanced 802.11 MAC has a heuristic that.
can include different network parameters for making the selection. Examples of
such network parameters include signal quality normalized with hardware
sensitivity values at each modulation/data rate, observed and anticipated traffic
load on clients and the access pornt power save states and controls, and near
field and far field RF interference 1nformat10n ‘The heuristic also should be
approprlately dampened when making the sw1tch between direct link and
infrastructure modes.

The direct link channel can be used for any. application where there is a
need to use an alternate path for control and data in addition to the path through
the access pomt Some other appllcatlons of the direct 11nk channel include but
are not limited to: (a) diagnostics when a client loses a connectron to the access

point to report information or notify the backend server of the problem; (b) in

12
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the case Where the existing power level is not sufficient to provide a gooa
connection betvreen the client and the vaccess point and there are no other access
points that are visible for the same network; (¢) communication of information
between clients about misconfigured or rogue access points to which other
clients should not connect; and (d) concurrent connections where a client can
forma d1rect link channel to another client that is not connected to the same
access point. The other client may not be connected to any access point or it
may be connected to another access point on a different band or on a different
RF channel on the same band. An example of the apphcatlon is a client that
continues to have Internet access through the access point while it concurrently
shares files/applications Wlth another client that is not connected to the same
access point or to any access point. If the link to the access point goes down,
the direct link session may terminate, or the direct link channel only may be
used. | . ‘ '

There are options to quickly assess the direct link quality as part of direct
link discovery, and the chosen option can depend on the application or can be
independent of it. For quality of service functions, using the highest data rate
for discovery packets‘ is one option. Instead of always choosing the highest data
rate, another option for quality of service functions is to use a data rate for
discovery packets that is closer to the current average data rate observed from
 the access pomt For usage independent ‘of direct link discovery and
establishment, discovery packets can be sent at the lowest rate of the BSS basis
rate set to allow maximum probability of connection at long ranges. Once the
direct link is available, it may be assessed for use or may not be used for
specrﬁc apphcatlons For example the quahty of service function may find that
the d1rect hnl\c channel prov1des Iowerthroughput When compared to the
infrastructure channel to the access point and will not use the direct link channel
in this case. However, the direct link channel can he used for other purposes as

described above.

13
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To further increase efficiency, the clients may chose to operate on a
different channel or a different band when in direct link mode. This is
facilitated by indicating power save mode to the access point. The power save
indication to the access point can be added to the data eXchaﬁge, for example,
for key establishment with the access point. Thus, the access point buffers all
Unicast and broadcast traffic destined for the clients. The access point clears
the buffered broadcast packets every DTIM interval which is the same for all
clients in the basic service set of the access point. For buffered Unicast packets
for a client operating in the power save mode, the access point indicates the
presence of any buffered Unicast packets by setting the TIM (traffic indication
map) bit for that client in the periodic beacon frames. It is not necessary for the
client to immediately fetch buffered Unicast packets from the access point, and
this fetching can be delayed to a time interval not exceeding the listen interval
for the client and the access pomt B

Subsequently, the client issues an RF channel change request command
to the other client and upon success resumes communication on the direct link.
Prior to changing the RF channel, the client may scan for the available RF
channels as 1nd1cated in the. capab1hty 1nformat1on of the peer chent or may use
RF spectrum smffer based 1nformat10n to select the best RF channel in terms of
least interference. When the selected RF channel condltlon goes bad, the two
clients can dynamically select another RF channel using similar procedures.

The clients may periodically check for the presence of traffic from the
access point. This should happen at beacon inteﬁals to.ass.ure that traffic
indicated in the 'trafﬂ‘c indication map for Unicast traffic, as well as traffic
indicated in the DTIM bit for bfoadcast traffic, are detected. Ata rrtinimum, the
clients are required to receive a beacon every DTIM interval, since any buffered
broadcast-packets are always transmitted by the access point on the next
transmit oppoftunity immediately after the beacon at the DTIM period. If no

‘broadcast packets are buffered at the access point, then the clients can

14
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immediately notify the access point that they are in power save mode and move
back to the direct link channel. For Unicast packets, the client at minimum
needs to monitor beacon packets for its TIM bit every time interval not
exceeding the listen interval for the client and the access point. The client does
not need to monitor for Unicast packéts on every beacon period boundary. If
the access point sets the TIM bit for the client, then the client needs to fetch
Unicast packets beforé the access point ages out those packets. For thé case of
 fetching broadcast and Unicast packets from the access point, the clients can
dynamically negotiate the amount of time they will be off the direct link
channel. The negotiation can initialIy happen on the direct link channel and
later through the access point if any client needs more time to fetch Unicast
packets froni-the: access point. This does not mean that traffic destined between
the client stéps since 6ﬁcé the clients are onithe”san»lé RF channel as the access
point, the traffic can go through the access point. Additionally, the selected RF
channel may be in a different band, assuming clients 1 and 2 support it and the
capabil‘ity' information is communicated in the discovery and negotiation
packets. 'A | | |
| ””,The wireless communication method descrlbed above is summarized in
the flowcharts of Figs. 2 and 3. In the step 100, client 1 establishes an
infrastructure connection to access point 20. The infrastructure connection may
be established by the standard technlque defined by IEEE 802.11. In the step
- 102, client 1 performs dlscovery and estabhshment of a dlrect hnk connection to
client 2. In some embodlments chent 2 may have an infrastructure connection
to access point 20. In other embodiments, client 2 may be independent or may
have an association with another access point in the same or a different network.
In order to establish a direct link gonnéction, clieﬁts, 1 and 2 must both have
direct link capability. ~Client 1 may establish a direct link connection with one
or more other clients. Esfabﬁshment of a direct link connection is described in

greater detail below in connection with Fig. 3.
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In step 104, client 1 performs throughput tests between client 1 and
chent 2. The throughput tests include tests of the d1rect link connection
between.chent 1 and client 2. In addition, if client 2 has an infrastructure
connection to access point 20, the throughput tests include tests of the path from
client 1 to access point 20 and from access point 20 to client 2. The throughput
tests may be performed by the quatity of service ﬁmetioh. The throughput tests
indicate which path pro\tides the best performance at the current time.

In step 110, client 1 selects a path for transmission and transmits packets
according to the destination of the packets and the throughput test result. Thus,
for packets destined for client 2, the path that provides the best performance
- according to the throu'ghput‘test is selected. The path may be the direct link
connection from client 1 to client 2 or may be through the access point 20.
Packets having destinations other than client 2 are transmitted through the
infrastructure connection to access point 20, unless an additional direct link
connection provides a path to the destination.

Ini step 112, direct link timeout is pefforrﬁed.‘ The direct link timeout
determines if the direct link connection has been inactive for a predetermined
time. If direct link timeout has not occurred; the process returns to step 110 for
transmitting additional packets. If direct link timeout has occurred, the direct
link connection is termmated 1n step 114 and the process returns to step 102.
The d1rect fink connectlon may be reestablished if needed. In other cases, the
direct link connection may no longer be needed such as, for example, if client 2
is inactive or has moved out of range. In that case, client 1 continues to
communicate through access point 20." As noted above, NULL data packets
may be transmitted at intervals in order to keep the d1rect link connect1on alive.

A ptocess tor ‘crhsco.\tery; ahd \est;bhfshment of a dtrect 11nk connection to
client 2 is shown in Fig. 3. The process of Fig. 3 corresponds to step 102 in Fig.
2. In step 150, client 1 transmits a probe request packet to discover other clients

within range that have direct link capability. As deseribed above, the probe
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request packet contains a custom information element that describes the
capabilities of client 1. Assuming that client 2 is within range and has direct
link capability, client 2 receives the probe request packet, extracts the client 1
capability information and creates a direct link state. Client 2 then transmits a
probe response packet. ‘The probe response packet‘ contains a custom
information element which describes the capabilities of client 2. In step 152,
client 1 receives the probe response packet from client 2 and extracts the client
2 capability information. In step 154, client 1 validates the security credentials
of client 2. Assuming that the security credentials of client 2 are validated,
client 1 in step 156 establishcs a direct link state based on the probe response.
The direct link states in clients 1 and 2 define a direct link connection between
clients 1 and 2. The direct link connection is established without any action by
access point 20.

A block d1agram of w1reless station 24 showmg software components
involved in dlrcct client-to- cl1cnt comrnun1cat1on is shown in F1g 4. A wireless
stack 200 operates with radio 202 to transmit and receive wireless
communications through antenna 204. Wireless stack 200 communicates over
the selected communication path wh1ch may be the direct link channel or the

nfrastructure channel A controller 210 controls establrshment of an
infrastructure connection 212 and a dlrcct link connect1on 214 as described
above. A quality of service function 220 performs throughput tests and may
perform selection of a communication path for best performance. A security
validation ﬁmct1on 222 validates security credentials of clients involved in
direct link connections.: A direct link timeout 224 monitors the direct link
connection and determines if the direct link connection has been inactive for a
predetermined time. An RF channel selection function 226 selects an RF
channel or RF band for direct link communication in accordance with the
capabilities of the clicnts. The components shown in Fig. 4.perform the

communication functions described above.
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One example of an application of the direct link connection is media
streaming. In the media streaming‘ application, a 19 megabits per second HDTV
stream is transferred from a media PC to.a wireless.display. The media PC and
the display are connected to the same access point. The media PC and the
display are also in range for direct communication. If the data is transmitted
through the access point, the data traverses the air interface twice, i.e., from the
media PC to the access point and from the access point.to the display, thus
 requiring 38 megabits per second nominal bandWidth which exceeds the current
capabilities of IEEE 802.11. Use of the direct link communication described
above permits HDTV media streaming with existing wireless technologies.

Another example of an application of the direct link connection is for
network d1agnostlcs A dlagnostlc use is to allow w1reless stations to directly
share connectivity data which can help dlagnose connect1v1ty problems such as
failed, misconfigured or rogue access points.

The above-described embodiments of the present invention can be
implemented in any of numerous ways: For example, the embodiments may be
implemented using hardware, software or a combinatiorr thereof. When
impiementedl in software, the software code can be executed on any suitable
processor or collection of processors, whether provided in a single computer or
distributed’among multiple computers.

Also, the various methods or processes outhned herein may be coded as
software. that' is execdtaple on orle or ‘more processors that employ any one of a
variety of operwetmg‘ systems or platforms Addltlonally, such software may be
written using any of a number of suitable programming languages and/or
conventional programming or scripting tools, and also may be compiled as

executable machine language code | | |

In this respect, the 1nvent1on may be embodled asa computer readable
medium (or multiple computer readable media) (e.g., a computer memory, one

or more floppy discs, compact discs, optical discs, magnetic tapes, etc.) encoded
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with one or more programs that, when executed on one or more computers or
other proceSsers, p'etforin méthods that ifnplemeht the various embodiments of
the invention discussed above. The computer readable medium or media can be
transportable, such that the program or programs stored thereon can be loaded
onto one or more different computers or other processors to implement various
aspects of the present mventlon as discussed above. - |

The terms “program” or “software” are used hereln in a generic sense to
refer to any type of computer code or set of computer-executable instructions
that can be employed to program a computer or other processor to implement
various aspects of the present 1nvent10n as dlscussed above. Additionally, it
. should be apprecnated that according to one aspect of this embodiment, one or
more computer programs that when executed perform methods of the present
invention need not reside on a single computer or processor, but may be
distributed in a modular fashion amongst a number of different computers or
Processors to implemeht various aspects of the present invention.

Computer-executab‘le in,s.tfuctions Amay be in many, forms, such as
program modules, executed by one or more computers or other devices.
Generally, program modules include routines, programs, objects, components,
data structures, etc. that perform particular tasks or implement particular
abstract data types. Typically the functionality of the program modules may be
comblned or distributed as desired in various embodlments

Various aspects of the present invention may be used alone, in
combination, or in a variety of arrangements not specifically discussed in the
embodiments described in the foregoing and is therefore not limited in its

application to the details and arrangement of CompOhents set forth in the

| foregoing descr1pt1c;n orlllustrated 1nthe drawmgs For example; aspects
described in one embodiment may be combined in any manner with aspects

described in other embodiment.
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Use of ordinél terms such as “first,” “second,” “third,” etc., in the claims
to modify a claim element does not by itself connote any priority, precedence,
or order of one claim element over another or the temporal order in which acts
of a method are performed, but are used merely as labels to distinguish one
claim element having a certain name from another element having a same name
(but for use of the ordinal term) to distinguish the claim elements.

Also, the phraseology and terminology used herein is for the purpose of
description and should not be regarded as limiting. The use of "including,"
"comprising;" or ’fhaving,"‘ .“containing;” “involying,;’ and variations thereof
herein, is meant to enédmpass the itéms listed thereafter and equivalents thereof
as well as additional items.

Having thus déscribed at least one illustrative embodiment of the
invention, various alterations, niodiﬁcations, and improvements will readily
occur to those skilled in the art. Such altefatiohs, mt)diﬁcai:ions, and
impfbVeniétﬁé are intended to be within and Scbpé of the invention.
Accordingly, the foregoing description is by way of example only and is not
intended as limiting. The invention is limited only as defined in the following

claims and the equivalents thereto.
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CLAIMS

1. A method for commumcatlon ina w1re1ess network comprising;
estabhshmg an infrastructure channel between a first wireless station and
a wireless access point connected to a network;
establishing a direct link channel between the first wireless station and a
second wireless station without action by the access point'
‘ selectmg a channel from the direct link channel and the 1nfrastructure
channel and ‘

communicating on the selected channel.

2. A method as deﬁned in claim 1, whereln estabhshmg a direct link
channel comprlses

sending from the first wireless station to the second wireless station a
probe request packet containing capability information of the first wireless
station;

receiving from the second wireleSs station a probe response packet
containing capability information of the second wireless station; and

establishing a direct link state based on the received capability
information, the direct link state deﬁnlng the direct link channel between the

first and second wireless stations.

3. A method as defined in claim 1, wherein communicating comprises
transmitting and receiving on the direct link channel and checking at intervals
for traffic from the access point.

4. A method as defined in claim 1, wherein .sele'eting a channel comprises

perfef‘rhihgfaii'th}e{ighpﬁttest”of the direct link channel and the infrastructure
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channels and transmitting data packets between the first and second wireless

. stations in accordance with the result of the throughput test.

5. A method as defined in claim 1, further comprising terminating the direct
link channel when the direct link channel is inactive for a predetermined time

period.

6. A method as defined in claim 1, further comprising transmitting data
packets at intervals on the direct link channel to keep the direct link channel

active.

7. A method as deﬁﬁcd in claim 1, further cbmprising responding to a direct

link discovery request from another wireless station.

8. . A method as defined in claim 1, establishing a direct link channel
comprises transmitting a discovery request to identify a wireless station having

direct link capability.

9. A method as defined in claim 2, wherein establishing a direct link
channel further comprises validating security credentials of the second wireless

station.

10. A computer-readable medium encoded with instructions for execution in
a wireless network, the instructions when executed, performing a method as

defined in claim 1.
11. A wireless station for operation in a wireless network, comprising:

a first component that establishes an infrastructure channel to an access

point of the wireless network; -
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a second component that éstablishes a direct link channel to a second
wireless station without action by the access point;

a third component that selects a channel from the direct link channel and
the infrastructure channel; and |

a fourth component that communicates on the selected channel.

12. A wireless station as defined in claim 11, wherein the third component
comprises a quality of service component to perform a throughput test, wherein
data packets are transmitted through the infrastructure channel or through the
direct link channel ac‘c“ordihg. to the result of the throughput test.

13. A wireless station as defined in claim 11, further comprising a timeout
component to terminate the direct link channel when the direct link channel is

inactive for a predetermined time.

14. A wireless station as defined in claim 11, further comprising an RF
selection component to transmit over the infrastructure channel on a first RF

channel and to transmit over the direct link channel on a second RF channel.

15. A wireless station-as defined in claim 11, further comprising a security
validation component to validate security credentials of the second wireless

station.

16. A method for establishing a direct link connection bAétween first and
| second wiréless stations in a wireless network, comprising: )
sending from the first wireless station to the second wireless station a
probe recjuest packet containing capability information of the first wireless

station;
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receiving from the second wireless station a probe response packet
containing capability information of the second wireless station; and

establishing a direct link state based on the receiVéd capability
ihformation, thé‘di.réc}‘:t hnk state deﬁmng the direct link channel between the

first and second wireless stations.

17. A method as defined in claim 16, further comprising performing a
throughput test of the direct link cham'lel.'

18. A method as defined in claim 16, further comprising terminating the
direct link channel when the direct link channel is inactive for a predetermined

time period.

19. A method as defined in claim 16, further comprising validating security

credentials of the second wireless station.
20. A computer-readable medium encoded with instructions for execution in

a wireless network, the instructions when executed, performing a method as

defined in claim 16.
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