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STATE-SHARING PLUG-ININ COMPUTING WORKSPACE ENVIRONMENT

BACKGROUND

{0081} In network environments, a server can host or provide access to a plurality of

resources or applications for a plurality of users.
SUMMARY

10002} This technical solution is directed towards systems and methods of a state-sharing
plug-in for a computing workspace environment. A client application executing on a client
device can allow a user to access applications {apps) that are served from and/or hosted on
one or more servers, such as web applications and SaaS applications (hercafler sometimes
generally referred to as network applications). A browser that is embedded or integrated with
the client application can render to the user a network application that is accessed or
requested via the client application, and can allow for interactivity between the user and the
network application. The browser can be referred to as an embedded browser, and the client
application with embedded browser {CEB) can be referred to as a workspace application. By
using the embedded browser, this technical solution can provide a state sharing plug-in for
the embedded browser that can detect a state of an application provided via the embedded
browser, identify a local messaging or social application installed on the client device, and
communicate, via a single sign-on protocol, an indication to a server that hosts the messaging

application to control a state of the messaging application.

{6003] For exaraple, this technical solution can determine a state of the user based on
whether the user has launched a network application provided via a CEB. The system can set
the state of the user based on the launch event via the CEB. Thereafter, the system can
synchronize the state of the user determined based on the CEB with one or more other local
social applications or messaging applications provided by third-party social application or

messaging providers,

j0664] At least one aspect of this technical solution is directed to a method of controlling
a state of clectronic messaging applications. The method can be performed by one or more
processors. The method can include the one or more processors detecting a launch of a
network application via an embedded browser. The network application can be associated
with a session identifier of a user. The method can inclade the one or more processors

identifying one or more electronic messaging applications on a client device of the user. The
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method can include the one or more processors transmitting an instruction to one or more
servers managing the onc or more electronic messaging applications. The instruction to the
one or more servers can cause the one or more servers to control a state of the one or more
electronic messaging applications. The onc or more processors can transmit the instruction

responsive to the launch of the network application associated with the session identifier.

{0085] In some implementations, the method can include the one or more processors
identifying based at least in part on the session identifier, authentication credentials for the
user for a first electronic messaging application of the one or more clectronic messaging
applications. The one or more processors can establish, using the anthentication credentials,
a communication session with a first server of the one or more servers that manages the first
clectronic messaging application. The one or more processors can transmit, via the
communication session, the nstruction to control the state of the first electronic messaging
application. In some implementations, the one or more processors can establish the

commmunication session using a single sign-on authentication technique.

[0006] The one or more processors can control the state to disable transmission of
electronic messages via the one or more electronic messaging applications to the client device
of the user. The one or more processors can control the state to disable notification of
transmission of electronic messages via the one or more electronic messaging applications to
the user. The one or more processors can transmit the instruction to update the state to a busy
state. The one or more processors can identify the one or more electronic messaging

applications executing on the client device.

{6667] The one or more processors can terminate network applications previously
launched via the embedded browser, The one or more processors can transmit, respousive Lo
termination of the network applications, a second instruction to the one or more electronic
messaging applications to update the state to a sccond state different from the state. The
second state can allow delivery of notifications related to electronic messages transmitted to

the user,

{0008] The one or more processors can detect the launch of the network application by a
client application executing oun the client device. A remote server hosting the network
application can transmit, to the one or more servers managing the one or more electronic

messaging applications, the instruction to control the state of the one or more electronic
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messaging applications.

{6069] The one or more processors can display the state of the one or more electronic
messaging applications for the user via a user interface element provided by the embedded

browser that launches the network application.

{8616] At least one aspect of this technical solution is directed to a system to control a
state of electronic messaging applications. The system can include onc or more processors
and memory. The one or more processors can detect a launch of a network application via an
embedded browser, the network application associated with a session identifier of a user.

The one or more processors can identify one or more electronic messaging applications ou a
client device of the user. The one or more processors can transmit, responsive to the launch
of the network application associated with the session identifier, an instruction to one or more
servers managing the one or more electronic messaging applications to control a state of the

ong or more electronic messaging applications.

{0011} In some implementations, the one or more processors can identity, based at least
in part on the session ideuntifier, authentication credentials for the user for a first electronic
messaging application of the one or more electronic messaging applications, The onc or
more processors can establish, using the authentication credeuntials, a communication session
with a first server of the one or more servers that manages the first electronic messaging
application. The one or more processors can transmit, via the communication session, the

instruction to control the state of the first electronic messaging application.

10012} The one or more processors can establish the communication session using a
single sign-on autheuntication technique. The one or more processors can control the state to
disable transmission of electronic messages via the one or more clectronic messaging
applications to the client device of the user. The one or more processors can control the state
to disable notification of transmission of electronic messages via the one or more electronic
messaging applications to the user. The one or more processors can transmit the instruction

to update the state to a busy state.

{6013 In some implementations, a client application executing on the client device can
detect the launch of the network application via the embedded browser, and transmit the

nstruction to the one or more servers responsive to detection of the laoanch.
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{6014} At least one aspect is directed to a system to control a state of electronic
messaging applications. The system can inclade an embedded web browser that executes on
a client device having mewory and one or more processors. The system can include a client
application in communication with the embedded web browser, The client application can
detect a launch of a network application via the embedded web browser. The network
application can be associated with a session identifier of a user. The client application can
identify one or more electronic messaging applications on the client device. The client
application can provide, responsive to the launch of the network application associated with
the session identifier, an instruction to one or more servers managing the one or more
clectronic messaging applications to control a state of the one or more clectronic messaging

applications.

{0015] In implementations, the client application can identify, based at cast in part on the
session identifier, authentication credentials for the user for a first electronic messaging
application of the onc or more electronic messaging applications, The client application can
establish, using the authentication credentials, a commumication session with a first server of
the one or more servers that manages the first electronic messaging application. The client
application can transmit, via the communication session, the instruction Lo control the state of

the first electronic messaging application.

10016} The client application can transmit, to a remote server, the instruction to control
the state of the one or more electronic messaging applications. The remote server can
generate one or more instructions to transmit to the one or more servers managing the one or
more electronic messaging applications to control the state of the one or more electronic

messaging applications.

{00617} The details of various embodiments of the disclosure are set forth in the

accompanying drawings and the description below.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

10018 Objects, aspects, features, and advantages of embodiments disclosed herein will
become more fully apparent from the following detailed deseription, the appended claims,
and the accompanying drawing figurcs in which like reference numerals identify similar or
identical clements. Reference nurnerals that are infroduced in the specification in association

with a drawing figure may be repeated in one or more subseqguent figures without additional
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description in the specification in order to provide context for other features, and not every
clement may be labeled in every figure. The drawing figures are not necessarily to scale,
emphasis instead being placed upon illustrating embodiments, principles and concepts. The

drawings arc not intended to limit the scope of the claims included herewith.
{0019} FIG. 1A is a block diagram of embodiments of a computing device;

100620} FIG. 1B is a block diagram depicting a computing environment comprising client

device in communication with cloud service providers;

{60211 FIG. 2 is a block diagram of an illustrative embodiment of cloud services for use

in accessing resources;

{0622] F1G. 3 is a block diagram of an example embodiment of an enterprise mobility

management sysiern;
{6023] FIG. 4 is a block diagram of a system 400 of an embedded browser;

{0024} FIG. 5 is a block diagram of an cxample embodiment of a system for using a

secure browser;

{0025] FIG. 6 1s an example representation of an implementation for browser redirection

using a secure browser plug-ing

10026} FIG. 7 is a block diagram of example embodiment of a system of using a sccure

browser;

{6027} FIG. 8 is a block diagram of an example embodiment of a system for using local

embedded browser(s) and hosted secured browser(s);

{06628} F1G. 9 is an example process flow for using local embedded browser(s) and

hosted secured browser{s),

{0029] FIG. 10 is an exarople embodiment of a system for managing user access {o
webpages;
0630} FIG. 11 is a block diagram of a system for a state sharing plug-in, in accordance

with an implementation;
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{6031} FIG. 12 depicts an illustration of a computing workspace and a state, in

accordance with an implernentation;

{0032} FIG. 13 is a tlow diagram for sharing a state via a plug-in, in accordance with an
implementation;
{0033 Fi. 14 is depicts an example flow diagram of a method for sharing a state via a

plug-in, in accordance with an implementation.

DETAILED DESCRIPTION

0034} Systems and methods for providing a state-sharing plug-in in a computing
workspace environment are provided. A client application executing ou a client device can
allow a user to access applications that are served from and/or hosted on one or more servers,
such as web applications and SaaS applications or network applications. A browser that is
embedded or integrated with the client application can render to the user a network
application that is accessed or requested via the client application, and can allow for
interactivity between the user and the network application. The browser can be referred to as
an embedded browser, and the client application with embedded browser (CEB) can be
referred to as a workspace application. The client application can establish a secure
connection to the one or more servers to provide an application session for the user to access
the network application using the client device and the embedded browser. The embedded
browser can be integrated with the client application such that traffic related to the network
application can be routed through and/or processed in the client application, which can
provide the client application with real-time visibility to the traffic {¢.g., when decrypted
through the client application), and user interactions and behavior, The embedded browser
can provide a seamless experience to a user as the network application is requested via the
user interface (shared by the client application and the embedded browser) and rendered
through the embedded browser within the same user interface. By using the embedded
browser, this technical solution can provide a state sharing plug-in for the embedded browser
that can detect a state of an application provided via the embedded browser, identify a local
messaging application installed on the client device, and communicate, via a single sign-on
protocol, an indication to a server that hosts the ruessaging application to conirol a state of the

messaging application.

10035] For example, users of the workspace can collaborate and keep being productive
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while engaging with other users via collaboration tools, such as instant messaging tools,
direct messaging tools, group messaging tools, etc. While these tools allow the user to
conveniently exchange messages with other users, the computing workspace may not be able
to detect and update a current status of the user, such as idle or busy. Thus, it can be
challenging or not possible for the messaging application to automatically detect the current
state and update the state accordingly, which can result in unnecessary or wasted electronic
messages being exchange amongst client devices, thereby resulting in wasied computing
resource utilization or network bandwidth utilization. Furthermore, providing messages
irrespective of the current state of the user may introduce delays or latencies in associated
with network applications being utilized by the user, as well as degrade the user interface or

computing user experience.

{00346] Thus, systems and methods of this technical solution provide state sharing plug-in
for the CEB that can determine a current state associated with the CEB or network
application. This technical solution can allow the user to castomize or set their state, or the
plug-in can antomatically detect the state via a client agent or engine. Upon determining the
state, this technical solation can leverage a single sign-on protocol to access a remote server
hosting the electronic messaging application and control the state of the electronic messaging
application.

166371 For purposes of reading the description of the various embodiments below, the
following descriptions of the sections of the specification and their respective contents can be

helpful:

{0038] Section A describes a computing environment which can be useful for practicing

embodiments described herein,

{6339 Section B describes systems and methods for an embedded browser,
{0040] Section C describes systems and methods for a state sharing plug-in for the

embedded browser.

A, Computine Environment

{0041} Prior to discussing the specifics of embodiments of the systems and methods of
for securing offline data (e.g., browser offline data} for shared accounts, it may be helpful to

discuss the computing environments in which such embodiments may be deployed.

{0042] As shown in FIG. 1A, computer 100 may inchude ove or more processors 103,
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volatile memory 110 (e.g., random access memory {RAM})}, non-volatile memory 120 {e.g.,
one or more hard disk drives (HDDs) or other maguetic or optical storage media, onc or more
solid state drives (SSDs) such as a flash drive or other solid state storage media, one or more
hybrid magnetic and solid state drives, and/or one or more virtual storage volumes, such as a
cloud storage, or a combination of such physical storage volumes and virtual storage volumes
or arrays thereof), user interface (U1} 125, one or more communications interfaces 115, and
commuunication bus 130. User interface 125 may include graphical user interface (GUT) 150
(e.g., a touchscreen, a display, etc.) and one or more input/output (/O) devices 155 (e.g., a
mouse, a keyboard, a microphoune, one or more speakers, one or MOre cameras, One or mMore
biometric scanners, one or more environmental sensors, one or more accelerometers, etc.).
Non-volatile memory 120 stores operating system 135, one or more applications 140, and
data 145 such that, for example, computer instructions of operating system 135 and/or
applications 140 arc executed by processor(s) 105 out of volatile memory 110, In some
embodiments, volatile memory 110 may include one or more types of RAM and/or a cache
memory that may offer a faster response time than a main memory. Data may be entered
using an input device of GUI 150 or received from /0 device(s) 155, Various elements of
computer 100 may communicate via one or more communication buses, shown as

communication bus 130,

{6043} Computer 100 as shown in FIG. 1A is shown merely as an example, as clients,
servers, intermediary and other networking devices and may be implemented by any
computing or processing environment and with any type of machine or set of machines that
may have suitable hardware and/or software capable of operating as described herein.
Processor(s) 105 may be implemented by one or more programmable processors to execute
one or more executable instructions, such as a computer program, to perform the functions of
the system. As used herein, the term “processor” describes circuitry that performs a function,
an operation, or a sequence of operations. The function, operation, or sequence of operations
may be hard coded into the circuitry or soft coded by way of instractions held in a memory
device and executed by the circuitry. A “processor” may perform the function, operation, or
sequence of operations using digital values and/or using analog signals. In some
embodiments, the “processor” can be embodied in one or more application specific integrated
circuits (ASICs), microprocessors, digital signal processors (DSPs), graphics processing units
{(GPUs), microcontrollers, field programmable gate arrays (FPGAs), programmable logic

arrays {PLASs), multi-core processors, or general-purpose computers with associated memory.,
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The “processor” may be analog, digital or mixed-signal. In some embodiments, the
“processor” may be one or more physical processors or onc or more “virtual” {¢.g., remotely
located or “cloud”™) processors. A processor including multiple processor cores and/or
multiple processors multiple processors may provide functionality for parallel, simultancous
execution of instructions or for parallel, simuitaneous execution of one instruction on more

than one piece of data.

[0044] Commrunications interfaces 115 may include one or more interfaces to enable
computer 100 to access a computer network such as a Local Area Network (LAN), a Wide
Area Network (WAN), a Personal Area Network (PAN), or the Internet through a variety of

wired and/or wireless or cellular connections,

{0045] In described embodiments, the computing device 100 may execule an application
on behalf of a user of a client computing device. For example, the computing device 100
may execute a virtual machine, which provides an cxecution session within which
applications execute on behalf of a user or a client computing device, such as a hosted
desktop session. The computing device 100 may also execute a terminal services session to
provide a hosted desktop environment. The computing device 100 may provide access to a
computing environment including one or more of: one or more applications, one or more
desktop applications, and one or more desktop sessions in which one or more applications

may execule.

{0046} Referring to FIG. 1B, a computing environment 160 is depicted. Computing
environment 160 may generally be considered implemented as a cloud computing
environment, an on-premises (“on-prem”) computing environment, or a hybrid computing
cnvirorment including one or more on-prem computing cuvironments and one or more cloud
computing environments. When implemented as a cloud computing environment, also
referred as a cloud environment, cloud computing or cloud network, computing environment
160 can provide the delivery of shared services (e.g., computer services) and shared resources
{c.g., computer resources) to multiple users. For example, the computing environment 160
can inchude an environment or system for providing or delivering access to a plurality of
shared services and resources to a plurality of users through the internet. The shared
resources and services can include, but not imited to, networks, network bandwidih, servers
195, processing, memory, storage, applications, virtual machines, databases, software,

hardware, analytics, and intelligence.
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{60471 In embodiments, the computing environment 160 may provide client 165 with one
or more resources provided by a network environment, The computing covironment 160 may
include one or more clients 165a-165n, in communication with a cloud 175 over one or more
networks 170A, 170B. Clients 165 may include, ¢.g., thick clients, thin clients, and zero
clients. The cloud 175 may include back end platforms, ¢.g., servers 195, storage, server
farms or data centers. The clients 165 can be the same as or substantially similar to computer

100 of FIG. 1A,

{0048] The users or clients 165 can correspond to a single organization or multiple
organizations. For example, the computing environment 160 can include a private cloud
serving a single organization {e.g., enterprise cloud). The computing environment 160 can
include a community cloud or public cloud serving multiple organizations. In embodiments,
the computing environment 160 can include a hybrid cloud that is a combination of a public
cloud and a private cloud. For example, the cloud 175 may be public, private, or hybrid.
Public clouds 175 may include public servers 195 that are maintained by third parties to the
clients 165 or the owners of the clients 165, The servers 195 may be located off-site in
remote geographical locations as disclosed above or otherwise. Public clouds 175 may be
connected to the servers 195 over a public network 170, Private clouds 175 may include
private servers 195 that are physically maintained by clients 165 or owners of clients 165.
Private clouds 175 may be connected to the servers 195 over a private network 170, Hybrid

clouds 175 may include both the private and public networks 170A, 170B and servers 195.

{0649] The cloud 175 may include back end platforms, ¢.g., servers 195, storage, server
farms or data centers. For example, the cloud 175 can include or correspond to a server 195
or system remote from one or more clients 165 to provide third party control over a pool of
shared services and resources. The computing environment 160 can provide resource pooling
to serve multiple users via clients 165 through a multi-tenant environment or multi-tenant
model with different physical and virtual resources dynamically assigned and reassigned
responsive to different demands within the respective environment. The multi-tenant
environment can include a system or architecture that can provide a single instance of
software, an application or a software application to serve maltiple users. In embodiments,
the computing environment 160 can provide on-demand self-service to unilaterally provision
computing capabilities {e.g., server time, network storage) across a network for multiple

clients 165. The computing environment 160 can provide an elasticity to dynamically scale

10
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out or scale in responsive to different demands from one or more clients 165, In some
cmbodiments, the computing environment 160 can include or provide monitoring services to
monitor, control and/or generate reports corresponding to the provided shared services and

FeSOUrces.

10050} In some embodiments, the computing environment 160 can include and provide
different types of cloud computing services. For example, the computing environment 160
can inchude Infrastructure as a service (faaS). The computing environment 160 can include
Platform as a service (Paa8). The computing environment 160 can include server-less
computing. The computing environment 160 can include Software as a service (SaaS). For
example, the cloud 175 may also nclude a cloud based delivery, e.g. Software as a Service
{Saa8) 180, Platform as a Service (PaaS) 185, and Infrastructure as a Service (IaaS) 190.
faaS may refer to a user renting the use of infrastructure resources that are needed during a
specified time period. 1aaS providers may offer storage, networking, servers or virtualization
resources trom large pools, allowing the users to guickly scale up by accessing more
resources as needed. Examples of laaS include AMAZON WEB SERVICES provided by
Amazon.com, Inc., of Seattle, Washington, RACKSPACE CLOUD provided by Rackspace
US, Inc., of San Antonio, Texas, Google Compute Engine provided by Google Inc. of
Mountain View, California, or RIGHTSCALE provided by RightScale, Inc., of Santa
Barbara, California, PaaS providers may offer functionality provided by faaS, including, e.g.,
storage, networking, servers or virtualization, as well as additional resources such as, e.g., the
operating system, middleware, or runtime resources. Examples of PaaS include WINDOWS
AZURE provided by Microsoft Corporation of Redmond, Washington, Google App Engine
provided by Google Inc., and HEROKU provided by Heroku, Inc. of San Francisco,
(alifornia. SaaS providers may offer the resources that Paal provides, including storage,
networking, servers, virtualization, operating system, middleware, or runtime resources. In
some embodiments, SaaS providers may offer additional resources including, ¢.g., data and
application resources. Examples of SaaS include GOOGLE APPS provided by Google Inc.,
SALESFORCE provided by Salesforce.com Ine. of San Francisco, California, or OFFICE
365 provided by Microsoft Corporation. Examiples of SaaS may also include data storage
providers, e.g. DROPBOX provided by Dropbox, Ine. of San Frauncisco, California, Microsoft
SKYDRIVE provided by Microseft Corporation, Google Drive provided by Google Ine., or
Apple ICLOUD provided by Apple Inc. of Cupertino, California.

11
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0651} Clients 165 may access faaS resources with one or more 1aaS standards, including,
¢.g., Amazon Elastic Compute Cloud (EC2), Open Cloud Computing Interface (OCCI),
Cloud Infrastructure Management Interface (CIMI), or OpenStack standards. Some [aa8
standards may allow clients access to resources over HTTP, and may use Representational
State Transfer (REST) protocol or Simple Object Access Protocol (SBOAP). Clients 165 may
access PaaS resources with different PaaS interfaces, Some PaaS interfaces use HTTP
packages, standard Java APls, JavaMail AP, Java Data Objecis (JDBO), Java Persistence API
(JPA), Python APIs, web integration APIs for different programming languages inclading,
e.g., Rack for Ruby, WSGI for Python, or PRGI for Perl, or other APIs that may be built on
REST, HTTP, XML, or other protocols. Clients 165 may access Saa8 resources through the
use of web-based user interfaces, provided by a web browser (¢.g. GOOGLE CHROME,
Microsoft INTERNET EXPLORER, or Mozilla Firefox provided by Mozilla Foundation of
Mountain View, California). Clients 165 may also access Saa$ resources through
smartphone or tablet applications, including, e.g., Salesforce Sales Cloud, or Google Drive
app. Clients 165 may also access Saa8S resources through the client operating system,

inclading, e.g., Windows file system for DROPBOX.

[0652] In some embodiments, access to IaaS, PaaS, or Saal resources may be
authenticated. For example, a server or authentication server may authenticate a user via
security certificates, HTTPS, or API keys. AP keys may inclade various encryption
standards such as, ¢.g., Advanced Encryption Standard (AES). Data resources may be sent

over Transport Layer Security (TLS) or Secure Sockets Layer (SSL).

B. Svystems and Methods for an Embedded Browser

10053 The present disclosure is directed towards systems and methods of an embedded
browser. A client application executing on a client device can allow a user to access
applications (apps) that are served from and/or hosted on one or more servers, such as web
applications and software-as-a-service {SaaS) applications (hereafter sometimes generally
referred to as network applications). A browser that is embedded or integrated with the client
application can render to the user a network application that 1s accessed or requested via the
client application, and can enable interactivity between the user and the network application.
The browser is sometimes referred to as an embedded browser, and the client application
with embedded browser (CER) is sometimes referred to as a workspace application. The

client application can establish a secure connection to the one or more servers to provide an

12
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application session for the user to access the network application using the client device and
the embedded browser. The embedded browser can be integrated with the client application
to ensure that traffic related to the network application is routed through and/or processed in
the client application, which can provide the client application with real-time visibility to the
traffic (e.g., when decrypted through the client application), and user interactions and
behavior. The embedded browser can provide a seamless experience to a user as the network
application is requested via the user interface (shared by the client application aund the
embedded browser) and rendered through the embedded browser within the same user
interface.

{0654] The client application can terminate one end of a secured connection established
with a server of a network application, such as a secure sockets layer (SSL) virtual private
network (VPN) connection. The client application can receive encrypted traffic from the
network application, and can decrypt the traffic before further processing (e.g., rendering by
the embedded browser). The client application can monitor the received traffic {e.g., in
encrypted packet form), and also have full visibility into the decrypted data stream and/or the
SSL stack. This visibility can allow the client application to perform or facilitate policy-
based management {¢.g., including data loss prevention (DLP} capabilitics), application
control {e.g., to improve performance, service level), and collection and production of
analytics. For instance, the local CEB can provide an information technology (IT)
administrator with a countrolled system for deploying web and SaaS applications through the
CEB, and allow the [T administrator to set policies or configurations via the CEB for
performing any of the forgoing activities.

{0655] Many web and SaaS delivered applications connect from web servers to generic
browsers {(¢.g., Internet Explorer, Firefox, and so on) of users. Once authenticated, the entire
session of such a network application is encrypted. However, in this scenario, an
administrator may not have visibility, analytics, or control of the content entering the network
application from the user’s digital workspace, or the content leaving the network application
and entering the user’s digital workspace. Morcover, content of a network application
viewed in a generic browser can be copied or downleaded (e.g., by a user or program) {o
potentially any arbitrary application or device, resulting in a possible breach in data security.
{0056} This present systems and methods can ensure that traffic associated with a
network application is channeled through a CEB. By way of illustration, when a user
accesses a daad web service with security assertion roarkup langoage (SAML) enabled for

instance, the corresponding access request can be forwarded to a designated gateway service
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that determines, checks or verifies if the CEB was used to make the access request.
Responsive to determining that a CEB was used to make the access request, the gateway
service can perform or provide authentication and single-sign-on (880}, and can allow the
CEB to connect directly to the SaaS web service. Encryption (e.g., standard encryption) can
be used for the application session between the CEB and the SaaS web service. When the
content from the web service is unencrypted in the CEB to the viewed via the embedded
browser, and/or when input is cutered via the CEB, the CEB can provide added services on
selective application-related information for control and analytics for instance. For example,
an analytics agent or application programming interface (API) can be ernbedded in the CEB
to provide or perform the added services.

{0057] The CEB {sometimes referred to as workspace application or receiver) can
interoperate with one or more gateway services, intermediaries and/or network servers
(sometimes collectively referred to as cloud services or Citrix Cloud) to provide access to a
network application. Features and clements of an environment related to the operation of an
embodiment of cloud services are described below.

{0058 FIG. 2 illustrates an embodiment of cloud services for use in accessing resources
including network applications. The cloud services can include an enterprise mobility
techuical architecture 200, which can inclade an access gateway 260 in one illustrative
embodiment. The architecture can be used in a bring-your-own-device (BYOD) environment
for instance. The architecture can enable a user of a client device 204 (e.g., a mobile or other
device) to both access enterprise or personal resources from a client device 202, and use the
client device 204 for personal use. The user can access such enterprise resources 204 or
enterprise services 208 via a client application executing on the client device 204. The user
can access such enterprise resources 204 or enterprise services 208 using a client device 204
that ts purchased by the user or a client device 202 that is provided by the enterprise to user.
The user can utilize the client device 202 for business use only or for business and personal
use. The client device can run an 108 operating system, and Android operating system, or
the like. The enterprise can choose to implement policies to manage the client device 204,
The policies can be implanted through a firewall or gateway in such a way that the clieut
device can be identified, secured or security verified, and provided selective or full access to
the enterprise resources. The policies can be client device management policies, mobile
application management policies, mobile data management policies, or some combination of
client device, application, and data management policies. A client device 204 that is

managed through the application of client device management policies can be referred to as
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an enrolled device. The client device management policies can be applied via the client
application for instance.

{0059] In some embodiments, the operating system of the client device can be separated
into a managed partition 210 and an unimanaged partition 212, The managed partition 210
can have policies applied to it to secure the applications running on and data stored in the
managed partition. The applications running on the managed partition can be secure
applications. In other embodiments, all applications can execute a set of one or more policy
files received separate from the application, and which define one or more security
parameters, features, resource restrictions, and/or other access coutrols that are enforced by
the client device management system when that application is executing on the device. By
operating using their respective policy file(s), cach application can be allowed or restricted
from communications with one or more other applications and/or resources, thereby creating
a virtual partition. Thus, as used herein, a partition can refer to a physically partitioned
portion of memory (physical partition), a logically partitioned portion of memory (logical
partition), and/or a virtual partition created as a result of enforcement of one or more policies
and/or policy files across multiple apps as described herein (virtual partition). Stated
differently, by enforcing policies on managed apps, those apps can be restricted to only be
able to communicate with other maunaged apps and trusted enterprise resources, thereby
creating a virtual partition that is not accessible by unmanaged apps and devices.

{0060] The secare applications can be email applications, web browsing applications,
software-as-a-service {SaaS) access applications, Windows Application access applications,
and the like, The client application can include a secure application launcher 218. The
secure applications can be secure native applications 214, secure remote applications 22
exceuted by the sccure application launcher 218, virtualization applications 226 executed by
the secure application launcher 218, and the like. The secure native applications 214 can be
wrapped by a secure application wrapper 220. The secure application wrapper 220 can
include integrated policies that are executed on the client device 202 when the secuare native
application is exccuted on the device. The secure application wrapper 220 can include meta-
data that points the secure native application 214 running on the client device 202 to the
resources hosted at the enterprise that the secure native application 214 can require to
complete the task requested upon execution of the secure native application 214, The secure
remote applications 222 executed by a secure application launcher 218 can be executed
within the secure application launcher application 218, The virtualization applications 226

executed by a secure application launcher 218 can wtilize resources on the client device 202,
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at the enterprise resources 204, and the like. The resources used on the client device 202 by
the virtualization applications 226 ¢xecuted by a sccure application launcher 218 can include
user interaction resources, processing resources, and the like. The user interaction resources
can be used to collect and transmit keyboard input, mouse input, camera input, tactile input,
audio input, visual input, gesture input, and the like. The processing resources can be used to
present a user interface, process data received from the enterprise resources 204, and the like.
The resources used at the enterprise resources 204 by the virtualization applications 226
executed by a secure application launcher 218 can include user interface generation
resources, processing resources, and the like. The user interface generation resources can be
used to assemble a user interface, modify a user interface, refresh a user interface, and the
like. The processing resources can be used to create information, read information, update
information, delete information, and the like. For example, the virtualization application can
record user interactions associated with a graphical user interface (GUT) and communicate
them to a server application where the server application can use the user interaction data as
an input to the application operating on the server. In this arrangement, an enterprise can
clect to maintain the application on the server side as well as data, files, etc., associated with
the application. While an enterprise can elect to “mobilize” some applications using the
principles herein by securing them for deployment on the client device (e.g., via the client
application), this arrangement can also be elected for certain applications. For example,
while soroe applications can be secured for use on the client device, others might not be
prepared or appropriate for deployment on the client device so the enterprise can elect to
provide the mobile user access to the unprepared applications through virtualization
techniques. As another example, the enterprise can have large complex applications with
large and complex data sets (¢.g., material resource planning applications) where it would be
very difficult, or otherwise undesirable, to customize the application for the client device so
the enterprise can clect to provide access to the application through virtualization techniques.
As yet another example, the enterprise can have an application that maintains highly secured
data {c.g., human resources data, customer data, engineering data) that can be deemed by the
cuterprise as too sensitive for even the secured ruobile environment so the enterprise can elect
to use virtualization techniques to permit mobile access to such applications and data. An
enterprise can elect to provide both fully secured and {ully functional applications on the
client device. The enterprise can use a client application, which can include a virtualization
application, to allow access to applications that are deemed more properly operated ou the

server side. In an embodiment, the virtualization application can store some data, files, etc.,
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on the mobile phone in one of the secure storage locations. An enterprise, for example, can
clect to allow certain information to be stored on the phone while not permitting other
miormation.

{00611 In connection with the virtualization application, as described herein, the chient
device can have a virtualization application that is designed to present GUIs and then record
user interactions with the GUL The virtualization application can communicate the user
interactions to the server side to be used by the server side application as user interactions
with the application. In response, the application on the server side can transmit back to the
chient device a new GUIL For example, the new GUI can be a static page, a dynamic page, an
animation, or the like, thereby providing access to remotely located resources.

{0062] The secure applications can access data stored in a secure data container 228 in
the managed partition 210 of the client device. The data secured in the secure data container
can be accessed by the sccure wrapped applications 214, applications exccuted by a secure
application launcher 222, virtualization applications 226 executed by a secure application
launcher 218, and the like. The data stored in the secure data container 228 can include files,
databases, and the like. The data stored in the secure data container 228 can include data
restricted to a specific secure application 230, shared among secure applications 232, and the
like. Data restricted to a secure application can include secure general data 234 and highly
secure data 238, Secure general data can use a strong form of encryption such as Advanced
Encryption Standard (AES) 128-bit encryption or the like, while highly secure data 238 can
use a very strong form of encryption such as AES 256-bit encryption. Data stored in the
secure data container 228 can be deleted from the device upon receipt of a command from the
device manager 224. The secure applications can have a dual-mode option 240. The dual
mode option 240 can present the user with an option to operate the secured application in an
unsecured or unmanaged mode. In an unsecured or unmanaged mode, the secure applications
can access data stored in an unsecured data container 242 on the unmanaged partition 212 of
the client device 202. The data stored in an unsecured data container can be personal data
244, The data stored in an unsecured data container 242 can also be accessed by unsecured
applications 248 that are running on the unmanaged partition 212 of the clicut device 202,
The data stored in an unsecured data container 242 can remain on the client device 202 when
the data stored in the secure data container 228 is deleted from the client device 202, An
enterprise can want to delete from the client device selected or all data, files, and/or
applications owned, licensed or controlied by the enterprise (enterprise data) while leaving or

otherwise preserving personal data, files, and/or applications owned, licensed or controlled by
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the user (personal data). This operation can be referred to as a selective wipe. With the
enterprise and personal data arranged as described herein, an enterprise can perform a
selective wipe.

10063 The client device 202 can connect to enterprise resources 204 and enterprise
services 208 at an enterprise, to the public Internet 248, and the like. The client device can
connect to enterprise resources 204 and enterprise services 208 through virtaal private
network connections. The virtual privaie network connections, also referred to as microVPN
or application-specific VPN, can be specific to particular applications {¢.g., as illustrated by
microVPNs 250), particular devices, particular secured areas on the client device {e.g., as
ithustrated by O/S VPN 252), and the like. For example, each of the wrapped applications in
the secured area of the phone can access enterprise resources through an application specific
VPN such that access to the VPN would be granted based on attributes associated with the
application, possibly in conjunction with user or device attribute information. The virtual
private network connections can carry Microsoft Exchange traffic, Microsoft Active
Directory traffic, HyperText Transter Protocol (HTTP) tratfic, HyperText Transfer Protocol
Secure (HTTPS) traffic, application management traffic, and the like. The virtual private
network connections can support and enable single-sign-on authentication processes 254.
The single-sign-on processes can allow a user to provide a single set of anthentication
credentials, which are then verified by an authentication service 258. The authentication
service 258 can then grant to the user access to multiple enterprise resources 204, without
reguiring the user to provide authentication credentials to each individual enterprise resource
204,

{6064] The virtual private network connections can be established and managed by an
access gateway 260, The access gateway 260 can inchude performance enhancement features
that manage, accelerate, and improve the delivery of enterprise resources 204 to the client
device 202, The access gateway can also re-route traffic from the client device 202 to the
public Internet 248, enabling the client device 202 to access publicly available and unsecured
applications that run on the public Internet 248. The client device can connect to the access
gateway via a transport network 262. The transport network 262 can use one or more
transport protocols and can be a wired network, wireless network, cloud network, local area
network, metropolitan area network, wide area network, public network, private network, and
the like.

{0065] The enterprise resources 204 can include email servers, file sharing servers,

Saal/Web applications, Web application servers, Windows application servers, and the like.
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Email servers can include Exchange servers, Lotus Notes servers, and the like. File sharing
servers can include SharcFile servers, and the like. SaaS applications can include Salestorce,
and the like. Windows application servers can include any application server that is built to
provide applications that are intended to run on a local Windows operating system, and the
like. The enterprise resources 204 can be premise-based resources, cloud based resources,
and the like. The enterprise resources 204 can be accessed by the client device 202 directly
or through the access gateway 260. The enterprise resources 204 can be accessed by the
client device 202 via a transport network 262. The transport network 262 can be a wired
network, wireless network, cloud network, local area network, metropolitan arca network,
wide area network, public network, private network, and the like.

{0066} Cloud services can inchude an access gateway 260 and/or enterprise services 208,
The enterprise services 208 can include authentication services 258, threat detection services
264, device manager services 224, file sharing services 268, policy manager services 270,
social integration services 272, application controller services 274, and the like,
Authentication services 258 can include user authentication services, device authentication
services, application authentication services, data authentication services and the like.
Authentication services 258 can use certificates. The certificates can be stored on the client
device 202, by the enterprise resources 204, and the like, The certificates stored on the client
device 202 can be stored in an encrypted location on the client device, the certificate can be
temporarily stored on the client device 202 for use at the time of authentication, and the like,
Threat detection services 264 can include intrusion detection services, unauthorized access
attempt detection services, and the like, Unauthorized access attempt detection services can
include unauthorized attempts to access devices, applications, data, and the like. Device
management services 224 can include configuration, provisioning, security, support,
monitoring, reporting, and decommissioning services. File sharing services 268 can include
file management services, file storage services, file collaboration services, and the like.
Policy manager services 270 can include device policy manager services, application policy
manager services, data policy manager services, and the like, Social integration services 272
can include contact integration services, collaboration services, integration with social
networks such as Facebook, Twitter, and Linkedin, and the like. Application controller
services 274 can include management services, provisioning services, deployment services,
assignment services, revocation services, wrapping services, and the like.

{0067} The enterprise mobility technical architecture 200 can include an application store

278. The application store 278 can include unwrapped applications 280, pre-wrapped
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applications 282, and the like. Applications can be populated in the application store 278
from the application controller 274. The application store 278 can be accessed by the client
device 202 through the access gateway 260, through the public Internet 248, or the like. The
application store can be provided with an intuitive and casy to use User Interface.

{0068} A software development kit 284 can provide a user the capability to secure
applications selected by the user by providing a secure wrapper around the application. An
application that has becn wrapped using the software development kit 284 can then be made
available to the client device 202 by populating it in the application store 278 using the
application controller 274.

{0669] The enterprise mobility technical architecture 200 can include a management and
analytics capability. The management and analytics capability can provide information
related to how resources are used, how often resources are used, and the like. Resources can
include devices, applications, data, and the like. How resources are used can include which
devices download which applications, which applications access which data, and the like.
How often resources are used can inchude how often an application has been downloaded,
how many times a specific set of data has been accessed by an application, and the like.
{06701 FIG. 3 depicts is an illustrative embodiment of an enterprise mobility management
systern 300, Sorue of the coroponents of the mobility managersent system 200 described
above with reference to Figure 2 have been omitted for the sake of simplicity. The
architecture of the system 300 depicted in Figore 3 is similar in many respects to the
architecture of the system 200 described above with reference to Figure 2 and can include
additional features not mentioned above,

{6071 In this case, the left hand side represents an enrolled client device 302 with a
client agent 304, which interacts with gateway server 306 to access various enterprise
resources 308 and services 309 such as Web or SasS applications, Exchange, Sharepoint,
public-key infrastructure (PKI) Resources, Kerberos Resources, Certificate Issuance service,
as shown on the right hand side above. The gateway server 306 can include embodiments of
features and functionalities of the cloud services, such as access gateway 260 and application
controller functionality. Although not specifically shown, the client agent 304 can be part of,
and/or interact with the client application which can operate as an enterprise application store
(storefront) for the selection and/or downloading of network applications.

{0072) The client agent 304 can act as a Ul (user interface) intermediary for Windows
apps/desktops hosted in an Enterprise data center, which are accessed using the High-

Definition User Experience (HDX) or Independent Computing Architecture (JCA) display
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remoting protocol. The client agent 304 can also support the jnstallation and management of
native applications on the client device 302, such as native 108 or Android applications. For
example, the managed applications 310 (mail, browser, wrapped application) shown in the
figurc above are native applications that execute locally on the device. Client agent 304 and
application management framework of this architecture act to provide policy driven
management capabilities and features such as connectivity and SSO (single sign on) to
enterprise resources/services 308, The client agent 304 handles primary user authentication
to the enterprise, for instance to access gateway (AG) with SSO to other gateway server
components, The client agent 304 obtains policies from gateway server 306 to coutrol the
behavior of the managed applications 310 on the client device 302.

{0073 The Secure interprocess communication (IPC) links 312 between the native
applications 310 and client agent 304 represent a management channel, which allows client
agent to supply policies to be enforced by the application management framework 314
“wrapping” cach application. The IPC channel 312 also allows client agent 304 to supply
credential and authentication information that enables connectivity and 3SO to enterprise
resources 308, Finally the IPC channel 312 allows the application management framework
314 1o invoke user interface functions implemented by client agent 304, such as online and
offline authentication.

{0674] Communications between the client agent 304 and gateway server 306 are
essentially an extension of the management channel from the application management
framework 314 wrapping each native managed application 310. The application management
framework 314 requests policy information from client agent 304, which in turn requests it
from gateway server 306. The application management framework 314 requests
authentication, and client agent 304 logs into the gateway services part of gateway server 306
(also known as NetScaler access gateway). Client agent 304 can also call supporting services
on gateway server 306, which can produce input material to derive encryption keys for the
local data vaults 316, or provide client certificates which can enable direct authentication to
PKI protected resources, as more fully explained below.

{0075] In more detail, the application managemeut framework 314 “wraps” cach
managed application 310. This can be incorporated via an explicit build step, or via a post-
build processing step. The application management framework 314 can “pair” with client
agent 304 on first launch of an application 310 to initialize the Secure IPC channel and obtain
the policy for that application. The application management framework 314 can enforce

relevant portions of the policy that apply locally, such as the client agent login dependencies
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and some of the containment policies that restrict how local OS services can be used, or how
they can interact with the application 310,

{0076} The application management framework 314 can use services provided by client
agent 304 over the Secure IPC channel 312 to facilitate authentication and internal network
access. Key management for the private and shared data vaults 316 (containers) can be also
managed by appropriate interactions between the managed applications 310 and client agent
304. Vaults 316 can be available ouly after online authentication, or can be made available
after offline anthentication if aliowed by policy. First use of vaults 316 can require online
authentication, and offline access can be limited to al most the policy refresh period before
online authentication is again required.

{00677} Network access to internal resources can occur directly from individual managed
applications 310 through access gateway 336. The application management framework 314
is responsible for orchestrating the network access on behalf of each application 310, Client
agent 304 can facilitate these network connections by providing suitable time Hmited
secondary credentials obtained following online authentication. Multiple modes of network
connection can be used, such as reverse web proxy connections and end-to-end VPN-style
tunnels 318.

{0678} The Mail and Browser managed applications 310 can have special status and can
make use of facilities that might not be generally available to arbitrary wrapped applications.
For exarople, the Mail application can use a special background network access mechanism
that allows it to access Exchange over an extended period of time without requiring a full AG
logon. The Browser application can use multiple private data vaults {o segregate different
kinds of data.

{0079] This architecture can support the incorporation of various other security featares.
For example, gateway server 306 (inchiding its gateway services) in some cases might not
need to validate active directory (AD) passwords. It can be left to the discretion of an
enterprise whether an AD password is used as an authentication factor for some users in some
situations. Different authentication methods can be used if a user is online or offline (1.¢.,
connected or not connected to a network),

{0080} Step up authentication is a feature wherein gateway server 306 can identify
managed native applications 310 that are allowed to have access to more seusitive data using
strong authentication, and ensure that access to these applications is only permitted after
performing appropriate anthentication, even if this meauns a re-authentication is requested

from the user after a prior weaker level of login.
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{6081} Another security featare of this solution is the encryption of the data vaults 316
{containers) on the client device 302. The vaults 316 can be cncrypted so that all on-device
data including clipboard/cache data, files, databases, and configurations are protected. For
on-line vaults, the keys can be stored on the server (gateway server 306}, and for off-line
vaults, a local copy of the keys can be protected by a user password or biometric validation.
When data is stored locally on the device 302 in the secure container 316, it is preferred that a
minimum of AES 256 encryption algorithm be uiilized.

{0082} Other secure container features can also be implemented. For example, a logging
feature can be included, wherein all security events happening inside an application 310 are
logged and reported to the backend. Data wiping can be supported, such as if the application
310 detects tampering, associated encryption keys can be written over with random data,
leaving no hint on the file system that user data was destroyed. Screenshot protection is
another feature, where an application can prevent any data from being stored in screenshots.
For example, the key window’s hidden property can be set to YES. This can cause whatever
content is currently displayed on the screen to be hidden, resulting in a blank screenshot
where any content would normally reside.

{00834 Local data transfer can be prevented, such as by preventing any data from being
locally transferred outside the application container, e.g., by copying it or seuding it to an
external application. A keyboard cache feature can operate to disable the autocorrect
functionality for sensitive text fields. SSL certificate validation can be operable so the
application specifically validates the server SSL certificate instead of it being stored in the
keychain. An encryption key generation feature can be used such that the key used to encrypt
data on the device is generated using a passphrase or biometric data supplied by the user (if
offline access is required). It can be XORed with another key randomly generated and stored
on the server side if offline access is not required. Key Derivation functions can operate such
that kevs generated from the user password use KDFs (key derivation functions, notably
Password-Based Key Derivation Function 2 (PBKDF2)) rather than creating a cryptographic
hash of it. The latter makes a key susceptible to brute force or dictionary attacks.

{0084} Further, oue or more initialization vectors can be used in encryption methods. Aun
initialization vector might cause nultiple copies of the same encrypted data to yield different
cipher text output, preventing both replay and cryptanalytic attacks, This can also prevent an
attacker from decrypting any data even with a stolen encryption key. Further, authentication
then decryption can be used, wherein application data is decrypied only after the user has

authenticated within the application. Another feature can relate to sensitive data in memory,
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which can be kept in memory {(and not in disk} only when it’s needed. For example, login
credentials can be wiped from memory after login, and encryption keys and other data inside
objective-C instance variables are not stored, as they can be easily referenced. Instead,
memory can be manually allocated for these.

{6085] An inactivity timeout can be implemented via the CEB, wherein after a policy-
defined period of inactivity, a user session is terminated.

{00846] Data leakage from the application management framework 314 can be prevented
in other ways. For example, when an application 310 is put in the background, the memory
can be cleared after a predetermined (counfigurable) time period. When backgrounded, a
snapshot can be taken of the last displayed screen of the application to fasten the
foregrounding process. The screcnshot can contain confidential data and hence should be
cleared.

{0087} Another security feature relates to the use of an OTP (one time password) 320
without the use of an AD (active directory) 322 password for access (o one or more
applications. In some cases, some users do not know (or are not permitted to know) their AD
password, so these users can authenticate using an OTP 320 such as by using a hardware
OTP system like SecurlD (OTPs can be provided by different vendors also, such as Entrust or
Gemalto). In some cases, after a user authenticates with a user ID, a text is sent o the user
with an OTP 320. In some cases, this can be implemented only for online use, with a prompt
being a single field.

{0088 An offline password can be implemented for offline authentication for those
applications 310 for which offline use is permitted via enterprise policy. For example, an
enterprise can want storefront to be accessed in this manner. In this case, the client agent 304
can require the user to set a custorn offline password and the AD password is not used.
Gateway server 306 can provide policies to control and enforce password standards with
respect to the minimum length, character class composition, and age of passwords, such as
described by the standard Windows Server password complexity requirements, although
these requirements can be modified.

{0089] Ancther feature relates to the enablement of a client side certificate {for certain
applications 310 as secondary credentials (for the purpose of accessing PKI protected web
resources via the application management framework micro VPN featare). For example, an
application can utilize such a certificate. In this case, certificate-based authentication using
ActiveSyne protocol can be supported, wherein a certificate from the client agent 304 can be

retrieved by gateway server 306 and used in a keychain. Each managed application can have
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one associated client certificate, identified by a label that is defined in gateway server 306.
{0090} Gateway server 306 can interact with an Enterprise special purpose web service to
support the issuance of client certificates to allow relevant managed applications to
authenticate to internal PKI protecied resources.

{6091} The client agent 304 and the application management framework 314 can be
enhanced to support obtaining and using client certificates for authentication to internal PK{
protected network resources. More than one certificate can be supported, sach as to match
various levels of security and/or separation requirements. The certificates can be used by the
Mail and Browser mavaged applications, and ultimately by arbitrary wrapped applications
{provided those applications use web service style communication patterns where it is
reasonable for the application managernent framework to mediate https requests).

{0092} Application management client certificate support on 108 can rely on importing a
public-key cryptography standards (PKCS} 12 BLOB (Binary Large Object) into the 105
keychain in each managed application for each period of use. Application management
framework clicnt certificate support can use a HTTPS iroplementation with private in-
memory key storage. The client certificate might never be present in the i0S keychain and
might not be persisted except potentially in “online-only” data value that is strongly
protected.

{0693] Mutnal SSL or TLS can also be implemented to provide additional security by
requiring that a ¢lient device 302 is anthenticated to the enterprise, and vice versa. Virtual
simart cards for authentication to gateway server 306 can also be implemented.

{0094 Both Hmited and full Kerberos support can be additional features. The full
support feature relates to an ability to do full Kerberos login to Active Directory {AD) 322,
using an AD password or trusted client certificate, and obtain Kerberos service tickets to
respond to HT'TP Negotiate authentication challenges. The limited support feature relates to
constrained delegation in Citrix Access Gateway Enterprise Edition (AGEE), where AGEE
supports invoking Kerberos protocol transition so it can obtain and use Kerberos service
tickets (subject to constrained delegation) in response to HT TP Negotiate authentication
challenges. This mechanism works in reverse web proxy (aka corporate virtual private
network (CVPN)} mode, and when http (but not hitps) connections are proxied in VPN and
MicroVPN mode.

{0695] Another feature relates to application container locking and wiping, which can
automatically occur upon jail-break or rooting detections, and occur as a pushed command

from administration console, and can include a remote wipe functionality even when an

25



WO 2022/077201 PCT/CN2020/120557

application 310 is not running.

{0096] A multi-site architecture or configuration of enterprise application store and an
application controller can be supported that allows users to be service from one of several
different locations in case of failure.

{06697} In some cases, managed applications 310 can be allowed to access a certificate
and private key via an API (example OpenSSL). Trusted managed applications 310 of an
cuterprise can be allowed to perform specific Public Key operations with an application’s
client certificate and private key. Various use cases can be identified and treated accordingly,
such as when an application behaves like a browser and no certificate access is used, when an
application reads a certificate for “who am 1, when an application uses the certificate to
build a sccure session token, and when an application uses private keys for digital signing of
important data {e.g., transaction log) or for temporary data encryption.

10098} Referring now to FIG. 4, depicted is a block diagram of a systern 400 of an
embedded browser. In brief overview, the system 400 can include a client device 402 with a
digital workspace for a user, a client application 404, cloud services 408 operating on at least
one network device 432, and network applications 406 served from and/or hosted on one or
more servers 430, The client application 404 can for instance include at least one of: an
embedded browser 410, a networking agent 412, a cloud services agent 414, a remote session
agent 416, or a secure container 418. The cloud services 408 can for instance include at least
one of’ secure browser(s) 420, an access gateway 422 (or CIS, e.g., {or registering and/or
authenticating the client application and/or user), or analytics services 424 {or CAS, ¢.g., for
receiving information from the client application for analytics). The network applications
406 can include sanctioned applications 426 and non-sanctioned applications 428.

{0099} Each of the above-mentioned clements or entities is implemented in hardware, or
a combination of hardware and software, in one or more embodiments. Each component of
the system 400 can be implemented using hardware or a combination of hardware or software
detatled above in connection with FIG. 1. For instance, each of these elements or entities can
include any application, program, library, script, task, service, process or any type and form
of executable nstructions executing on hardware of the client device 402, the at least one
network device 432 and/or the one or more servers 430. The hardware includes circuitry
such as one or more processors in one or more embodiments, For example, the at least one
network device 432 and/or the one or more servers 430 can include any of the elements of a
computing device described above in connection with at least FIG. 1 for instance.

{10106]  The client device 402 can include any embodiment of a computing device
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described above in connection with at least FIG. 1 for instance. The client device 402 can be
any user device such as a desktop computer, a laptop computer, a tablet device, a smart
phone, or any other mobile or personal device. The client device 402 can include a digital
workspace of a user, which can include {ile system(s), cache or memory {¢.g., including
electronic clipboard(s)), container(s), application(s} and/or other resources on the client
device 402. The digital workspace can include or extend to one or more networks accessible
by the client device 402, such as an intranet and the Internet, inclading file system(s) and/or
other resources accessible via the one or more networks. A portion of the digital workspace
can be secured via the use of the client application 404 with embedded browser 410 (CEB)
for instance. The secure portion of the digital workspace can include for instance file
systens), cache or memory {(e¢.g., including electronic clipboard(s)), application(s),
container(s) and/or other resources allocated to the CEB 410, and/or allocated by the CEB to
network application(s) 406 accessed via the CEB.  The secure portion of the digital
workspace can also include resources specified by the CEB (via one or more policies) for
inclusion in the secure portion of the digital workspace (c.g., a particular local application can
be specified via a policy to be allowed to receive data obtained from a network application).
{00101}  The client application 404 can include one or more components, such as an
embedded browser 410, a networking agent 412, a cloud services agent 414 (sometimes
referred to as management agent), a remote session agent 416 (sometimes referred to as HDX
engine), and/or a secure container 418 (sometimes referred (o as secure cache container),
One or more of the components can be installed as part of a software build or release of the
client application 404 or CEB, or separately acquired or downloaded and installed/integrated
into an existing installation of the client application 404 or CEB for instance. For instance,
the client device can download or otherwise receive the client application 404 (or any
component) from the network device(s) 432, In some embodiments, the client device can
send a request for the client application 404 to the network device(s) 432, For example, a
user of the client device can initiate a request, download and/or installation of the client
application, The network device(s) 432 in turn can send the client application to the client
device. In some embodiments, the network device(s) 432 can send a setup or installation
application for the client application to the client device. Upon receipt, the client device can
install the chient application onto a hard disk of the client device. In some embodiments, the
client device can run the setup application to unpack or decompress a package of the client
application. In some embodiments, the client application can be an extension {¢.g., an add-

on, an add-in, an applet or a plug-in) to another application (¢.g., a cloud services agent 414}

27



WO 2022/077201 PCT/CN2020/120557

installed on the client device. The client device can install the client application to interface
or inter-operate with the pre-installed application. In some embodiments, the client
application can be a standalone application. The client device can install the client
application to ¢xecute as a separate process.

{00192]  The embedded browser 410 can inclode elements and functionalities of a web
browser application or engine. The embedded browser 410 can locally render network
application(s) as a componeut or extension of the chient application. For instance, the
embedded browser 410 can render a SaaS/Web application inside the CEB which can provide
the CEB with full visibility and control of the application session. The embedded browser
can be embedded or incorporated into the client application via any means, such as direct
integration (¢.g., programming language or script inscrtion) into the executable code of the
client application, or via plugin installation. For example, the embedded browser can include
a Chromium based browser engine or other type of browser engine, that can be embedded
into the client application, using the Chromium embedded framework {CEF) for instance.
The embedded browser can include a HTML5-based layout graphical user interface (GUIL.
The embedded browser can provide HTML rendering and JavaScript support to a client
application incorporating various programuming languages. For example, elements of the
embedded browser can bind to a client application incorporating C, C++, Delphi, Go, Java,
NET / Mono, Visual Basic 6.0, and/or Python.

{06103}  In some embodiments, the embedded browser comprises a plag-in installed on the
client application. For example, the plug-in can inchude one or more components. One such
component can be an ActiveX control or Java control or any other type and/or form of
executable instructions capable of loading into and executing n the client application. For
example, the client application can load and run an Active X control of the embedded
browser, such as in a memory space or context of the client application. In some
embodiments, the embedded browser can be instalied as an extension on the client
application, and a user can choose to enable or disable the plugin or extension. The
cmbedded browser (¢.g., via the plugin or extension) can form or operate as a secured
browser for securing, using and/or accessing resources within the secured portion of the
digital workspace.

{66184] The embedded browser can incorporate code and functionalities beyond that
available or possible in a standard or typical browser. For instance, the embedded browser
can bind with or be assigned with a secured container 418, to define at least part of the

-

secured portion of a user’s digital workspace. The embedded browser can bind with or be
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assigned with a portion of the client device’s cache to form a secured clipboard (¢.g., local to
the client device, or extendable to other devices), that can be at least part of the secured
container 418, The embedded browser can be integrated with the client application to ensure
that traffic related to network applications is routed through and/or processed in the client
application, which can provide the client application with real-time visibility to the traffic
{c.g., when decrypted through the client application). This visibility to the traffic can allow
the client application to perform or facilitate policy-based managerent (¢.g., including data
loss prevention (DLP) capabilities), application control, and collection and production of
analytics,

{00105}  In some embodiments, the embedded browser incorporates one or more other
componcnts of the client application 404, such as the cloud services agent 414, remote
session agent 416 and/or secure container 418. For instance, a user can use the cloud services
agent 414 of the embedded browser to interoperate with the access gateway 422 (sometimes
referred to as CIS) to access a network application. For example, the cloud services agent
414 can exccute within the embedded browser, and can receive and transmit navigation
commands from the embedded browser to a hosted network application. The cloud services
agent can use a remote presentation protocol to display the output generated by the network
application to the embedded browser, For example, the cloud services agent 414 can include
a HTMLS web client that allows end users to access remote desktops and/or applications on
the erabedded browser.

{00106] The client application 404 and CEB operate on the application layer of the
operational (OS]} stack of the client device. The client application 404 can include and/or
execute one or more agents that interoperate with the clond services 408. The client
application 404 can receive, obtain, retricve or otherwise access various policies {¢.g., an
enterprise’s custom, specified or internal policies or rales) and/or data {e.g., from an access
gateway 422 and/or network device(s) of cloud services 408, or other server(s), that can be
managed by the enterprise}. The client application can access the policies and/or data to
control and/or manage a network application (e.g., a Saa3, web or remote-hosted
application). Control and/or management of a network application can inchude control and/or
management of various aspects of the network application, such as access control, session
delivery, available featares or functions, service level, traffic management and monitoring,
and so on. The network application can be from a provider or vendor of the enterprise (e.g.,
salesforce.com, SAP, Microsoft Office 365), from the enterprise itself, or from another entity

{e.g., Propbox or Gmatl service).
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{06187}  For example, the cloud services agent 414 can provide policy driven management
capabilitics and features related to the use and/or access of network applications. For
example, the cloud services agent 414 can include a policy engine to apply one or more
policies {¢.g., received from cloud services) to determine access control and/or connectivity
to resources such as network applications. When a session is established between the elient
application and a server 430 providing a SaaS application for instance, the cloud services
agent 414 can apply one or more policies to control traffic levels and/or traffic types (or other
aspects) of the session, for instance to manage a service level of the SaaS application.
Additional aspects of the application traffic that can be controlled or managed can inclade
encryption level and/or encryption type applied to the traffic, level of interactivity allowed for
a user, limited access to certain features of the network application (e.g., print-screen, save,
edit or copy functions), restrictions o use or transfer of data obtained from the network
application, limit concurrent access to two or more network applications, Himit access to
certain file repositories or other resources, and so on.

{00108]  The cloud services agent 414 can convey or feed information to analytics services
424 of the cloud services 408, such as information about Saa8 interaction ¢vents visible to the
CEB. Such a configuration using the CEB can monitor or capture information for analytics
without having an inline device or proxy located between the client device and the server(s)
430, or using a SaaS APl gateway ‘out-of-band’ approach. In some embodiments, the cloud
services agent 414 does not execute within the embedded browser. In these embodiments, a
user can simtlarly use the cloud services agent 414 to interoperate with the access gateway
{or CIS) 422 to access a network application. For instance, the cloud services agent 414 can
register and/or authenticate with the access gateway (or CIS) 422, and can obtain a list of the
network applications from the access gateway (or CIS) 422, The cloud services agent 414
can inchude and/or operate as an application store {or storefront) for user selection and/or
downloading of network applications. Upon logging in to access a network application, the
cloud services agent 414 can intercept and transmit navigation commands from the embedded
browser to the network application. The cloud services agent can use a remote presentation
protocol to display the output generated by the network application to the embedded browser.
For example, the cloud services agent 414 can include a HFMLS web client that allows end
users to access remote desktops and/or applications on the embedded browser,

{06109]  In some embodiments, the cloud services agent 414 provides single sign on (S50
capability for the user and/or client device to access a plurality of network applications. The

cloud services agent 414 can perform user authentication to access network applications as
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well as other network resources and services, by communicating with the access gateway 422
for instance. For example, the cloud services agent 414 can authenticate or register with the
access gateway 422, to access other components of the cloud services 408 and/or the network
applications 406, Responsive to the authentication or registration, the access gateway 422
can perform authentication and/or 8SO for (or on behalf of} the user and/or client application,
with the network applications.

{00116]  The client application 404 can include a networking agent 412, The networking
agent 412 is sometimes referred to as a software-defined wide area network (SD-WAN)
agent, mVPN agent, or mictoVPN agent. The networking agent 412 can establish or
facilitate establishment of a network connection between the client application and one or
more resources (e.g., server 430 serving a network application). The networking agent 412
can perform handshaking for a requested connection from the client application to access a
network application, and can establish the requested connection (e.g., secure or encrypted
connection). The networking agent 412 can connect to enterprise resources (including
services) for instance via a virtual private network (VPN). For example, the networking
agent 412 can establish a secure socket layer (SSL) VPN between the client application and a
server 430 providing the network application 406. The VPN connections, sometimes referred
to as microVPN or application-specific VPN, can be specific to particular network
applications, particular devices, particular secured areas on the client device, and the like, for
instance as discussed above in connection with FIG. 3. Such VPN connections can carry
Microsoit Exchange traffic, Microsoft Active Directory traffic, HyperText Transifer Protocol
(HTTP) traffic, HyperText Transfer Protocol Secare (HTTPS) traffic, as some examples.
{00111} The remote session agent 416 {sometimes referred to as HDX engine) can include
featares of the client agent 304 discussed above in connection with FIG. 2 for instance, to
support display a remoting protocol {e.g., HDX or ICA). In some embodiments, the remote
session agent 416 can establish a remote desktop session and/or remote application session
using any variety of protocols, such as the Remote Desktop Protocol (RDP), Appliance Link
Protocol (ALP), Remote Frame Bufter (RFB) Protocol, and ICA Protocol. For example, the
rernote session agent 416 can establish a remote application session for a aser of the client
device to access an enterprise network application. The remote session agent 416 can
establish the remote application session within or over a secure conunection (e.g., a VPN)
established by the networking agent 412 for instance.

{06112]  The client application or CEB can include or be associated with a secure container

41K, A secure container can include a logical or virtual delineation of one or more types of
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resources accessible within the client device and/or accessible by the client device. For
example, the secure container 413 can refer to the entirety of the secured portion of the digital
workspace, or particular aspect(s) of the secured portion. In some embodiments, the secure
container 418 corresponds to a secure cache {(¢.g., clectronic or virtual clipboard), and can
dynamically incorporate a portion of a local cache of cach client device of a user, and/or a
cloud-based cache of the user, that is protected or secured {(e.g., encrypted). The secure
container can define a portion of file system(s), and/or delineate resources allocated to a CEB
and/or to network applications accessed via the CEB. The secure container can include
elements of the secure data container 228 discussed above in connection with FIG. 2 for
example. The CEB can be configured (¢.g., via policies) to limit, disallow or disable certain
actions or activities on resources and/or data identified to be within a secure container. A
secured container can be defined to specify that the resources and/or data within the secure
container are o be monitored for misuse, abuse and/or exfiltration,

{0G113]  In certain embodiments, a secure container relates to or involves the use of a
secure browser {¢.g., embedded browser 410 or secure browser 420) that implements various
enterprise security features. Network applications {or web pages accessed by the secure
browser) that are configured to run within the secure browser can effectively inherit the
security mechanisms iraplemented by the secure browser. These network applications can be
considered to be contained within the secure container. The use of such a secure browser can
cunable an enterprise to implement a content {iltering policy in which, for example, employees
are blocked from accessing certain web sites from their client devices. The secure browser
can be used, for example, to enable client device users to access a corporate intranet without
the need fora VPN,

{00114] In some embodiments, a secure container can support various types of remedial
actions for protecting enterprise resources. One such remedy is to lock the client device, or a
secure container on the client device that stores data to be protected, such that the client
device or secure container can only be unlocked with a valid code provided by an
administrator for instance. In some embodiments, these and other types of remedics can be
invoked automatically based on conditions detected on the client device (via the application
of policies for instance), or can be remotely initiated by an administrator.

{6G115] In some embodiments, a secure container can include a secure document container
for documents. A document can comprise any computer-readable file inchuding text, audio,
video, and/or other types of information or media. A document can coruprise any single one

or combination of these media types. As explained herein, the secure container can help

32



WO 2022/077201 PCT/CN2020/120557

prevent the spread of enterprise information to different applications and components of the
client device, as well as to other devices. The enterprise system {(which can be partially or
eatirely within a cloud network) can transmit documents to various devices, which can be
stored within the secure container. The secure container can prevent unauthorized
applications and other components of the client device from accessing information within the
secure container. For enterprises that allow users to use their own client devices for
accessing, storing, and using enterprise data, providing secure container on the client devices
helps to secure the enterprise data. For instance, providing secure containers on the client
devices can centralize enterprise data in one location ou each client device, and can facilitate
selective or complete deletion of enterprise data from ecach client device when desired.
{00116] The sccure container can include an application that implements a file system that
stores documents and/or other types of files. The file system can comprise a portion of a
computer-readable memory of the client device. The file system can be logically separated
from other portions of the computer-readable memory of the client device. In this way,
enterprise data can be stored in a secure container and private data can be stored in a separate
portion of the computer-readable memory of the client device for instance. The secure
container can allow the CEB, network applications accessed via the CEB, locally installed
applications and/or other components of the clicut device to read from, write to, and/or delete
information from the file system (if authorized to do so). Deleting data from the secure
container can inclade deleting actual data stored in the secure container, deleting pointers to
data stored in the secure container, deleting encryption keys used to decrypt data stored in the
secure container, and the like. The secure container can be mstalled by, e.g., the client
application, an administrator, or the client device manufacturer. The secure container can
cnable some or all of the enterprise data stored in the file system to be deleted without
modifying private data stored on the client device outside of the secure container. The file
systern can facilitate selective or complete deletion of data from the file system. For
example, an authorized component of the enterprise’s system can delete data from the file
system based on, ¢.g., encoded rules, In some embodiments, the client application can delete
the data from the file system, in response to receiving a deletion command from the
enterprise’s system.

{66117]  The secure container can include an access manager that governs access to the file
system by applications and other components of the client device. Access to the file system
can be governed based on document access policies (e.g., encoded rules) maintained by the

client application, in the documents and/or in the file system. A document access policy can
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limit access to the file system based on (1) which application or other component of the client
device is requesting access, {2) which documents are being requested, (3) time or date, (4)
geographical position of the client device, (3) whether the requesting application or other
component provides a correct certificate or credentials, (6) whether the user of the client
device provides correct credentials, (7) other conditions, or any combination thereof. A
user's credentials can comprise, for example, a password, one or more answers to security
guestions (¢.g., What is the mascot of your high school?), biometric information (e.g.,
fingerprint scan, eye-scan), and the like. Hence, by using the access manager, the secure
container can be configured to be accessed only by applications that are authorized to access
the secure container. As one example, the access manager can enable enterprise applications
installed on the client device to access data stored in the secure container and to prevent non-
enterprise applications from accessing the data stored in the secure container.

{00118} Temporal and geographic restrictions on document access can be useful. For
example, an administrator can deploy a document access policy that restricts the availability
of the documents (stored within the secure container) to a specified time window and/or a
geographic zone {(e.g., as determined by a GPS chip) within which the client device must
reside in order to access the documents. Further, the document access policy can instruct the
secure container or client application to delete the documents from the secure container or
otherwise make them unavailable when the specified time period expires or if the client
device is taken outside of the defined geographic zoue.

{00119} Some documents can have access policies that forbid the document from being
saved within the secure container, In such ernbodiments, the document can be available for
viewing on the client device only when the user is logged in or authenticated via the cloud
services for example.

{10126] The access manager can also be configured to enforce certain modes of
connectivity between remote devices (e.g., an enterprise resource or other enterprise server)
and the secure container. For example, the access manager can require that documents
received by the secure container from a remote device and/or sent from the secure container
to the remote device be transmitted through secured tunnels/connections, for example. The
access manager can require that all documents transmitted to and from the secure container
be encrypted. The client application or access manager can be configured to encrypt
decuments sent from the secure container and decrypt documents sent to the secure container,
Documents in the secure container can also be stored in an encrypted form.

{10121}  The secure container can be configured to prevent documents or data included
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within documents or the secure container from being used by unauthorized applications or
components of the client device or other devices. For instance, a client device application
having authorization to access documents from the secure container can be programmed to
prevent a user from copying a document's data and pasting it into another file or application
interface, or locally saving the document or document data as a new file outside of the secure
container. Similarly, the secure container can include a document viewer and/or editor that do
not permit such copy/paste and local save operations. Moreover, the access manager can be
configured to prevent such copy/paste and local save operations. Further, the secure
container and applications programmed and authorized to access docaments from the secure
container can be configured to prevent users from attaching such documents to emails or
other forms of communication.

{36122  One or more applications (e.g., applications installed on the client device, and/or
network applications accessed via the CEB) can be programmed or controlled {¢.g., via
policy-based enforcement) to write enterprise-related data only into the secure container. For
instance, an application’s source code can be provided with the resource name of the secure
container. Similarly, a remote application {¢.g., executing on a device other than the client
device) can be configured to send data or documents only to the secure container (as opposed
to other components or memory locations of the client device). Storing data to the secure
container can occur automatically, for example, under control of the application, the client
application, and/ot the secure browser. The client application can be programmed to encrypt
or decrypt documents stored or to be stored within the secure container. In certain
embodiments, the secare container can only be used by applications (oun the clicut device ora
remote device) that are programmed to identify and use the secure container, and which have
authorization to do so.

{30123]  The network applications 406 can include sanctioned network applications 426
and non-sanctioned nctwork applications 428. By way of & non-limiting example, sanctioned
network applications 426 can include network applications from Workday, Salesforce, Office
365, SAP, and so on, while non-sanctioned network applications 426 can include network
applications from Dropbox, Gmail, and so on. For instance, FIG. 4 illusirates a case where
sanctioned applications 426 are accessed via a CEB. In operation (1), a user instance of a
client application 404, that is installed on client device 402, can register or authenticate with
the access gateway 422 of cloud services 408. For example, the user can authenticate the
user to the client device and login to the client device 402, The client application can

automatically execute, or be activated by the user. In some embodiments, the user can sign in
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to the client application (e.g., by authenticating the user to the client application). In response
to the login or sign-in, the client application can register or authenticate the user and/or the
client application with the access gateway 422.

{00124] In operation (2), in response to the regisiration or authentication of the user, the
access gateway 422 can identify or retrieve a list of enumerated network applications
available or pre-assigned to the user, and can provide the list to the client application. For
example, in response to the registration or authentication, the access gateway can identify the
user and/or retrieve a user profile of the user. According to the identity and/or user profile,
the access gateway can determine the list {¢.g., retrieve a stored list of network applications
matched with the user profile and/or the identity of the user). The list can correspond to
network applications sanctioned for the user. The access gateway can send the list to the
client application or embedded browser, which can be presented via the client application or
embedded browser to the user (e.g., in a storefront user interface) for selection,

{06125}  In operation (3), the user can initiate connection to a sanctioned network
application (e.g., a SaaS application}, by selecting from the list of network applications
presented to the user. For example, the user can click on an icon or other representation of
the sanctioned network application, displayed via the client application or embedded browser.
This user action can trigger the CEB to transmit a connection or access request to a server
that provisions the network application. The request can include a request to the server (e.g.,
Saad provider) to communicate with the access gateway to authenticate the user. The server
can send a request to the access gateway to authenticate the user for example.

{66126] 1o operation (4), the access galeway can perform 5SO with the server, o
authenticate the user. For example, in response to the server’s request to authenticate the
user, the access gateway can provide credentials of the user to the server(s) 430 for 880, to
access the selected network application and/or other sanctioned network applications. In
operation (5), the user can log into the selected network application, based on the S50 (e.g.,
using the credentials). The client application {e.g., the networking agent 412 and/or the
remote session agent 416) can establish a secure connection and session with the server(s)
430 to access the selected network application. The CEB can decrypt application traffic
received via the secure connection. The CEB can monitor traffic sent via the CEB and the
secured connection to the servers 430,

{06127}  In operation {6}, the client application can provide information to the analytics
services 424 of cloud services 408, for analytics processing. For example, the cloud services

agent 414 of the client application 404 can monitor for or capture user interaction events with
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the selected network application. The cloud services agent 414 can convey the user
interaction gvents to the analytics services 424, to be processed to produce analytics,

{30128] FIG. 5 depicts an example embodiment of a system for using a secure browser. In
brief overview, the system includes cloud services 408, network applications 406 and client
device 402. In some embodiments, various elements of the system are similar to that
described above for FIG. 4, but that the client application (with embedded browser) is not
available 1n the client device 402. A non-embedded application browser can be available on
the client device, from which a user can initiate a request to access a sanctioned network
application for instance. A network application can be specified as being sanctioned or
unsanctioned via policies that can be set by an administrator or antomatically (e.g., via
artificial intelligence).

{30129]  For example, in operation (1), the user can log into the network application using
the standard browser. For accessing a sanctioned network application, the user can access a
predefined URL and/or corresponding webpage of a server that provisions the network
application, via the standard browser, to initiate a request to access the network application.
In some embodiments, the request can be forwarded to or intercepted by a designated
gateway service {¢.g., in a data path of the request). For example, the gateway service can
reside on the client device {e.g., as an executable program), or can reside on a network device
432 of the clond services 408 for instance. In some embodiments, the access gateway can
correspond to or include the gateway service., The galeway service can deteroine if the
requested network application is a sanctioned network application. The gateway service can
deterroine if a CEB initiated the request. The gateway service can detect or otherwise
determine that the request is initiated from a source {¢.g., initiated by the standard browser}) in
the client device other than a CEB. In some cmbodiments, there is no requirement for a
designated gateway service to detect or determine if the request is initiated from a CEB, for
example if the requested network application is sanctioned, that user is initiating the request
via a standard browser, and/or that the predefined URL and/or corresponding webpage is
accessed.

{006136]  In operation (2), the server can anthenticate the user via the access gateway of the
cloud services 408. The server can commmunicate with the access gateway to authenticate the
user, in response to the request. For instance, the request can include an indication to the
server to communicate with the access gateway to authenticate the user. In some
cmbodiments, the server is pre-configured to commmunicate with the access gateway to

authenticate the user, for requests to access a sanctioned network application. The server can
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send a request to the access gateway to antheunticate the user. In response to the server’s
request to authenticate the user, the access gateway can provide credentials of the user to the
server 430.

{00131} In operation (3), the gateway service and/or the server can direct {or redirect) all
traffic to a secure browser 420 which provides a secure browsing service. This can be in
response to at least one of! a determination that the requested network application is a
sanctioned network application, a deterruination that the request is initiated from a source
other than a CEB, a determination that the requested network application is sanctioned, a
deterroination that user is mitiating the request via a standard browser, and/or a determination
that the predefined URL and/or corresponding webpage is accessed.

{00132} The user’s URL session can be redirected to the secure browser. For example, the
server, gateway service and/or the access gateway can generate and/or send a URL redirect
message to the standard browser, responsive to the determination. The secure browser plug-
in of the standard browser can receive the URL redirect message, and can for example send a
request to access the non-sanctioned network application, to the secure browser 420. The
secure browser 420 can direct the request to the server of the non-sanctioned network
application. The URL redirect message can instruct the standard browser (and/or the secure
browser plug-in} to direct traffic (e.g., destined for the network application) from the standard
browser to the secure browser 420 hosted on a network device. This can provide clientless
access and control via dynamic routing though a secure browser service. In some
embodiments, a redirection of all traffic to the secure browser 420 is initiated or configured,
prior to performing autheuntication of the user {e.g., using S50) with the server,

{06133}  In some emwbodiments, the gateway service can direct or request the server of the
requested network application to communicate with the secure browser 420. For example,
the gateway service can direct the server and/or the secure browser to establish a secured
connection between the server and the secure browser, for establishing an application session
for the network application.

{00134}  In some embodiments, the secured browser 420 comprises a browser that is hosted
on a network device 432 of the cloud services 408, The secured browser 420 can include one
or more features of the secured browser 420 described above in connection with at least FIG.
4 for instance. The hosted browser can include an embedded browser of a CEB that is hoste
on the network device 432 instead of on the client device. The hosted browser can include an
embedded browser of a hosted virtualized version of the CEB that s hosted on the network

device 432, Similar to the CEB installed on the client device, traffic is routed through the
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CERB hosted on the network device, which allows an administrator to have visibility of the
tratfic through the CEB and to remain in control for security policy control, analytics, and/or
management of performance.

{00135]  FIG. 6 illustrates an example implementation for browser redirection using a
secure browser plug-in. In brief overview, the implementation tncludes a web browser 512
with a secure browser plug-in 516 operating on a client device, and a hosted web browser {(or
secure browser) 522 residing on a network device.  The web browser 512 can correspond to
a standard browser, instead of an embedded browser as discussed above In connection with
FIG. 4 for exarmaple. The secure browser plog-in 516 can execute within a first network 510
and access a server 430 in a second network 530, The first network 510 and the second
network 530 are for ilhustration purposes and can be replaced with fewer or additional
computer networks. A secure browser plug-in 516 can be installed on the standard browser
512, The plug-in can include one or more components. One such component can include an
ActiveX control or Java control or any other type and/or form of executable instructions
capable of loading into and executing in the standard browser, For example, the standard
browser can load and run an Active X contro} of the secure browser plug-in 516, in a memory
space or context of the standard browser. In some embodiments, the secure browser plug-in
can be installed as an extension on the standard browser, and a user can choose o ¢nable or
disable the plugin or extension. The secure browser plug-in can comnmnicate and/or operate
with the secured browser 420 for securing, using and/or accessing resources within the
secured portion of the digital workspace.

{66136] By osing the sccure browser plug-in 516 operating within the standard browser
512 network applications accessed via the standard browser 512 can be redirected to a hosted
secure browser. For instance, the sccure browser plug-in 516 can be implemented and/or
designed to detect that a network application is being accessed via the standard browser, and
can direct/redirect traffic from the client device associated with the network application, to
the hosted secure browser. The hosted secure browser can direct traffic received from the
network application, to the secure browser plug-in 516 and/or a client agent 514 for rendering
and/or display for example. The client agent 514 can execute within the web browser 512
and/or the secure browser plug-in, and can include certain elements or features of the client
application 404 discussed above in connection with at least FIG. 4 for example. For instance,
the client agent 514 can include a remote session agent 416 for rendering the network
application at the web browser 512, In some embodiments, the network application is

rendered at the hosted secure browser, and the rendered data is conveyed or mirrored to the
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secure browser plug-in 516 and/or the client agent 514 for processing and/or display.
{00137] By way of an example, a user can be working remotely and can want to access a
network application that is internal to a secure corporate network while the user is working
on a computing device connected to an unsecure network, In this case, the user can be
utilizing the standard browser 512 executing in the first network 510, tn which the first
network 510 can comprise an unsecure network. The server 430 that the user wants to aceess
can be on the second network 530, in which the second network 330 comprises a secure
corporate network for instance. The user might not be able to access the server 430 from the
unsecure first network 510 by clicking on an internal uniform record locator (URL) for the
secure website 532, That is, the user may need to utilize a different URL (e.g., an external
URL) while executing the standard browser 512 from the external unsecure network 510,
The external URL can be directed to or can address one or more hosted web browsers 522
configured to access server(s) 430 within the second network 530 (¢.g., secure network). To
maintain secure access, the secure browser plug-in 516 can redirect an internal URL to an
external URL for a hosted secure browser.

{00138}  The secure browser plug-in 516 can implement network detection in order to
identify whether or not to redirect internal URLs to external URLs, The standard browser
512 can receive a request comprising an internal URL for a website executing within the
secure network. For example, the standard browser 512 can receive the request in response
to a user enlering a web address (e.g., for secare website 332) in the standard browser. The
secure browser plug-in 516 can redirect the user web browser application 512 from the
internal URL to an external URL for a hosted web browser application. For example, the
secure browser plug-in 516 can replace the internal URL with an external URL for the hosted
web browser application 522 exccuting within the secure network 530,

{30139  The secure browser plug-in 516 can allow the client agent 314 to be connected to
the hosted web browser application 522, The client agent 514 can comprise a plug-in
component, such as an ActiveX control or Java control or any other type and/or form of
exccutable instructions capable of loading into and executing in the standard browser 512,
For exarople, the client agent 514 can comprise an ActiveX control loaded and run by a
standard browser 512, such as in the memory space or context of the user web browser
application 512. The client agent 514 can be pre-configured, in some examples, to present the
content of the hosted web browser application 522 within the user web browser application
512,

{10146} The client agent 514 can connect to a server or the clond/hosted web browser
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service 520 using a thin-client or remote-display protocol to present display output generated
by the hosted web browser application 522 executing on the service 520, The thin-client or
remote-display protocol can be any one of the following non-exhaustive list of protocols: the
Independent Computing Architecture (ICA) protocol developed by Citrix Systems, Inc. of Ft.
Lauderdale, Fla.; or the Remote Desktop Protocol (RDP) manufactured by the Microsoft
Corporation of Redmond, Wash.

{00141}  The hosted web browser application 522 can navigate to the requested network
application in full-screen mode, and can render the requested network application. The client
agent 514 can present the content or rendition of the network application ou the web browser
application 512 in a seamless and transparent manner such that it appears that the content is
being displayed by the standard browser 512, ¢.g., based on the content being displayed in
full screen mode. In other words, the user can be given the impression that the website
content is displayed by the user web browser application 512 and not by the hosted web
browser application 522. The client agent 514 can transmit vavigation commands generated
by the user web browser application 512 to the hosted web browser application 522 using the
thin-client or remote-display protocol. Changes to the display output of the hosted web
browser application 522, due to the navigation comimands, can be reflected in the user web
browser application 512 by the client agent 514, giving the impression to the user that the
navigation commands were executed by the user web browser application 512.

{00142} Referring again to FIG. 5, and in operation (4), a new browser tab can open on the
standard browser, to render or display the secure browser session. The new browser tab can
be established or opened by the secure browser plug-in for instance. The secure browser
plug-in and/or a client agent can receive data from the secure browser session, and can render
the network application within the new browser tab as discussed above in connection with
F1G. 6 for instance.

{00143} In operation (5), the secure browser can feed all user interaction events via the
network application, back to analytics service for processing. The secure browser plug-in can
monitor for and intercept any user interaction cvents directed to the rendition of the network
application within the browser tab.  Hence, a user can use a native {or standard) browser to
access a network application while allowing visibility into the network application’s traffic,
via the interoperation of cloud services and a secuare browser (in the absence of the client
application).

{00144] FIG. 7 depicts another example erobodiruent of a system of using a secure

browser. In brief overview, the system includes cloud services 408, network applications 406
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and the client device 402. In some embodiments, various elements of the system are similar
to that described above for FIG.5. A client application with embedded browser is not
available in the client device 402. A standard or typical (e.g., HTMLS) browser is available
on the client device, from which a user can initiate a request to access a non-sanctioned
network application. A network application can be specified as being sanctioned or non-
sanctioned via policies that can be set by an administrator or automatically {e.g., via artificial
intelligence).

{00145] In operation (1), the user can attempt to log into a non-sanctioned network
application using the standard browser. The user can atiemipt to access a webpage of'a server
that provisions the network application, and to initiate a request to access the network
application, In some embodiments, the request can be forwarded to or intercepted by a
designated gateway service {€.g., in a data path of the request). For example, the gateway
service (sometimes referred to as SWQ) can reside on the client device {e.g., as an executable
program), or can reside on a network device 432 of the cloud services 408 for instance. The
gateway scrvice can detect or otherwise determine if the requested network application is a
sanctioned network application. The gateway service can determine if a CEB initiated the
request. The gateway service can detect or otherwise determine that the request s initiated
from a source {e.g., inihiated by the standard browser) in the client device other than a CEB.
{00146] In operation (2}, the gateway service detects that the requested network
application is a non-sanctioned network application. The gateway service can for instance
extract information from the request {¢.g., destination address, name of the requested network
application), and compare the information against that from a database of sanctioned and/or
non-sanctioned network applications. The gateway service can determine, based on the
comparison, that the requested network application is a non-sanctioned network application,
{10147]  In operation (3}, respounsive to the determination, the gateway service can block
access to the requested network application, ¢.g., by blocking the request. The gateway
service can generate and/or send a URL redirect message to the standard browser, responsive
to the determination. The URL redirect message can be similar to a URL redirect message
sent from the server to the standard browser in FIG, § in operation (3). A secure browser
plug-in of the standard browser can receive the URL redirect message, and can for example
send a request to access the nou-sanctioned network application, to the secure browser 420.
The secure browser 420 can direct the request to the server of the non-sanctioned network
application,

{10148}  The server of the non-sanctioned network application can authenticate the user via
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the access gateway of the cloud services 408, e.g., responsive to receiving the request from
the secure browser, The server can communicate with the access gateway to authenticate the
user, in response to the request. The server can send a request to the access gateway to
authenticate the user, In response to the server’s request to authenticate the user, the access
gateway can provide credentials of the user to the server 430. Upon authentication, the
secure browser (or a corresponding CEB) can establish a secured connection and an
application session with the server,

{00149} In operation (4), a new browser tab can open on the standard browser, to render or
display the secure browser’s application session. The new browser tab can be established or
opened by the secure browser plug-in for instance. The secure browser plug-in and/or a
client agent can receive data from the secure browser session, and can render the network
application within the new browser tab as discussed above in connection with FIGs. 5-6 for
mstance.

{00158]  In operation (5), the secure browser can feed all user interaction events via the
network application, back to analytics service for processing. The sccure browser plug-in can
monitor for and intercept any user interaction events directed to the rendition of the network
application within the browser tab. Hence, a user can use a native {or standard) browser to
access a network application while allowing visibility into the network application’s traffic,
via the interoperation of cloud services and a secure browser {(in the absence of the client
application).

{00151}  In some embodiments, in the absence or non-availability of a CEB on the client
device, browser redirection is performed so that each requested network application is
accessed via a corresponding hosted secure browser (or hosted CEB) for handling, instead of
having all traffic redirected through a single hosted secure browser (or hosted CEB). Each
dedicated secure browser can provide compartmentalization and improved security.

{6G152] The use of a CEB, whether hosted or local to the client device, can allow for end-
to-end visibility of application traffic for analytics, service level agreement {SLA), resource
utilization, audit, and so on. In addition to such visibility, the CEB can be configured with
policies for managing and controlling any of these as well as other aspects. For example,
DLP features can be supported, to control “copy and paste” activities, download of files,
sharing of files, and to implement watermarking for instance. As avnother example, the CEB
can be configured with policies for managing and controlling access to local drives and/or
device resources such as peripherals.

{30153] Referring now to FIG. §, an example embodiment of a system for using local
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embedded browser(s) and hosted secured browser(s) is depicted. An environment is shown
where different types of client devices 402A, 402B can be used (¢.g., in a BYOD context),
such that one can be locally equipped with a suitable CEB, and another client device may not
have a suitable local CEB installed. In such an environment, systems described in FIG. 4, 5
and 7 can be used to sapport each of the client devices based on the availability of a jocally
installed and suitable CEB.

{00154] FIG. 9 depicts an example process flow for using local embedded browser(s) and
hosted secured browser(s). The process flow can be used in the environment described above
in FIG. 8, to determine whether an embedded browser or a hosted secured browser should be
used for cach client device to access a network application. For example, in operation 901, a
HTTP client can attempt to access a web service (e.g., server of a network application). In
operation 903, the web service can redirect the HTTP client to a gateway service for
authentication. In operation 905, the gateway service can determine if the HTTP client is a
CEB. If so, in operation 909, the gateway service can determine if the CEB is a suitable
CEB, e.g., capable of enforcing defined application policics. If so, in operation 911, the CEB
is allowed access to the web service, and can enforce the defined policies.

{00155]  If the gateway service determines that the HUTP client is not a CEB, the gateway
service can cause a virtualized version of a CEB to be initialized and hosted on a remole
server {€.g., a network device 432 of cloud services 408), in operation 907. In some
embodiments, such a hosted CEB can already be available on a network device 432, and can
be selected for use. For example in operation 911, the CEB is allowed access to the web
service, and can enforce the defined policies,

{00156]  If the gateway service determines that the HTTP client is a CERB, but that the CEB
is not a suitable CEB, the gateway service can cause a virtualized version of a CEB to be
initialized and hosted on a remote server (e.g., a network device 432 of cloud services 40%),
in operation 907. In some ecmbodiments, such a hosted CEB can alrcady be available on a
network device 432, and can be selected for use. For example in operation 911, the CEB is
allowed access to the web service, and can enforce the defined policies.

{061587]  In some embodiments, if the user is requesting access to a web application located
in a company data center, the gateway service (in cloud service or on premise} can allow
access when the client application with CEB is detected. Otherwise, the request can be
routed to a service with the hosted virtualized version of the CEB, and then access is
authenticated and granted.

{00158} At operation 905 and/or operation 909 for instance, the decisions made on
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whether the HTTP client is a CEB and whether it is a suitable CEB can be determined by a
number of factors. For example, to determine if the HTTP client is CEB, the gateway service
can take into account factors, for example including at least one of: user Identity and strength
of authentication, client Location, client IP Address, how trusted the user identity, client
location, client IP are, jailbreak status of the client device, status of anti-malware software,
compliance to corporate policy of the client device, and/or remote attestation or other
evidence of integrity of the client software.

{00159] To determine if the CEB is able to honor or support all defined application
policies (which can vary by client version, client OS platform and other factors), the client
device’s software and gateway service can perform capability negotiation and/or exchange
version information. In some embodiments, the gateway service can guery or check a version
number or identifier of the CEB to determine if the CEB is a suitable CEB to use.

{00160} Driving all the traffic though the CEB then allows additional control of content
accessing SaalS and Web based systems. Data Loss Prevention (DLP) of Saa8 and Web
tratfic can be applicd through the CEB app with features including copy and paste control to
other CEB access applications or I'T managed devices. DLP can also be enforced by enabling
content to be downloaded only to designated file servers or services under IT control.

{66161] Referring now to FIG. 10, depicted is an exaruple embodiment of a system for
managing user access to webpages. Some webpages (or websites) are known to be safe while
others can be suspect. A user can access a webpage via a cotresponding URL through a
standard browser. For example, the user can click on a link corresponding to the URL, which
can be included in an email being viewed using a mail application. An access gateway
{SWQ) can intercept an access request generated by the clicking of the link, and can
determine if the corresponding URL is safe or suspect. I the URL s known to be safe, the
access gateway can allow the request to proceed to the corresponding website or web server.
If the URL is suspect, the access gatcway can redirect the request to be handled via a hosted
secure browser. The secure browser can request access for, and access the webpage (on
behalf of the standard browser), and can allow the webpage information to be conveyed to the
standard browser, similar to the handling of a network application via browser redirection as

discussed in connection with at least F1Gs, 5 and 7.

. Systems and methods for a state sharing plus-in for the embedded browser
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{06162]  Systems and methods for providing a state-sharing plug-in in a computing
workspace environment are provided, This technical solation can provide a state sharing
plug-in for CEB that can detect a state of an application provided via the embedded browser,
identify a local messaging application installed on the client device, and communicate, via a
single sign-on protocol, an indication to a server that hosts the messaging application to

control a state of the messaging application.

{00163} For example, users of the workspace can collaborate and keep being productive
while engaging with other users via collaboration tools, such as instant messaging tools,
direct messaging tools, group messaging tools, cte. While thesc tools allow the user to
conveniently exchange messages with other users, the computing workspace may not be able
to detect and update a current status of the user, such as idle or busy, Thus, it can be
challenging or not possible for the messaging application to automatically detect the current
state and update the state accordingly, which can result in unnecessary or wasted electronic
messages being exchange arnongst client devices, thereby resulling in wasted computing
resource utilization or network bandwidth utilization. Furthermore, providing messages
irrespective of the carrent state of the user may introduce delays or latencies in associated
with network applications being utilized by the user, as well as degrade the user interface or

computing user experience.

{66164]  Systemss and methods of this technical solution provide state sharing plug-in for
the CEB that can determine a current state associated with the CEB or network application.
This technical solution can allow the user to customize or set their state, or the plug-in can
automatically detect the state via a client agent or engine. Upon determining the state, this
technical solution can leverage a single sign-on protocol to access a remote server hosting the

electronic messaging application and control the state of the electronic messaging application.

{06165] For example, when a user logs into the computing workspace, the user can access
a network application. The state sharing plug-in can detect that the user accessed the network
application. Responsive to detecting the user accessed the network application, the state
sharing plug-in can synchronize the state of the local social application {¢.g., messaging
application} to block, prevent, or reduce delivery of electronic messages to the computing

workspace of the user.

{006166] Referring to FIG. 11, depicted 15 a block diagram of a system for a state sharing

plug-in, in accordance with an implementation. The system 1100 can include a client device
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402 in communication with a server 430 via network 170A. The server 430 can
communicate with the messaging application server 1114 via network 170A. The client
device 402 can communicate with the messaging application server 1114 via network 170A.
The client device 402 can include one or more component or functionality of client device
402 depicted in FIG. 4. For example, the client device 402 can inchade or provide a client
application 404 that provides an embedded browser 410. The embedded browser can provide
one or more network applications hosted or provided by the server 430, The client device
402 can include a state sharing plug-in 1102 to detect a launch of network application, and
cause a messaging application systerm 1114 to control a state of an electronic messaging
application 1104 installed or executing on the client device 402. The server 430 can include
one or more component or functionality of server 430 depicted in FIG. 4. For example, the
server 430 can include, execute, host, or otherwise provide a network application 406. The
server 430 can include at least one state controller 1106 to control a state of an electronic
messaging application. The server 430 can include at least one Saa8 interaction service 1108
to usc a single sign-on protocol to communicate with a messaging application system 1114,
The systems 1100 can include, interface or otherwise communicate with a messaging
application system 1114. The messaging application system 1114 can include a state
manager 1116 to control, update, or otherwise manage or maintain a state of an electronic
messaging application 1104, The state can be associated with a particular client device 402

or account or user thereof,

{00167  The state sharing plug-in 1102, state controller 1106, Saal interaction service
1108, or state manager 1116 can cach inclade at least one processing unit or other logic
device such as programmable logic array engine, or module configured to communicate with
one or more other system or component depicted in FIG. 1. The state controller 1106 and
SaaS interaction service 1108 can be separate components, a single component, or part of the
server 430, In some cases, the state controller 1106 and SaaS interaction service 1108 can be
part of the client device 402, The system 100 and its cornponents can include hardware

elements, such as one or more processors, logic devices, or circuits,

{66168]  The client device 402, server 430, or messaging application system 1114 can
include or be implemented using hardware or a combination of software and hardware. For
example, components of the client device 402, server 430, or messaging application system

1114 can include logical circuity {e.g., a central processing unit or CPU) that responses to and
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processes instructions fetched from a memory unit. Components of the client device 402,
server 430, or messaging application system 1114 can include or use a microprocessor or a
multi-core processor. A mmlti-core processor can include two or more processing units on a
single computing component. Components of the client device 402, scrver 430, or messaging
application system 1114 can be based on any of these processors, or any other processor
capable of operating as described herein. Processors can utilize instruction level parallelism,
thread level parallelism, different levels of cache, ete. For example, the client device 402,
server 430, or messaging application system 1114 can include at least one logic device such
as a computing device or server having at least one processor 105, The components and
clements of the client device 402, server 430, or messaging application system 1114 can be
separate components or a single component. The client device 402, server 430, or messaging
application system 1114 can include a memory component, a random access memory (RAM)
or other dynamic storage device, a storage device for storing information, and instructions to
be executed. The memory can include at [east one read only memory {(ROM) or other static
storage device coupled with the storage device for storing static information and instructions
for the device 202, The memory can include a storage device, such as a solid state device,

magnetic disk or optical disk, to persistently store information and instructions.

100169}  Still referring to FIG. 11, and in further detail, the system 1100 can include a
client device 402, The chient device 402 can include a client application 404, such as a web
browser. The client application 404 can include, render, or provide an embedded browser
410. The client application 404 can include or provide a network agent 412, cloud services
agent 414, remote session agent 416, or secure container 418, as depicted in FIG. 4. The
client device 402 can inchude a state sharing plug-in 1102 designed, constructed and
operational to detect a launch of a network application 406 via the embedded browser 410.
The state sharing plug-in 1102 can detect the launch of the network application 406
responsive to input from a user interface, such as a keyboard, mouse, hotkey command, touch
input, voice input, or other input. For example, the user of the client device 402 can launch

the network application 406 via the embedded browser 410.

{66170]  The state sharing plug-in 1102 can refer to or include a software component that
provides functionality or features to the client application 404 or the embedded browser 410.
The state sharing plug-in can sapport or plug-in to the embedded browser 410 or the client

application 404. The state sharing plug-in 1102 can extend or add functionality to the
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embedded browser 410 or the client application 404. The state sharing plug-in 1102 can
include a different source code or application package relative to the client application 404 or
the embedded browser 410. The user of the client device 402 can enable or disable the state
sharing plug-in 1102, For example, the user of the client device 402 can download and install
the plug-in 1102, or otherwise configure the plug-in 1102 to allow the plug-in 1102 to

perform one or more functionality of this technical sohution.

{06171} The state sharing plug-in 1102 can register with a host application {(e.g., the client
application 404 or the erobedded browser 410). The state sharing plug-in 1102 can include
an interface configured to communicate or exchange data with the host application. The state
sharing plug-in 1102 can utilize a communication protocol designed, coustructed and
operational to communicate with the host application in order to receive, transmit or
otherwise exchange data with the host application. In some cases, the host application (e.g.,
the client application 404 or embedded browser 410) can function independently of the state
sharing plug-in 1102. For example, the state sharing plug-in 1102 can be configured to not
interference with operations or functionality of the client application 404 or embedded
browser 410. The state sharing plug-in 1102 can be configured to not interface or disrupt a
network application 406 launched via the embedded browser 410 and exccuting on the server
430. By not interfering with the host application, the plug-in 1102 can be dynamically

updated or modified without making changes to the host application.

{60172}  The state sharing plug-in 1102 can utilize a library that the client device 402 can
load at run time. The library can be shared library that can be dynamically loaded at run
time. The library can be retrieved from merory of the client device 402, or downloaded
from server 430 at run time. The host application can load or install the library at a

predetermined place or location,

{00173}  Thus, the state sharing plug-in 1102 can detect the launch of the network
application 406 via the embedded browser 410, The state sharing plug-in 1102 can poll the
embedded browser 410 based on a time interval (¢.g., periodically such as every 5 seconds,
10 seconds, 20 seconds, 30 seconds, 60 seconds, 2 minutes, 3 minutes or other time interval)
to determine whether a network application 406 has been launched. The plug-in 1102 can
detect the launch of the application responsive to the launch of the application. For example,
the plug-in 1102 can include a hooking component that can detect application launch

commands. The plug-in 1102 can perform a screen capture of the display and parse the
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screen capture to determine whether a network application has been launched.

{66174]  The plug-in 1102 can identify a session identifier associated with the client device
402. The session identifier can be associated with the embedded browser 410, The session
identifier can be associated with the network application 436. The session identifier can be
associated with a user or user identifier of the client device 402. The plug-in 1102 can guery
the embedded browser 410 or other determine the session identificr. The plug-in 1102 can be
configured with a user identifier, which the plug-in can utilize to determine the corresponding
session identifier. For example, the plug-in 1102, o communication with the server 430 can
correlate the user identifier associated with the plug-in 1102 with the session identifier
associated with the launch of the network application 406. For exarnple, the server 430 can
perform a lookup with the account identifier in the accounts data structure 1112 stored in the
data repository 1110 to determine the corresponding session identifier, if the session
identifier is stored in the account data structure 1112 responsive to launching of the network

application 406.

{00175]  The state sharing plug-in 1102 can identify onc or more electronic messaging
applications on the client device 402. The electronic messaging application 1104 can refer to
a social networking application, chat messaging application, instant messaging application,
direct messaging application, group messaging application or other type of electronic
application or program that can exchange messages or communications between users of the
application. The clectronic messaging application 1104 can refer to or include applications
for which a user may log in and be in an online state in order to receive a message. The
clectronic messaging application can include a texi-based application in which text messages
are communicated to another user. The electronic messaging application can exchange
images, videos, audio, or other types of messages. In some cases, the application can

exchange audio messages, such as voice input.

{66176]  The electronic messaging application 1104 can be associated with a messaging
application system 1114, The messaging application system 1114 can include one or more
processors, memory or servers. The messaging application system 1114 can referto a
backend messaging system. The messaging application system 1114 can refer to or include a
social application server or system. The messaging application system 1114 can be hosted in
a cloud infrastructure, such as cloud 175. The messaging application system 1114 can be

provided by a third-party that is different from a provider of the server 430 or client device
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402. The messaging application system 1114 can be administered by an entity that is
different from an entity administering the server 430 or client device 402, The messaging
application system 1114 can be managed independently from the server 430 and the client

device 402,

{00177] The messaging application system 1114 can receive messages from a first instance
of an electronic messaging application 1104 exccuting on a first client device 402, and
forward the messages to a second instance of the electronic messaging application executing
on a second client device 402, In some cases, the messages can be exchanged between the

first and second client devices 402 and bypass the messaging application system 1114,

{06178] The state sharing plug-in 1102 can determine whether an electronic messaging
application 1104 is installed on the client device 402, The state sharing plug-in 1102 can
determine whether the electronic messaging application 1104 is executing or running on the
client device 402, The state sharing plug-in 1102 can usc one or more technigues or
functions to determine which, if any, electronic messaging applications 1104 are installed on
the client device 402, For example, and in somce cases, the list of installed electronic
messaging applications 1104 can be predetermined. An administrator of the client device 402
can install a predetermine set of one or more electronic messaging application 1104, and
configure the plug-in 1102 with the list of installed messaging applications 1104, This can
result in all client devices 402 associated with an entity or computing enviromment having the

same messaging applications 1104 installed.

{66179] 1o some cases, the plug-in 1102 can prompt the user to input which messaging
applications 1104 are installed on the client device 402. The prompt can include an input text
box, menu, or selection to allow the user to input or provide an indication of the one or more

installed electronic messaging applications 1104,

{B018¢]  In some cases, the plug-in 1102 can automatically determine which messaging
applications 1104 have been installed. For example, the plug-in 1102 can be configured to
use a script such as a get-program script. The plug-in 1102 (c.g., via client application 404)
can launch a power shell window to run a script to generate a list of electronic messaging

applications 1104 installed on the client device.

{00181 In another example, the plug-in 1102 can access a menu {(¢.g., a start mena) on the

operating system listing installed applications. In another example, the plug-in 1102 can
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access a task manager of the operating system to determine what programs are currently
exccuting on running on the client device 402, Thus, the plug-in 1102, cither directly or
indirectly via client application 404, can execute a script or otherwise query or poll the client
device 402 to determine which clectronic messaging applications 1104 are installed on the

client device 402,

{66182]  Upon determining which electronic messaging applications 1104 are installed on
the client device 402, the plug-in 1102 can perform one or more actions or transmit one or
more instructions or commands. The plug-in 1102, for example, can transmit an instruction
to one or more servers (the messaging application system 1114) managing the one or more
electronic messaging applications 1104, The instruction can cause the messaging application
system 1114 to control a state of the one or more electronic messaging applications 1104. In
some cases, the plug-in 1102 can transmit the indication or instruction to the server 430,
which in~turn can transmit an instruction to the messaging application system 1114 to cause
the state manager 1116 of the messaging application system 1114 to control the state of the
electronic messaging application 1104, Responsive to the phag-in 1102 detecting the launch
of the network application 406 via the embedded browser 410, the plug-in 1102 can cause the
state manager 1116 of the electronic messaging application system 1114 to countrol a state
associated with the electronic messaging application 1104 instalied or executing on the client

device 402,

{6G183] To do so, the server 430 can receive an indication from the client device 402, The
server 430 can receive an indication from the phug-in 1102 of an event on the client device
402 (e.g., the launch of the network application 406). The plug-in 1102 can provide an
indication of the launch of the network application 406 to the server 430. The plug-in 1102
can provide an indication to the server 430 of the user identifier, account identifier, or session

identifier associated with the client device 402,

{00184}  The server 430 can include a state controller 1106 designed, constructed and
operational to determine to control a state of an electronic messaging application 1104, The
state controller 1106 can determine to control a state of the electronic messaging application
1104 responsive to an event. The state controller 1106 can receive the indication of the event
from the state sharing plug-in 1102, for example. Example events can include the launch of a
network application 406, a type of activity being performed via the network application 406

{¢.g., keyboard input, mouse input, audio output, video output, or image outpat), or

52



WO 2022/077201 PCT/CN2020/120557

termination of the network application 406.

{00185}  The state controller 1106 can receive the indication of the event from the plug-in
1102, and determine to control a state of the electronic messaging application 1104 installed
on the client device 402, To do so, the state controller 1106 can interface with a SaaS
interaction service 1108 to interface with the messaging application server 1114, The state
controller 1106 can transmit a command, instruction or otherwise communicate with the SaaS
interaction service 1108 to canse the messaging application system 1114 to control a state
associated with the electronic messaging application 1104, The state controller 1106 can be
contigured with one or more functions, rules, policies or scripts to control a state of the
electronic messaging application 1104 responsive to detection an event associated with the

embedded browser 414,

{00186}  For example, the state controller 1106 can receive an indication of a launch event
associated with a network application 406. The state controller 1106 can receive the
indication of the launch event from the state sharing plug-in 1102 on the client device 402.
Responsive to receiving the indication of the launch cvent, the state controlier 1106 can
invoke a SaaS interaction service 1108 to establish a communication channel with the
messaging application server 1114, In the event a comnmunication channel is already
established with the messaging application server 1114, the siate controller 1106 interface
with the SaaS interaction service 1108 to providing instructions to the messaging application

system 1114 via the established communication channel.

{60187}  The server 430 can inclode at least one SaaS interaction service 1108 designed,
constructed and operational to establish a communication channel with the messaging
application system 1114, The SaaS interaction service 1108 can include a micro application
executing in a cloud computing environment. The Saa8 interaction service 1108 can be
configured to leverage a single sign-on (“SSO”) feature established by an administrator of the
server 430. S8O can refer to a property of identity and access management that allows users
to securely authenticate with nmultiple network applications 406 and clectronic messaging
applications 1104 by logging in only once—with just one set of credentials {e.g., username
and password). The network application 406 and electronic messaging application 1104
accessed by the user of the client device 402 can rely on an entity (e.g., the server 430 or
administrator thereof) to verify that users are who they say they are. The server 430 can

maintain accounts 1112 in the data repository 1110 storing autheuntication or credentialing
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information for the users, which can be used to facilitate SSO features. The Saa$ interaction
service 1108, configured with SSO, authentication can rely on a trust relationship between
domains, applications or websites, For example, with SS0, the messaging application system
1114 can first check to sec whether the client device 402 has been authenticated by the SSO
solution, in which case the system 1114 can grant access to the client device 402, If the client
device 402 has not yet been anthenticated, then the SSO function is invoked. Upon
invocation of the SO function, the Saal interaction service 1108 can prompt the user to
login using login credentials established for a corporate entity, for example. The SaaS
interaction service 1108 can request authentication from the identity provider or
authentication system, which can verify the identity of the user and accordingly notify the
Saal interaction service 1108, The SaaS interaction service 1108 can pass this authentication
data to the messaging application system 1114, and grant the client device 402 (e.g., the
clectronic messaging application 1104) access to the messaging application server 1114, The

authentication verification data can include tokens, for example.

{06188]  With this approach, the SaaS interaction service 1108 can communicate with the
messaging application server 1114, For example, the SaaS mteraction service 1108 can
determine that the electronic messaging application 1104 has been configured to function
with the SSO functionality provided by the SaaS interaction service 1108, The server 430
can determine that SSO is counfigured for the electronic messaging application 1104
determined by the plug-in 1102 to be installed on the client device 402. For example, the
accounts data structure 1112 in data repository 1110 can include an indication that the
electronic messaging application 1104 is associated with an account identifier of a user of the
client device 402, and further determine that SSO has been configured or established for the
electronic messaging application 1104. Each electronic messaging application 1104 can be
associated with an identifier that can identify the name of the application, provider of the
application or type of the application. Using this information, the server 430 can determine
whether the corresponding clectronic messaging application 1104 has been configured for
SSO for the user. The account data structure 1112 can include, for example, a table or
mapping between electronic messaging applications 1104 and account identifiers, for
example. Should sach a mapping exist for the electronic messaging application 1104
instalied on the client device 402, then the server 430 can determine to invoke SSO

functionality to control a state of the electronic messaging application 1104,
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{00189]  In some cases, the client device 402 or server 430 can identify, based at least in
part on the session identificr, authentication credentials for the user for an electronic
messaging application. The client device 402 or server 430 can establish, using the
authentication credentials, a communication session with the messaging application system
1114 that manages the electronic messaging application. The authentication credentials can
be retrieved from a storage device of the client device 402, The authentication credentials
can be retrieved or obtained from the accounts data structare 1112, The authentication
credentials can be input by a user of the client device 402 responsive to a prompt for
authentication credentials. The client device 402 or the server 430 can establish the
communication session using a single sign-on authentication technigue. For example, the
SaalS interaction service 1108 can cstablish the communication session using the S5O

authentication technique.

{3019¢] The messaging application system 1114 can tnclude a state manager 1116
designed, constructed and operational to manage, maintain, update, or set a state of an
electronic messaging application 1104 for a user. The state can refer to, for example, online,
busy, away, offline, do not disturb, or other state information. The state manager 1116
perform one or more funcitions based on the state, ot determine not to perform one or more
functions based on the state. The state can correspond to a session or instance of an
electronic messaging application 1104 executing or installed on a client device 402, The
state can correspond to a user or account identifier of the electronic messaging application

1104,

{06191} For example, a state of online can indicate that the user of the client device 402
with the electronic messaging application 1104 is connected to the network 170A and
messaging application system 1114, The state of online can indicate that the user has been
authenticated or established a communication session with the messaging application system
1114, The state of online can indicate that the client device 402 can exchange messages via

the electronic messaging application 1104 with other client devices 402.

{00192}  The state of busy can indicate that the user of the client device 402 may be ina
meeting, telephone call, or otherwise busy. The state of busy can indicate that the user is
authenticated and has established a communication session with the messaging application
system 1114 such that messages may be exchanged, while not desired or optimal due to the

user being busy with some other task via the client device 402 or otherwise.
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{00193]  The state of do not disturb can indicate that the user wishes not to be disturbed.
The user can proactively set a state to do not disturb. The do not disturb state can prevent
clectronic messages from being exchanged via the electronic messaging application 1104.
The state of do not disturb can prevent notifications of clectronic messages from being

presented via an output interface of the client device 402, for example.

{66194]  The state of away can indicate that the user had logged in to the messaging
application system 1114 and established a communication session by which electronic
messages can be exchanged via the elecironic messaging application 1104, However, the
state of away can indicate that the user may not have interacted with the client device 402 for
a predetermined amount of time. The client device 402 may be idle for the predetermined
amount of time in that the client device 402 may not have received any user input via a user

interface, such as a keyboard, mouse or touch interface.

{00195}  The state of offline can indicate that the user may not be connected to the network
I70A. The state of oftline can indicate that the user has not established a communication
session with the messaging application system 1114, The state of offline can indicate that the
client device 402 currently does not have an active communication session with the
messaging application system 1114, The state of offline can indicate that the client device
402 s currently not capable of exchanging messages via the electronic messaging
applications 1104. Responsive to the state being offline, the messaging application system
1114 can block or otherwise prevent delivery of electronic messages to the client device 402

in the offline state.

{06196] The messaging application system 1114 can receive an indication from the server
430 (e.g., the state controller 1106 or the SaaX interaction service 1108) to control a state of
the electronic messaging application 1104 for a user or account identifier associated with a
client device 402, The statc messaging application system 1114 can receive an instruction or
command from the server 430 responsive to the server 430 detecting or identifying an event
on the client device 402 (¢.g., launch of the network application 406 or termination of the

network application 406).

{06197]  The state manager 1116 can update the state of the electronic messaging
application 1104. The state manager 1116 can update the state for a user or account identifier

associated established for a user of the clectronic messaging application 1104 or user of the
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client device 402. The state manager 1116 can store the state information in memory of the
state manager 1116 or messaging application system 1114, The state manager 1116 can
maintain the state information for each user account in a central repository of or accessible to
the state manager 1116, The state manager 1116 can provide the state information, and
updated state information, to each client device 402 or instance of the electronic messaging
application 1104 that has an active communication session with the messaging application
system 1114, The state manager 1116 can push the state information or updated state
information. The state manager 1116 can push the state information based on a time interval,
such as a periodic time interval (e.g., 1 second, 2 seconds, 5 seconds, 10 seconds, 30 seconds,
60 seconds, 2 mirutes, 5 minutes, 10 minutes, or some other interval). The state manager
1116 can provide the state information to a client device 402 responsive to a request for state
information. For example, the client device 402 (e.g., via the electronic messaging
application 1104) can poll the state manager 1116 for state information associated with other
account identifiers. The client device 402 can poll the state manager 1116 based on a time
interval, such as a periodic time interval {e.g., 1, second, 2 scconds, S seconds, 10 seconds, 30
seconds, 60 seconds, 2 minutes, 5 minutes, 10 minutes, or some other interval). The client
device 402 can request updated state information responsive 1o a user request or instruction.
For example, a user can refresh the state user interface presented via the electronic messaging
application 1104, causing the client device 402 to transmit a request to the state manager
1116 for updated state imformation of one or more other user accounts. The state manager
1116 can provide updated state information responsive to a change or update to state

information associaied with one or more accounts,

{00198]  The state manager 1116 can use one or more techniques to update the state
information. For example, the state manager 1116 can update the state information pursuant
to instructions reccived from the state controller 1106 of the server 430, The state controller
1106 of the server 430 can be configured with a state update policy for an account. The state
controller 1106, using the state update policy, can determine a next state of an account of the
electronic messaging application 1104, The state controller 1106 can determine the next state
based on the event detected by the state sharing plug-in 1102 executed by the client device
402. For example, if the state sharing plug-in 1102 detects the launch of a network
application 400, the state controller 1106, responsive to receiving the indication of the launch
event, can determine to update the state of the electronic application 11064 to “busy” or “do

not disturb”, thereby preventing or reducing the exchange of electronic messages with the
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client device 402 while the network application 406 is being used via the embedded browser

410.

{00199} In some cases, the state controller 1106 can update the state to “offline” to block
the exchange of any electronic messages, even though the client device 402 may maintain an
active connection to the messaging application system [ 114, In some cases, the state
controller 1106 can terminate a communication session between the client device 402 and the
clectronic messaging application system 1114, thereby forcing the client device 402 to re-
establish the communication session in order to enter an online state for the electronic

messaging application.

1002007  If the state controller 1106 detects the termination of a network application 406, or
that there are no network applications 406 currently executing via the embedded browser 410,
the state controller 1106 can determine to update the state to a state that allows for the

exchange of clectronic messages with the chient device 402, such as an online state,

{00201} In some cases, the state controller 1106 can provide an indication of the account
identifier and detected event to the state manager 1116 to cause the state manager 1116 to use
one or more policies to determine the next state. The determined next state can be a same
state, or a different state than a current siate. A first state can be an onling state, and a second
state subsequent to the first state can be a busy state, do not disturb state, of offline state, for
example. Thus, in some cases the state controller 1106 can determine the nexi state, and in

some cases the state manager 1116 can determine a next state.

{006202] Upon updating the state, the messaging application system 1114 can push,
forward, relay, or otherwise provide the state information to client devices 402 executing
instances of the electronic messaging application 1104 that present state information. The
messaging application system 1114 can block delivery of messages based on the state (¢.g.,
do not disturb). The messaging application system 1114 can store or butfer electronic
messages during a state (¢.g., offline or do not disturb), and then provide all reccived

messages when the state changes to online, for example.

{66283}  The state sharing plug-in 1102 can detect the launch of a network application 406
via the embedded browser 410, and update the state of an clectronic messaging application
1104 hosted by a third party messaging application system 1114, The state sharing plug-in

1102 can be configured to not detect events that occur cutside the embedded browser 410.
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The state sharing plug-in 1102 can be configured to not detect application events that oceur
outside the embedded browser 410. The state sharing plug-in 1102 can be configured to not
detect the launch or termination of applications that are not network application 406. For
example, if the user launches a local application installed on the client device 402 without
using the embedded browser 410, then the state sharing plug-in 1102 may not detect the
launch of this local application (which is not a network application 406). Accordingly, the
state sharing plug-in 1102 may not apdate the state of the electronic messaging application
1104 because the state sharing plug-in 1102 did not detect the launch of the local application.
In some cases, even if the state sharing plug-in 1102 detects the launch of the local
application, the state sharing plug-in 1102 can determine that the ocal application is different
from or not the same as the network application 406, and determine not to update the state of
the electronic messaging application 1104. Thus, the state sharing plag-in 1102 can be
configured to only update the clectronic messaging application 1104 responsive to events
associated with network applications 406 that are executed or rendered via the embedded

browser 410.

{00204] FIG. 12 depicts an illustration of a computing workspace and a state, in
accordance with an implementation. The graphical user interface (“GUT™) 1200 can represent
an interface presented via the client application 404 or embedded browser 410, The GUI
1200 can be provided by client device 402. For exarple, the client application 404 can
include a web browser that can launch or provide an embedded browser 410. The client
application 404 or embedded browser 410 can provide GUI 1200 to a user of the client device
402, As illustrated in GUT 1200, the client application 404 can provide an input text bar 1202
in which a uniform resource locator (“URL”) or 1P address can be entered by a user {(¢.g.,

exampleworkspace.examplecloudDUOTeom).

{00205]  The client application 404, via GUI 1200, can present a menu 1204 with one or
more buttons, links, or GUI elements or widgets. These buttons can link to content or
perform actions, such as Home, Actions, Apps, Favorites, All Apps, and Desktops. A user of
the client device 402 can select a button in menu 1204, such as Apps, to access or one or
more network applications. For example, upon electing Apps or all apps, the clicnt
application 404, via GUI 1200, can present one or more network applications: First Network
Application 1206, Sccond Network application 1208, Third Network Application 1210, and

Fourth Network Application 1212, The first to fourth network applications 1206-1212 can
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include one or more component or functionality of a network application 406 depicted in
F1G. 4. For example, cach of network application 1206-1212 can correspond to a type of

network application 406.

{30206] The client application 404 or embedded browser 410, via GUI 1200, can present
information associated with a state of the user. The embedded browser 410 can provide a
state interface 1214, The state interface 1214 can be an interactive graphical user interface
with one or more menus, elements, or buttons. The state interface 1214 can provide an
indication of the username that is corrent logged in and autheunticated to the server 430, The
state interface 1214 can include an indication of the current state 1216 or state information of
the user. The state information can be a status or state such as Busy State 1216, The state
information can maintained by state manager 1116, The state information 1216 can be

managed or controlled by state controller 1106.

{00207}  The state interface 1214 can provide an interactive menu with one or more
selections, such as Account Settings, Pause Notifications 1218, About, or Logout. The user
can select or otherwise interact with the Pause Notifications 1218 menu item to access
Options for Pausing Notifications 1220 (e.g., additional items or actions associated with
pausing notifications). The Option for Pausing Notifications 1220 can include do not disturb.
The user can change their state to do not disturb for a time imterval. The do not disturb state
can be associated with a predetermined time interval, such as 120 minutes, 1 hour, 2 hours,
tomorrow, or a custom time interval, The user can set a do not disturb schedule, The state
controller 1106 can receive the do not disturb schedule and automatically set the state of the
user responsive to or in accordance with the schedule. For example, the schedule can be: do
not disturb from 8-11 AM and 2-5 PM Monday-Friday, online from 11 AM to 2 PM Monday
— Friday, and offlinc from 5 PM Friday to § AM Monday. The user can set any schedule, or
override a schedule in effect via the user state interface 1214, For example, the user can

update the state to away via 122

{00208] FIG. 13 is a flow diagram for sharing a state via a plug-in, in accordance with an
implementation. The method 1300 can be performed by one or more systems or components
depicted in FIG. 11, including, for example, a client device, server, or messaging application
sysiern. For example, the method 1300 can be performed by one or more processors
associated with one or more of the client device, server, or messaging application. At 1302, a

user, such as a user of a client device, can access or use the client device. The user can
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launch a client application or access an embedded browser. The user can launch a network

application, At 1302, the user can log into a workspace or application using credentials,

{00209] At 1304, the one or more processors can determine whether the user has set a state
or status. The one or more processors can detect whether the user has set a duration for
pausing notifications. The onc or more processors 1304 can determine whether a user has
updated the state within a predetermined time period. The one or more processors can
determine whether the user has updated a state at all during this computing session. The one

or more processors can determine whether the state is a default state or a state set by the user.

{00216]  If the one or more processors determines that the user has updated a state, the one
or more processors can proceed to 1306, At 1306, the one or more processors can update the
state for the user based on the state set by the user. Tn some cases, the state can refer o the
state of the user with regard to clectronic messaging. The state can refer to the state of the
user with regard to whether or not user is to receive electronic messages, or desires to receive
clectronic messages. The one or more processors can update a state of an electronic
messaging application maintained by a third-party electronic messaging scrvice provider.
The one or more processors can maintain a state of the state of the user to provide an
indication of the state of the user to one or more other users or client devices that
commuunicate or interface with the server 430, or that are administered by a same entity as the

server 430,

{00211} If, at decision block 1304, the one or more processors determine that the user has
not set a state of the user, the one or more processors can proceed to 1308, For example,
responsive to determining that the user has not set a state, the one or more processors
determine to automatically perform a polling check to get the latest ICA session, which can
represent the status of the user. At 1308, the one or more processors can invoke a state
sharing plug-in. The state sharing plug-in can launch or be cxecuted by a client application
executing on the client device. The state sharing plug-in can interface with a client engine
exccuting on the client device in order to determine a state of the client device. At 1310, the
client engine can determine a state of the client device or user. The client engine can
determine whether any network applications are being accessed by the client device, A
network application can refer to an application hosted in a cloud or server remote from the
client device. The client engine can determine whether any network applications are being

accessed via a protocol. For examiple, the state~-sharing plug-in can perform a polling check
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by calling a client engine in a computing workspace based on a tume interval (e.g., every 30
minutes, 15 minutes, 10 minutes, 40 minutes, or other time interval), The client engine can
return the session status. The client engine can provide the information to the state sharing
plug-in via 1310 and 1308. The onc or more processors take this status into account to
determine whether or not the user is working. Meanwhile, the state-sharing phag-in can

change the status according to this status at workspace.

{06212] The state sharing plug-in can include the main logic for changing the state or
status of the user. The state sharing plug-in can have a customized definition or be
configured for automatic polling. The user can set the period of no disturb by themselves
when they log in to the computing workspace (¢.g., CEB), and the status at the workspace can
change to red or busy, and this status can be automatically sync to the local social application

via the SaaS Interaction Service,

{00213] The state sharing plug-in can also perform auntomatic polling. When the user logs
in to the computing workspace or CEB environment and launches an SaaS application (e.g.,
network application) for working, the state sharing plug-in can automatically detect a client
engine for getting an ICA session status, which can represent the status of the user every 30
minmates, Ifthere is no ICA session avatlable, the status at workspace can be changed to busy.
This busy signal can be sent to the SaaS Interaction Service to automatically synchronize the

status of a local social application.

{00214} The one or more processors can receive the state information, which can be set by
the user or determined via a state sharing plug-in or client engine. The one or more
processors can proceed to 1312 to launch a SaaS interaction service in order to update the
state information, The SaaS interaction service can determine to a next state to set for the
user. The SaaS interaction service can determine the next state based on receiving the state
information via acts 1306, 1308, or 1310, The SaaS interaction service can use a policy to

determine the next state based on receiving information from acts 1306, 1308, or 1310,

{06215]  The Saa8S Interaction Service can be micro application implementation in a cloud
enviromment, The SaaS service can communicate with the state-sharing plug-in. When a
user chooses to custornize their status or setup automatically polling, the state sharing plug-in
can send the related status synchronize request to the SaaS Interaction Service (“SIS”). The

SIS can imform the local social application to keep the status with the same as workspace via
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an APL. The SIS can inform the local social application via SSO with the credentials the user

uses to log in to the computing workspace,

{00216} Upon determining the next state, the SaaS interaction service can launch orusc a
single sign on service 1314 to communicate with a third-party electronic messaging system.
The one or more processors can synchronize the state of the user with differcnt social
applications, The oune or more processors or Saad jnteraction service can use a single sign on
{“S80”) service to synchronize the state of the user across social applications. The one or
more processors can use the SSO to establish a communication session with the electrouic
messaging application, which can inchade or refer to a local social application. The local
social application can be managed, maintained or provided by a third-party social application
provider. The one or more processors can use authentication credentials associated with the
user 1302 to establish a secure commmnication session or channel with the third-party social
application provider system. The one or more processors can provide an instruction or
command via the secure communication session to the third-party social application provider
systemi. The one or more processors can provide an instruction or comumand to update or
control the state for the user. The state can include, for example, busy, do not disturb, online,
active, away, offline, etc. For example, if the user launches a network application, the one or
more processors can change the state to do not disturb. If, in another example, the user
terminates all network applications run via the embedded browser, the one or more

processors can update the state to online.

{006217]  FIG. 14 is depicts an example flow diagram of a method for sharing a state via a
plug-in, in accordance with an implementation. The method 1400 can be performed by one
or more processors. For example, the method 1400 can be performed by one or more
processors of a client device, server, or messaging apphication system. In brief overview of
method 1400, the one or more processors can detect the launch of a network application via a
client device at ACT 1402, At ACT 1404, the one or more processors can identify an
clectronic messaging application. At decision block 1406, the one or more processors can
determine whether to the control the state of the messaging application. If, at decision block
1406, the one or more processors determine not to control the state, the one or more
processors can proceed to ACT 1408 to continue polling the client device to detect an event.
If, however, at decision block 1406 the one or more processors determine to control the state,

the one or more processors can proceed to ACT 1412 and transmit an instructions to control

63



WO 2022/077201 PCT/CN2020/120557
the state.

{06218]  Still referring to FIG. 14, and in further detail, the one or more processors can
detect the launch of a network application via a client device at ACT 1402, The one or more
processors can detect the launch of the network application via a state sharing plug-inor a
client engine exccuting or running on a client device, A user of the client device can launch
the network application. The launch of the network application can include a server rermote
from the client device hosting the network application or at least partially executing the
network application. The user can laonch the network application via a CEB accessed via the
client device. A state sharing plug-in can detect the launch event, or poll a client engine
executing on the client device for information regarding any network applications executed

via the CEB.

{06219] At ACT 1404, the one or more processors can identify an electronic messaging
application, The onc or more processors can determine which, if any, clectronic messaging
applications are instalied on the client device. The one or more processors can determine
whether any electronic messaging applications are running on the client device. Electronic
messaging applications can include or refer to social applications, such as instant messaging
applications, messenger applications, direct messaging applications, group messaging

applications, etc.

{002206]  The one or more processors can poll or query a regisiry or task manager of a chient
device to determine which social applications are installed or executing on the client device.
The one or more processors can access a file or memory storing information about the social
applications. The one or more processors can provide a prompt to a user of the client device
to indicate which social applications are installed or running on the client device, The one or
more processors can access a profile of the user to determine information about social
applications. In some cascs, an administrator associated with the client device can indicate

the social applications.

{00221} At decision block 1406, the one or more processors can determine whether to
control the state of the messaging application. The one or more processors can determine
whether to the change the state based on an event associated with the client device, or keep
the state the same. The one or more processors can determine whether to control the state

based on an event associated with a CER of the client device. The event can include the
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launch of a network application. The event can include the termination of the network
application, The one or more processors can use a policy, rules, logic or other technigue to
determine whether to change, set, provide, establish or otherwise control the state. For
example, responsive to a launch of the network application, the one or more processors can
determine to control the state to a busy or do not disturb state. Responsive to a termination of
one or all network applications, the one or more processors can determing to set the state to

online or aclive,

{00222}  If, at decision block 1406, the one or more processors determine not to control the
state, the one or more processors can proceed to ACT 1408 to continue polling the client
device to detect an event. The one or more processors can determine not to control the state
if the detected event is not one of a launch of termination of the application, for example.

The one or more processors can determine not to control the state based on a configuration or
policy, or schedule. The user can disable automatic control of the state, or enable automatic
control of the state. The user can establish a schedule during which automatic control of the
state of the user is blocked or disabled for a predetermined time period, but otherwise enabled
during other time periods. Thus, based on a current time period, the one or more processors

can determine not automatically control the state of the user.

{00223}  If the one or more processors determine not to control the state, the one or more
processors can continue to poll the client device or CEB at 140¥ to detect an event. The one

or more processors return to ACT 1402 apon detecting the launch of a network application.

{00224}  If, however, at decision block 14036 the one or more processors determine to
control the state, the one or more processors can proceed to ACT 1410 to use a S80 service
to establish a coromunication session with a third-party provider of the social application or
messaging application. The administrator of the client device or server or network
application can provide a SSO service for the user, which the one or more processors can use
to access the third-party social application server or system. The one or more processors can
establish the communication session with the third-party server using the SSO 1n order to set,
control, update, change or otherwise manage or maintain the state of the user responsive to

detection of an event associated with the CEB.

{00225}  Upon establishing the S80, the one or more processors can proceed to ACT 1412

and transmit instructions to control the state of the user. The one or more processors can
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control the state with regard to the social application. The one or more processors can set the
state of the user to busy, do not disturb, offline, away, or online. For example, the one or
more processors can control the state to disable transmission of electronic messages via the
electronic messaging application (or other social application) to the client device of the user.
Inn another example, the one or more processors can control the state to disable notification of
transmission of electronic messages via the one or more electronic messaging applications to
the user. For example, the one or more processors can transroit an instruction to disable the
presentation of prompts or popups that provide a notification of a message via the social

application.

{00226} In some cases, the one or more processors can detect termination of one or more
network applications provided via a CEB. The one or more processors can determine
termination of all network applications provided by a CEB. The one or more processors can
determine that there are no previously launched network applications being accessed viaa
CEB. Responsive to termination of the network applications previously launched via the
CEB, the one or more processors can transmit an instraction to the third-party provider of the
clectronic messaging applications to update the state to a sccond state different from the prior
state, wherein the second state allows delivery of notifications related to electronic ruessages
transmitted to the user. For example, the one or more processors can update the state to a
busy state responsive to detecting the launch of the network application via the CEB, and
then update the state to an online state responsive to detecting that all network applications
previously launched have been terminated (or conunections to the network applications have

been terminated, or sessions with the network application have been terminated).

100227}  The above-mentioned elements or entities may be implemented in hardware, or a
combination of hardware and software, in one or more embodiments, Components may be
implemented using hardware or a combination of hardware or software detailed above in
connection with FIGs. 1A-1B. For instance, these clements or entities can include any
application, program, library, script, task, service, process or any type and form of executable
instructions executing on hardware of a device. The hardware includes circuitry such as one

OF INOTe processors in one or more embodiments,

{00228] Various clements, which are described herein in the context of one or more
embodiments, may be provided separately or in any suitable subcombination. For example,

the processes described herein may be implemented in hardware, software, or a combination
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thereof. Further, the processes described herein are not limited to the specific embodiments
described. For example, the processes described herein are not limited to the specific
processing order described herein and, rather, process blocks may be re-ordered, combined,
removed, or performed in parallel or in serial, as necessary, to achieve the results set forth

herein.

{60229] Having now described some illustrative implementations, it is apparent that the
foregoing is illustrative and not limiting, having been presented by way of example. In
particular, although many of the examples presented herein involve specific combinations of
method acts or system elements, those acts and those elements may be combined in other
ways to accomplish the same objectives. Acts, elements and features discussed in connection
with one implementation are not intended to be excluded from a similar role in other

implementations or implementations.

{00230] The phrascology and terminology used hercin is for the purpose of description and

should not be regarded as Hmiting. The use of “including” “comprising” “having”
s s g o o

39 44 39 6¢

“containing” “involving” “characterized by” “characterized in that” and variations thereof
herein, is meant to encompass the items listed thereatter, equivalents thereof, and additional
items, as well as alternate implementations consisting of the items listed thereafter
exclusively. In one implementation, the systems and methods deseribed herein consist of
one, cach combination of more than one, or all of the described elements, acts, or

componenis,

{60231]  Any references to implementations or elements or acts of the systems and methods
herein referred to in the singular may also embrace implementations including a plurality of
these elements, and any references in ploral to any implementation or element or act hercin
may also embrace implementations including only a single element. References in the
singular or plural form arc not intended to limit the presently disclosed systems or methods,
their components, acts, or elements to single or plural configurations. References to any act
or clement being based on any information, act or clement may include implementations

where the act or element is based at least in part on any information, act, or element.

{00232]  Any implementation disclosed herein may be combined with any other
implementation or embodiment, and references to “an implementation,” “some

39 4

implementations,” “one implementation” or the like are not necessarilly mutually exclusive
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and are intended to indicate that a particular feature, structure, or characteristic described in
connection with the implementation may be included in at least one implementation or
embodiment. Such terms as used herein are not necessarily all referring to the same
implementation. Any implementation may be combined with any other implementation,
inclusively or exclusively, in any manner consistent with the aspects and implementations

disciosed herein.

{006233] References to “or’” may be construed as inclusive so that any terms described
using “or” may indicate any of a single, more than one, and all of the described terms. For
example, a reference to “at least one of ‘A’ and ‘B’ can include only "A’, only ‘B’, as well
as both "A” and ‘B’°. Such references used in conjunction with “comprising” or other open

terminology can include additional items.

{06234]  Where technical featares in the drawings, detailed description or any clainy are
followed by reference signs, the reference signs have been included to increase the
intelligibility of the drawings, detailed deseription, and claims. Accordingly, neither the

reference signs nor their absence have any limiting effect on the scope of any claim elements,

100235] It will be further understood that various changes in the details, materials, and
arrangements of the parts that have been described and illustrated herein may be made by

those skilled in the art without departing from the scope of the following claims.
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CLAIMSN
What is Claimed is:

1. A method of controlling a state of electronic messaging applications, comprising:
detecting, by one or more processors, a launch of a remote application via an
embedded browser, the network application associated with a session identifier of a user;
identifying, by the onc or more processors, one or more clectronic messaging
applications on a client device of the user; and
transmitting, by the one or more processors responsive to the launch of the network
application associated with the session identifier, an instruction to one or more servers
managing the one or more electronic messaging applications to control a state of the one or

more electronic messaging applications.

2. The method of clatm 1, comprising:

tdentifying, by the one or more processors, based at least in part on the session
identifier, authentication credentials for the user for a first clectronic messaging application
of the one or more electronic messaging applications;

establishing, by the one or more processors using the aunthentication credentials, a
communication session with a first server of the one or more servers that manages the first
electronic messaging application; and

transmitting, via the communication session, the instruction to control the state of the

first electronic messaging application.

3. The method of claim 2, comprising:
establishing, by the one or more processors, the communication session using a single

sign-on authentication technigue.
4. The method of claim 1, comprising:

controlling, by the onc or more processors, the state to disable transmission of
electronic messages via the one or more clectronic messaging applications to the client device

of the user.

5. The method of claim 1, comprising:
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controlling, by the one or more processors, the state to disable notification of
transmission of clectronic messages via the one or more electronic messaging applications to

the user.

6. The method of claim 1, comprising:
transmitting, by the one or more processors, the instruction to update the state to a

busy state,

7. The method of claim 1, comprising:
tdentifying, by the one or more processors, the one or more electronic messaging

applications cxecuting on the client device.

8. The method of claim 1, comprising:

terminating, by the one or more processors, network applications previously launched
via the embedded browser; and

transmitting, by the one or more processors responsive to termination of the network
applications, a second instruction to the one or more electronic messaging applications to
update the state to a sccond stale different from the state, wherein the second state allows

delivery of notifications related to electronic messages transmitted to the user.

9. The method of claim 1, comprising:

detecting the launch of the network application by a chient application executing on
the client device; and

transmitting, by a rernote server hosting the network application, to the onc or more
servers managing the one or more clectronic messaging applications, the instruction to

control the state of the one or more electronic messaging applications.

16. The method of ¢claim 1, comprising:
displaying, by the one or more processors, the state of the one or more electronic
messaging applications for the user via a user interface element provided by the embedded

browser that launches the network application.

11, A system to conirol a state of electronic messaging applications, comprising:

One OF MOYe Processors and memory {o:
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detect a launch of a network application via an embedded browser, the network
application associated with a session identifier of a user;

identify oune or more electronic messaging applications on a client device of the user;
and

transmit, responsive to the launch of the network application associated with the
session identifier, an instruction to one or more servers managing the one or more electronic
messaging applications to control a state of the one or more electronic messaging

applications.

12. The system of claim 11, wherein the one or more processors are further configured to:
identify, based at lcast in part on the session identifier, authentication credentials for
the user for a first electronic messaging application of the one or more electronic messaging
applications;
establish, using the anthentication credentials, a communication session with a first
server of the onc or more servers that manages the first clectronic messaging application; and
transmit, via the communication session, the instruction to control the state of the first

electronic messaging application.

13. The system of claim 12, wherein the one or more processors are further configured to:

establish the communication session using a single sign-on anthentication technique,
14, The system of claim 11, wherein the one or more processors are further configured to:
contro] the state to disable transmission of electronic messages via the one or more
clectronic messaging applications to the client device of the user.
15, The system of claim 11, wherein the one or more processors are further configured to:
control the state to disable notification of transmission of electronic messages via the

one or more clectronic messaging applications to the user.

16. The system of claim 11, wherein the one or more processors are further configured to:

transmit the instruction to update the state to a busy state.

17. The system of c¢laim 11, comprising:
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a client application executing on the client device configured to detect the launch of
the network application via the embedded browser, and transmit the instruction to the one or

more servers responsive to detection of the launch.

18. A system to control a state of electronic messaging applications, comprising:

an embedded web browser that executes on a client device having memory and one or
more processors; and

a client application in communication with the embedded web browser to:

detect a launch of a network application via the emnbedded web browser, the network
application associated with a session identifier of a user;

identify onc or more electronic messaging applications on the client device; and

provide, responsive to the launch of the network application associated with the
session identifier, an instruction to one or more servers managing the one or more electronic
messaging applications to control a state of the one or more electronic messaging

applications.

19. The system of claim 18, wherein the client application is further configured to:

identify, based at least in part on the session identifier, authentication credentials for
the user for a first electronic messaging application of the one or more clectronic messaging
applications;

establish, using the authentication credentials, a commnication session with a first
server of the one or more servers that manages the first electronic messaging application; and

transmit, via the communication s¢ssion, the instruction to control the state of the first

clectronic messaging application.

20. The system of claim 18, wherein the client application is further configured to:
transmit, to a remote server, the instruction to control the state of the one or more
clectronic messaging applications, whercin the remote server gencrates one or more
instructions to transmit to the one or more servers managing the one or more electronic
messaging applications to control the state of the one or more electronic messaging

applications.
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