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(57) Abstract: A computerized method of protecting a
brand name of a brand owner, includes: (a) crawling a
global communication network to identify and collect
data about web-sites that possibly abuse the brand name;
(b) for each web-site that possibly abuses the brand name,
analyzing whether or not the web-site abuses the brand
name by analyzing at least one of: (i) content of the web-
site; and (ii) data about an owner of the web-site. The
method further includes: for each web-site that possibly
abuses the brand name, (A) generating an investment
score indicating an estimated level of investment that was
invested in development of the web-site; and (B) generat-
ing a damage score indicating a level of damage that the
web-site is estimated to produce to the brand name.



WO 2014/167516 A1 W00V A0 N O

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))




WO 2014/167516 PCT/IB2014/060577

DEVICE, SYSTEM, AND METHOD OF
PROTECTING BRAND NAMES AND DOMAIN NAMES

CROSS-REFERENCE TO RELATED APPLICATIONS
[001] This application claims priority and benefit from United States provisional patent
application mumber 61/810,742 fided on Aprid 11, 2013, which is hereby incorporated by

reference in its entirety.

FIELD OF THE INVENTION

{002} The present invention relates to the ficld of brand names and domain names.

BACKGROUND

[003] Millions of users utilize the Internet every day, in order to read or otherwise consume
web content.  For example, a user may utilize a personal computer, a laptop computer, a
smartphone or a tablet, typically running a browser, in order to read online news, watch
online videos, mteract with other users through social networks, play online games, or the
like.

[004] Many companies and business entities invest large amounts of money in order to
produce and maintain high-quality websites. Such websites may aliow users to find
information about products and services, to read news about products and services, to

perform online purchases of products and services, or the like.

SUMMARY

[005] The present invention may comprise, for example, devices, systems, and methods for
protecting brand names and domain names.

[006] The present invention may include a computerized or automated method of protecting
a brand name of a brand owner. The method may comprise: (a) crawling a global
communication network to identify and collect data about weh-sites that possibly abuse the
brand name:; (b} for each web-site that possibly abuses the brand name, analyzing whether or
not the web-site abuses the brand name by analyzing at least one of: (i) content of said web-

site; and (i1) data about an owner of said web-site.
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[007] The method may comprise: for each web-site that possibly abuses the brand name,
generating an investment score indicating an estimated level of investment that was invested
in development of said website .

{008} The method may comprise: for each web-site that possibly abuses the brand name,
generating a damage score indicating a level of damage that said web-site 15 estimated to
prodiuce 1o said brand name.

[009] The method may comprise: for each domain that possibly abuses the web-site,
generating a popularity score indicating a level of popularity of said web-site among users of
the global communication network.

[0010] The method may comprise: for each domain that possibly abuses the brand name,
generating a relevance score indicating a level of relevance of said domain (o said brand.
[(3(11] The method may comprise: for cach web-site that possibly abuses the brand name,
generating an aggregated risk score based on, at least, one or more of: said investment score,
said popularity score, said damage score, and said relevance score.

[0012] The method may comprise: identifying a common pattern among raultiple web-sites
that are determined, by the computerized method, o be abusing the brand name.

[0013] In some embodiments, identifying the common pattern among the multiple web-sites
is performed based on at lcast one of: wdentifying common domain ownership for said
multiple web-sites; identifying common domain registrar for said multiple web-sites;
identifying coromon DNS server for said multiple web-sites; identifying commmon Internet
Protocol (IP) address for said multiple web-sites; identifying common content for said
multiple web-sites; identifying common website use type for said multiple domains;
identifying that multiple Internet Protocol (IP) addresses of said multiple web-sites belong to
a same country; wdentifying that said multiple web-sites have a same country code Top-Level
Domain (ccTLD); identifying that WHOIS records of said multiple web-sites share at least
one same countact detail,

{0014] The method may comprise: identifying a batch of multiple web-sites, that are owned
by different entities and are determined by the computerized method to be abusing the brand
name; automatically generating drafts of ceasc-and-desist notifications directed to said
entities; upon approval of the brand owner, sending out said cease-and-~desist notifications to
said entities.

[0015] The method may comprise: for a particular web-site that is determined by the
computerized method © be abusing the brand name: avtomatically analyzing at least (©

content of said web-site, and (31) domain registration data of said web-site; based on
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said analyzing, astomatically presenting to the brand owner at least one option selected from:
(a} to automatically send a ccasc-and-desist notification to an owner of said particular web-
site, (b) to automatically start a negotiation process for purchasing said particular web-site,
{c} to automatically send a take-down notice to a hosting service of said web-site.

[0016] The method may comprise: generating a list of multiple web-sites that are determined
by the computerized method to be abusing said brand name; presenting to the brand owner
said Hat of multiple web-sites.

[0017] The method may comprise: sab-grouping  web-sites i said hist, based on Top-Level
Domain (T1.D) of said web-sites.

[0018] The method may comprise: sub-grouping web-sites in said list, based on country code
Top-Level Domain {(ccTLD} of said web-sites.

[(3(19] The method may comprise: sub-grouping domains in said hist, based on a level of
aggregated risk to the brand name.

[0020] The method may comprise: based on keywords entered by the brand owner, analyzing
crawled data and identifying web-sites that abuse the brand name; wherein the keywords
cntered by the brand owner arc used for generating a relevance score for each one of said
web-sites.

[0021] The method may comprise: based on names of one or more competitors, that are
cntered by the brand owner, analyzing crawled data and identifying web-sites that abuse the
brand name.

[0022] The method may comprise: based on a use type of a possibly-abusing web-site,
analyzing crawled data and determining whether or not the possibly-abusing web-sitc abuses
the brand name.

[0023] The method may comprise: determining that a possibly-abusing web-site is used for
domain parking; based on said determining, generating a determination whether or not the
possibly-abusing domain abuses the brand name.

[0024] The method may comprise: determining that a possibly-abusing web-site is used for
pay-per-click advertisements; based on said determining, generating a determination that the
possibly-abusing weh-site abuses the brand name.

[0025] The method may comprise: determining that a possibly-abusing web-site is used for
redirecting Inlernet affic to a website associated with a competitor of the brand owner:
based on said deternining, gencrating a determination that the possibly-abusing web-site

abuses the brand name.
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[0026] The method may comprise: determining that a possibly-abusing web-site is used for
clectronic commerce of counterfeit merchandise; based on said determining, generating a
determination that the possibly-abusing web-site abuses the brand name.

[0027] The method may comprise: generating a determination that a possibly-abusing web-
site abuses the brand name, based on an analysis that takes into account at least one of: (3} a
current content of said possibly-abusing web-site; (i1) a past content of said possibly-abusing
web-stte, which 1s different from said current content.

[0028] The method may comprise: generating a determination that a possibly-abusing web-
sitc abuses the brand name, based on an analysis that takes into account at least onc of: (i) a
current type of use of said possibly-abusing web-site; (i) a past type of use of said possibly-
abusing web-site, which is different from said current type of use.

[0029] The method may comprise: determining that a possibly-abusing web-site appears in a
pre-defined white-list of web-sites that are authorized by the brand owner to mention the
brand name; based on said determining, generating a determination that the possibly-abusing
web-site does not abuse the brand name.

[0030] The method may comprise: determining that a possibly-abusing web-site is owned by
an authorized affiliate of the brand owner; based on said determuning, and based on other
estimated risk factors associated with said web-site, generafing a determination whether or
not the possibly-abusing web-site is abusing the brand name.

[(3031] The method may comprise: determining that a possibly-abusing web-site is owned by
an authorized affiliate of the brand owner, based on a unique code portion that is found
cmbedded within a source code served from said web-site, wherein the unique code portion is
unique per authorized affiliate of the brand owner.

[0032] The method may comprise: determining that a possibly-abusing web-site 13 owned by
an authorized affiliatc of the brand owner, based on a unique code portion that is found
cembedded within a source code served from said web-site, wherein the unique code portion is
unigue per website of authorized affiliate of the brand owner.

[0033] The method may comprise: determining that a web-site that abuses the brand name,
performs at least one of: (a) sells counterfeit merchandise; (b) directs users to a website of a
competitor of the brand owner; in response to said determining, increasing the damage score
for said web-site.

[0034] The method may comprise: analyzing at least one of: (i) content of a list of domains
that arc owned by the brand owner, (i) Internet traffic to said list of domains that are owned

by the brand owner; based on the analyzing, identifving a particular domain on said list, that
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is under-monetized; generating a notificaton to the brand owner to perform seif-monetization
of said particular domain.

[0035] The method may comprise: collecting domain registration data for a batch of domains
that are owned by the brand owner; analyzing the domain registration data for said batch of
domains, to determine at least one domain having registration details that are incorrect;
generating a notification to the brand owner, indicating that said at least one domain has
registration details that require correction.

[0036] The method may comprise: automatically correcting domain regiswation data, for the
at feast onc domain that has incorrect domain registration details, based on a default profile of
registration data pre-defined by said brand owner.

[0037] The method may comprise: collecting domain registration data for a batch of domains
that arc owned by the brand owner; analyzing the domain registration data for said batch of
domains, to determine upcoming expiration dates of said domains; based on the analyzing,
generating notifications to the brand owner with regard to domain renewals, grouped into (i)
a first group of urgent domain rencwals, and (i) a sccond group of non-urgent domain
renewals.

[0038] The method may comprise: performing a domain availability analysis that takes into
account at least one of: {i) the brand name; (it) one or more user-provided keywords that are
related to the brand name; (iit} one or more system-gencrated keywords that are related to the
brand name; (iv) onc or morc countrics-of-interest; (v) one or more global Top-Level
Domains (gTLDs} of interest; based on the domain availability analysis, performing a domain
opportunity analysis to determine a particular domain name that is (A) availabic for
registration, and (B) is velevant to the brand name; generating a notification that proposes to
the brand owner to register said particular domain.

[0039] The method may comprise: based on the domain opportunity analysis, performing
generating a list of multiple domains that are (a) available for registration, and (b} are
relevant to the brand name; ranking said list of multiple domains by using a priovitizing
algorithm that takes into account at least one of: (A) system-generated kevwords; (B) user-
provided keywords; () countrics-of-interest; (D) global TLD of interest; (E) semantic
analysis of the brand name; (F) common typos; ((G) comamon linguistic mutations.

[0040] The method may comprise: generating a mutation of said brand name by introducing
a typographical error o said brand name:; generating a candidate domain by adding a Top
Level Domain (TLD) suffix to the mutation of the brand name; based on domain registrar

data, checking whether the candidate domain is registered to an entity other than the brand

(W3
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owner; if the candidate domain is registered to an entity other than the brand owner, then, (i)
analyzing a usc of a website served from said candidate domain, and (i) based on the
analyzing, determining whether the candidate domain is abusing the brand name.

[0041] The method may comprise: gencrating a mutation of one or more keywords that are
related to said brand name, by introducing a typographical error to said one or more
keywords; generating a candidate domain by adding a Top Level Domain (TLD) suffix to the
mutation, wherein the candidate domain comprises said brand name and said mutation of one
or more keywords; based on domain registrar data, checking whether the candidate domain is
registered to an cuntity other than the brand owner; if the candidate domain is registered to an
entity other than the brand owner, then, (1) analyzing a use of a website served from said
candidate domamn, and (it} based on the analyzing, determining whether the candidate domain
is abusing the brand name.

[0042] The method may comprise: determining one or more keywords, that are related to the
brand name; performing a search engine query that comprises said one or more keywords;
sclecting a web-site that appears in scarch resuits of said search engine query; analyzing at
least one of: (i) content of said web-site, (i) Internet traffic to said web-site, to determine
whether or not said website abuses the brand name.

[((43] The method may comprise: determining one or more keywords, that are related to the
brand name; performing a scarch engine query that comprises said one or more keywords;
selecting a web-site that appears in scarch resulis of said scarch engine query; obtaining
through a domain registry data about an owner of said web-site; if said web-site 1s owned by
an cntity other than the brand owner, then, analyzing content of said web-site to determine
whether or not said web-site abuses the brand name.

[0044] The method may comprise: generating a cost effectiveness score for Search Engine
Optimization (SEO) operations performed for a website of the brand owner, by: (a) at a first
time point, determining a first ranking of said website in search results of a particular search
cngine; (b) at a second time point, determining a second ranking of said website in search
results of a particular search engine; {¢) obtaining a user indication of monctary investment in
SEQ performed hetween the first time point and the sceond time point; (d) generating the cost
effectiveness score by taking into account, at least, the change between the first ranking and
the second ranking, and said monetary investment in SEO.

[0045] The method may comprise: generating a cost effectiveness score for digital marketing
operations performed for a website of the brand owner, by: (ay at a first time point,

determining a first vanking of said website in search results of a particular search engine; (b)
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at a seccond time point, determining a second ranking of said website in search resulis of a
particular scarch engine; (¢} obtaining a user indication of monectary investment in digital
marketing performed between the first time point and the second time point; {d) generating
the cost effectivencss score by taking into account, at least, a change between the first
ranking and the second ranking, and said monetary investment in digital marketing.

[0046] The method may comprise: generating a cost cffectivencss score for Search Engine
Opuamization (SEQ) operations performed for a website of the brand owner, by: (a) at a first
time point, determining a first ranking of said website in search results of a particular search
cngine; (b) at a second time point, determining a sccond ranking of said wehbsite in search
results of a particular scarch engine; (¢} generating the cost effectiveness score by taking into
account, at least, change between (1) the first ranking at the first time-point, and (31 the
second ranking at the second time point.

[0047] The method may comprise: generating a cost effectiveness score for digital marketing
operations performed for a website of the brand owner, by: (a) at a  first tme point,
determining a first ranking of said website in scarch results of a particular scarch engine; (b)
at a second time point, determining a second ranking of said website in search resulis of a
particular search engine; (¢} generating the cost effectiveness score by taking tito account, at
lcast, change between (1) the first ranking at the first time-point, and (it} the sccond ranking at
the second time point.

[(3(48] In some embodiments, the brand name comprises (or is} a name of a person.

[0049] In some embodiments, the analyzing further takes into account at least one of!
keywords used in the content of said web-site, Internet traffic data for said web-site, Search
Engine Optimization (SEQ) data of said web-site, structiure of said web-site, progranmuning
technologies used by said web-site.

[0050] In some embodiments, gencrating the investment score is based on an analysis that
takes info account at least onc of: level of sophistication of one or more programming
technologics used by said web-site; whether one or more programming technologies used by
said web-site are recent or outdated; an amount of content contained in said web-site; a
number of web-pages contained in said web-site; whether or not said web-site is corpliant
with World Wide Web Consortium (W30 requirements; whether or not said web-site is
compliant with Search Engine Optimization (SEO) standards.

[0051] The method may comprise: identifying a common pattern for multiple cross-brand

abusing websites.
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[0052] The method may comprise: detecting a first website which abuses a first brand name
of a first brand owner; detecting a second website which abuses a sccond, different, brand
name, of a second, different, owner; detecting one or more common characteristics that are
common the first and second websites.

[0053] The method may comprise: sending a notification about detection of the multiple
cross-brand abusing websites, to at least one of the first brand owner and the second brand
owner.

[0054] The method may comprise: sending a notification about detection of the multiple
cross-brand abusing websites, fo at least one of the first brand owner and the second brand
owner; cnabling a cooperative action to be taken by the first and second brand owner.

[0055] The method may comprise: determining that a certain website is abusing the brand
name; searching in a secondary marketplace for domains and/or websites, whether said
certain wehsite is offered for sale; if said certain website is offered for sale, through said
secondary marketplace, then enabling to the brand owner to purchase said certain website
through an automated system that interfaces with said secondary marketplace.

[0056] The method may comprise: determining that a batch of multiple websites are abusing
the brand name; searching in a secondary marketplace for domains and/or websites, which
ones of said multiple websites arc offered tor sale; gencrating a list of said multiple websites
that arc abusing the brand name, and indicating on said list one or more of the websites that
are offered for sale on the secondary marketplace.

[0057] The method may comprise: scanning an entire registry of a Top-Level Domain (TLD)
for websites that abuse any onc of a group of brand names; generating a risk score for each
one of said websites; based on the risk score, generating a ranked list of said websites.

[0058] The method may comprise: scanning an entire registry of a Top-Level Domain (TLD)
for websites that are non-compliant with one or more rules that apply to said TLD regisiry;
generating a non-compliance score for cach one of said wehbsites; based on the non-
compliance score, generating a ranked list of said websites.

[0059] The method may comprise: determining that a certain website is possibly abusing the
brand name; capturing and storing a screcnshot of said website, together with a time-and-date
starop.

[0060] The present invention may provide other and/or additional benefits or advantages.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0061] For simplicity and clarity of dlustration, elements shown in the figures have not
necessarily been drawn to scale. For example, the dimensions of some of the elements may
be exaggerated relative to other elements for clarity of presentation. Furthermore, reference
numerals may be repeated among the figures to indicate corresponding or analogous
clements. The figures are Hsted below.
[0062] Fig. 1 is a schematic block diagram illustration of a system, in accordance with some
demonstrative embodiments of the present invention;
[0063] Fig. 2 is a schematic block diagram illustration of a system, in accordance with some
other demonstrative ernbodiments of the present invention;
[0064] Fig. 3 is a schematic illustration of a user interface and screen, generated and
displayed by the Evaluation Module, in accordance with some demonsirative embodiments of
the present invention;
[0065] Fig. 4 is a schematic illustration of an on-screen dashboard, which may be generated
and displayed in accordance with some demonstrative embodiments of the present invention;
[0066] Fig. 5 is a schematic illustration of a Brand Risks interface, which may be generated
and displayed in accordance with some demonstrative embodiments of the present invention;
[00067] Fig. 6 is a schematic dlustration of Brand Opportunifies interface, which may be
generated and displayed in accordance with some demonstrative embodiments of the present
invention;
[0068] Fig. 7 is a schematic illustration of Management Module interface, which may be
generated and displayed in accordance with some demonstrative embodiments of the present
mvention;
[0069] Fig. § is a schematic itlustration of Management Module sub-section interface, which
may be gencrated and displayed in accordance with some demonstrative embodiments of the
prescnt invention;
[0070] Fig. 9 15 a schematic block diagram ilhustration of another system, in accordance with
some demonstrative embodiments of the present invention; and
[0071] Fig. 10 is a schematic block diagram illustration of another system, in accordance

with some demonstrative emnhodiments of the present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION
[0(72] In the following detailed description, numerous specific details are set forth in order

to provide a thorough understanding of some embodiments. However, it may he understood
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by persons of ordinary skill in the art that some embodiments may be practiced without these
specific details. In other instances, well-known methods, procedures, components, uxits
and/or circuits have not been described in detail so as not to obscure the discussion.

[0073] Applicants have realized that scanning the Internet reveals a growing problem for
orgamzadons active online — from small companes to large enterprises — most of them suffer
from dozens to hundreds {or even thousands) of websites that infringe their rademark and
abuse their brand, or sell counterfeits of the brand owner's products, or otherwise imitate the
“original” or legitimate website, or otherwise defraud users to think that an imitation website
is “‘affiliated with” the legitimate or original wehsite or brand owner.

[0074] For example, a major income source on the Internet is to lure visitors to websites that
pay for each "click” on Pay-Per-Click ads or listings and other similar methods. As a resul,
uncthical parties are motivated {o use illegitimate or illegal activitics in order to attract more
visitors. One of the main avenues for these attacks is by utiizing domain names, usually
domain names that may be confused with brand names or with trademarks or service marks,
because of vulnerabilities in the domain name and DNS system.

[0075] Some brand abuse websites do not necessarily use domain name that include the
brand name, but rather, they may abuse the brand or infringe the trademark in their content
and/or their activity (such as redirecting to competitors, or selling counterfeit products, ete.)
[0076] Forthermore, the Internet provides numerous opportunities and means to all who wish
to harm companics or organizations such as hackers, former cmplovees, disgruntled
employees, competitors, cyber-squatiers and also criminals and/or terrovist organizations. All
of the above may be motivated by a desire to damage the organization, gain cconomical profit
or accomplish other monetary or ideological goals. Applicants have realized that in most
cases there is a direct economic damage and brand equity damage to the company who
legally owns the brand.

[0077] Applicants have realized that the risks that organizations face may include, for
cxample: (a) Websites or webpages that abuse the brand and/or infringe the trademark; (b)
The usage of a company’s brand to attract users to other websites, sometimes to competitors
wchbsites, and by that “stealing” user traffic from the legitimarte brand websites; (¢) Wcebsites
that sell counterfeit products or fake products, and websites used for "grey" market sales
(unauthorized sales of products); {d) Websites that abuse the brand and sell competing
products or services; {e} Trademark infringement and brand abuse through phonetic imitation
and typos (typographical errors) of domain names (many times used for "parked domains”

ebsites that contain Pay Per Click (PPC) advertisements or other types of online
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advertisements and are intended to exploit the brand by attracting user traffic; () Fraudulent
wcbsites used for counterfeiting and corporate impersonation (including but not limited to
Phishing and Pharming websites, spoofed blogs, cte.); (g) Slander and distribution of
offensive information or damaging information or dis-information or negative information
over the Internct. These brand protection problems that organizations face are accompanied
by domain name portfolio management problems and other digital brand management
problems.

[0078] There are hundreds of Top Level Domain extensions (TLDs). Some have sccond
Level Domains (SL.Ds) that arc used as extensions (for example “.couk”, “kids.us”, etc.).
Overall there are today hundreds of TLDs and SLDs active on the Internet worldwide. Soon,
hundreds of new generic TLDs (gTLDs) will be added w the Internet root zone as part of an
initiative of the Internet Corporation for Assigned Names and Numbers (JCANN). Many of
these TLDs will be Internationalized TLDs (IDNs), which are TLDs in language scripts
different than Latin (for example Chinese, Japanese, Hebrew, Arabic, ete.).

[0079] Every TLD is managed by a different registry and is registered in a different database.
Many of the registrics use different technologies, different registration protocoils, different
procedures and/or different registration rules and restrictions.

[0080] Companies and organizations around the world have digital assets which are a
combination of accumulated brands, trademarks, mergers and acquisitions of companies,
international branches, 1T systems, web-based systems and more. Some of the basic parts of
those digital assets are the domam names owned by those organizations. Medium size and
large organizations may have dozens, hundreds, thousands and even tens of thousands of
domain names. The value of these domain names can reach millions of dollars, and loss of
revenues due o a malfunction or an attack on the activity of these domain names can also
reach millions of dollars.

[0081] Applicants have realized that domain portfolio and brand management problems
include, for example: (a) control and monitoring problem; (b) evalvation problem; {c)
technical procedures; (d) damage as a result of malfunctions; (¢} structural absence of
organizational control; (f) security problems; (g) organizational responsibility problem; (h)
absence of ERFP integration; (i) loss of revemue and/or profit, due to loss of Internet traffic,
counterfeit sales, fraud, and/or brand dilution.

[0082] Control and monitoring problem — small size, medium size and large companies
spend from thousands of dollars to millions of dollars for the registration and the maintenance

of their domain nares portfolio. These assets must be managed. The existing management
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capabilities are Hmited. Bomain names affect critical processes and therefore there is a need
for adequate tools to manage them. Furthermore, there are no adequate monitoring solutions
that help assessing whether these domain portfolio expenses are effective.

[0083] Evaluation problewy: it is important for organizations to know or to estimate the
value of the domain names that they own, and the relative contribution of the websites active
on those domain narnes to their brand(s). Currently there are no adequate tools that provide
cffective and reliable solotions to evaluate these digital assets and their contribution. There
are 1o systems that can analyze these assets and their vahie, and there are no fools that define
measures for these evaluations,

[0084] Numerous technical procedures: organizations are forced to manage their digital
assets and domain names in a non-effective method duae to the fact that they are required to
have relationships with hundreds (and soon thousands) of registries and registrars. As
cxplained above, each registry may have different procedures and rules and protocols, a fact
that creates a significant administrative probler and overhead for organizations.

[0085] Bamages as a result of malfunctions: the absence of adequate and effective control
and monitoring {ools may result in a non-rencwal of domain names because of oversight or
technical errors, causing website fatlures, shutdown of mail servers, and/or the loss of domain
names. Such errors may create significant financial damages o organizations, and in some
cases the losses may be irreparable.

[0086] Structural absence of organizational control: the management of domain names is
done through registrars and registries, which are parties external to the organization that owns
the domain names, and not through one of the organization's departments. This creates a
structural weakness since the registrars and registries will always be outside of the
orgamzation’s control. This is a technical weakness as well as a security weakness.

[0087] Security problems: the security risks for domain names are in constant growth.
These risks include domain name hijacking through fraud or modification in the registries or
registrars, website closure through unauthorized modifications of domain  settings,
“pharming” attacks vsed for frauds, impersonation performed through gaining control over a
domain name, industrial cspionage. malware distribution, and more. These sccurity problems
are many times a result of the lack of control of the domain names portfolio. These problems
can result in significant damages, direet losses, potential revenue losses, and malunctions of
critical systems of the organization.

{0088 Organizational responsibility problem: there are at least three different departments

in the organization that may be involved with different aspects of the digital brand
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management (inchiding brand protection and domain name portfolio management): The
Information Technologics (IT) department which is usually responsible of the technical
aspects of the domain registrations and the websites operation, the marketing departmoent
which is responsible for the branding aspects and the brand equity, and the legal department
which is responsible for protecting the organization's trademarks and brands. Often, other
cxecutives in the organization may be involved, for example, C-level executives, finance or
accounting department, or the like. The fact that there is more than one party in the
organization responsible for brand management may create lack of control, inefficiency,
redundancy, overlaps, contradicting decisions, and possible malfunctions. Moreover brand
management usually lacks a metrics based strategy.

[0089] Absence of ERP integration: there are no domain management and/or brand
protection tools which may be integrated with the cxisting organizational management
systems, such as ERP systems, and therefore the coordination between the different
departments is deficient and/or partial.

[0090] The present invention comprises devices, systems, and methods which may be used in
order to solve, reduce, prevent, eliminate and/or mitigate some or all of the problems that the
Applicans have realized (o exast.

[0091] The term “Protected Brand”™ as used herein may include, for example, a brand name
and/or a domam name and/or a website name and/or a trade-mark and/or a scrvice-mark,
which is owned by a legal owner, who secks to protect and/or defend such brand from third-
pariics who may attempt to damage and/or abused such brand, directly or indwectly. The
term “Protected Brand” may include, for example, a name of a company {e.g., “Samsung”), a
name of a prodact {e.g., “Galaxy Note™}), a name of a service, a slogan, a name of a person
{e.g., a famous person, a “celebrity”, a living person, a deceased person), or the like. It is
neted that Protected Brand may or may not be protected by a trade-mark and/or service-mark,
which may be registered and/or not-registered; however, a Protected Brand need wnot
necessarily already be protected as wrade-mark or service mark. Furthermore, a Protected
Brand may inclade a potential or candidate name or brand, that an organization is considering
to adopt as a brand, and which the organization would like to check (e.g., in advance)
whether it is already being exploited by third parties.

[0092] The term “Brand Owner” as used herein may include, for example, the legitimate
and/or legal owner of a Protected Brand; or a person or entity who has the legal right to own

and/or usc the Protected Brand. If the Protected Brand is, for example, a name of a person,
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then the Brand Owser may be that person himself or herself; or may be entity related o that
person (e.g., Ms. Yoko Ono Lennon is the owner of the trademarked brand “John Lennon™).
[0093] The term “Original Website” as used herein may include, for example, the legitimate
wehsite that is owned and/or operated by the Brand Owner in relation to the Protected Brand,
or in relation to muliple such Protected Brands.

[0094] The terms “Abusive Assets” or “Abusive Domains” or “Abusive Websites” as use
herein may inchude, for example, one or more websites or domains or web-pages, that are not
owned and/or not controlled by the Brand Owner, and which abuse or exploit (directly or
indirectly) the Protected Brand (or mutations thereof, or other versions thercof), without the
approval or consent of the Brand Owner; for example, in the domain name, in the content
shown, or by other means.

[0095] The term “Abusive Party” as used herein may include, for example, a person or entity
who owns, operates and/or controls an Abusive Asset.

[0096] In a demonstrative example for the vtilization of these terms, the company “Apple
Inc.” of Cupertino, California may be the Brand Owner, for Protected Brands such as, for
cxample, “iPhone”, *iPad™, “iPod”, “iMac”, “i35", and may operate the Original Wcebsite on
the domain “apple.com”; whereas, a person named John Smith of Miami, Florida may be an
Abusive Party who owns and operates an Abusive Website on the domain “buy-cheap-
iphone-here.com”™ {or on the website “buy-cheap-celiphones-here.com” while abusing the
brand(s} within the content of such website).

[0097] Reference is made to Fig. 1, which is a schematic block-diagram illustration of a
systemn 100, in accordance with some demonstrative embodiments of the present invention.
Systermn 100 may comprise, for example, the following modules or components, which may
be implemented using suitable hardware and/or software units: a scanner module 101, a
weighting module 102, a relevance analyzer module 103, an abusive investment estimator
104, a popularity / traffic estunator 105, a damage estimator 106, an abusive value estimator
107, an abusive party estimator 108, and a real-time comprehensive view manager 109,
[0098] Scanner module 101 may be an auntomatic and robotic tool able to scan the Internet
and measurce various parameters that are important for an organization (c.g., Brand Owner) in
order to manage its digital brands, and provides updated data and metrics for the protection of
such Protected Brands.

[0099] Weighting module 102 may weight different parameters and statistical information in
order to provide the Brand Owner with the priorities of the risk websites or webpages, that

the Brand Owner should enforce its intellectual property rights on, as well as with the
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priorities of the available domain names that the Brand Owner should register in order to
further protect its Protected Brand.

100100] Relevance analyzer module 103 may analyze roultiple parameters to create an
analysis of the relevance (relative to the Protected Brand) of the risk(s) from Abusive
Websttes based on their domain name and/or content.

[6o101 Abusive investment estimator 104 may estimate or measure the level of
investment made by Abusive Parties that registered domain names and/or operate Abusive
Websites that use or abuse (directly or indirectly) the Protected Brand.

(00102} Popularity/traffic estimator 105 may estimate the popularity level and/or the
traffic and/or the level of usage (e.g., browsing, scarching, online transaction, or otherwise
interacting) of an Abusive Webhsite relative to a Protected Brand. It 15 noted that the
popularity / traftfic estimator 105 may be responsible for other functionalities, for example,
catimating the popularity of a Top-Level Domain (TLD) for the purposes of opportunty
analysis {e.g.. for deciding which domain names to suggest to the brand owner to regisier,
and in which TLDs).

[00103] Damage estimator 106 may estimate the actual and/or potential damage that an
Abusive Website created so far, and/or is expected or estimated to create, to the Brand
Owner.

(001047 Abusive value estimator 107 may integrate different metrics and estimate the
value of an Abusive Website to the Abusive Party that operates it; for example, by utilizing
data from the relevance analyzer module 103, the abusive mvestment estimator 104, and/or
the popularity/traffic estimator 105.

[00105] Abusive patiern estimator 108 may estunate or recognize patierns of
trademark infringements and/or brand exploiting websites and domain names and Abusive
Webssites, in order to better find the parties that perform the infringement or exploitation or
abuse, or information that can lead o identifying or reaching these parties.

[00106] Real-time comprehensive view manager 109 may generate and display to the
Brand Owner a full real-timoe view of the all the online brand management aspects. Including
the risks, the opportunitics (available domain names vahluable for the Protected Brand),
evaluation of current portfolio of wehsites and domain portfolic management, and/or other
features as described herein.

[00107] In a demonstrative implementation, a Hve-step method may be uvsed. It is
clarified that other number and/or sequence of operations may be used, for estimating risk

and/or opportunities.
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[00108] The first step may inclade, for example, creating a database using scanning
cngines and automatic tools for information collection. The system may comprise scanning
engines and crawlers, and automatic tools for information collection that use initial
information about the brand that is entered to the system. The scanning tools may include,
for example, scanning of domain name registries, scanning of “whois” data servers, scanning
DNS servers, “robot” modules that scan online data, tools for collecting statistical
information, tools to extract data from different providers of information and data about
websites, tools 1o extract information from scarch engines and indexes or indices, crawlers
that scan and collect the content of websites, tools to collect different Internet ratings, tools
that collect information from search engines and/or from ranking sites, and/or other suitable
modules. All the information collected is stored in a central database that serves ali the
moduics of the system. Alternatively, distributed architecture may be used, or other suitable
architectures may be used.

[00109] The second step may include, for example, processing the data coliected in
the databasc. The system may utilize automation of data collection and analysis processes
that are currently performed manually. The data collected through the brand monitoring
processes and the domain portfolio management module i3 analyzed in order to create an
ongoing real-time analysis. The following are two examples for the systems processing of the
data:

100110} (a) Processing information collected regarding an existing website: when a
domain name suspected o be infringing the brand rights is found as taken, the system will
collect in step 1 the information that is posted on the website (the content, titles, tags,
graphics, etc.). In the data processing phase the data will be categorized and sorted so that the
website will be categorized for example as a Pay-Per-Click advertising website (or "Parked
domain"} or as a content website. The new categories and sorting will be saved in the central
database of the system.

o1l {b) Processing information about a domain name that the client owns: in phase
1 the systemn may collect the information regarding each domain name. In the processing
phase, for a domain name known as owned by the client, the system may check whether the
different contacts of each domain are similar to the default contacts that the client defined.
Incompatibibities will be marked in the database and classifications will be attached o
domains in which the contacts are not updated.

(00112} The third step may include, for example, data analysis using unique

algorithms. Different analysis may be performed for the data collected or processed, in order
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to create different indexes and measures for the different modules and sections of the system
- the risk analysis (and within that the pattern recognition section), the opportunitics, the
optimizations — and within that section the evaluations and monetization, the domain
management module and the Brand Check module.

[00113] The fourth step may include, for example, presenting the results and data to
the user {user interface). This step may include extraction of the data and the different results
and analysis performed to a user interface that includes a dashboard, different tables, graphs,
pie charts, scoves and rankings, and options to perform active actions {such as teaching the
system by changing scores, Cease and Desist actions, domain registration related actions,
etc.). Optionally, color coding may be used, for example, showing in red items that require
immediate atiention, and/or showing in green items that appear to be correct and not harming,
or the like.

[00114] The fifth step may inchide, for example, performing automatic actions based
on the user’s decision. For exampie, the system may utilize tools and/or modules that create
automatic and bulk actions or batch actions that the client chose to perform in the system;
such as sending bulk batches of Cease and Desist notifications, one-click bulk registrations of
all the domains in a certain priority of a new brand the user decided to launch (and used the
brand check section for it}, etc.

100115} A demonstrative implementation may utilize an algorithm or module having
four sub-modules or sub-unifs, which may be referred to as RPID (relevance, popularity,
investment, damage). For example, Relevance Algorithin or module examines or analyses
the strength of the domain name and/or the content of the website to the brand; Popularity
Algorithin or module examines or analyses the popularity of the webhsite on the Internet;
Tnvestment Algorithin or moduele examines or analyses the level of investment in the website,
its development and promotion on the Imternct. Damage Algorithm or module examines or
analyses the potential loss and damage created to the brand and to the brand owner as a result
of the existence of website abusing the brand or as a vesult of not registering a domain name.
Additionally, a scoring algorithm or module weights the different factors and different scores
of the above four RPID algorithms or modules, in order to generate a final score for each
website and/or domain name.

[00116] Reference 1s made two Fig 2. which is a schematic block-diagram
implementation of a system 200 in accordance with some demonstrative embodiments of the
invention. For example, in some embodiments, the system may utilize one or mwore

information services or data collection modules, which may obtain or provide information
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based on the reguests of the algorithims and the system’s operational services, and based on
the imformation from the user collected by the systemn. The information collected is
transferred for processing and analysis by the algorithms or modules, and the results are then
presented accordingly in the GUILL The following are some tools or modules which may
operate as internal and/or external information services of the system

[6o1173 A “whois” module 201 collects all the relevant information about a domain
name. For example, on whose name it is registered. registration date, expiration date, DNS
servers, etc. This component connects to muimerous servers that provide this information in
order to provide the information in real-time. This component is developed so it can collect
the data for all TLDs, namely, the hundreds existing and all those that will be delegated and
operated in the future.

(00118} A Search Engine Gate 202 provides a central and unified access to search
cngines and popular websites (such as Google, Bing, Yahoo!, Baidu, Yandex, Twitter,
Facebook, Linkedin, CrunchBase, etc.) through an APL The component may coilect the
information based on location (search results may vary when a user connects {0 a search
cngine from different countries).

[00119] A Pattern Recognition module 203 may operate based on information
collected through other services (such as the WHOIS content, web crawler, IP finder, etc.), to
identify and/or classify patterns among infringing websites in order to recognize repeating
infringements methods.

(601201 A Web Crawler 204 extracts HTML informauon from hnks provided o it; and
also collects additional domains for the system by creating a "spider” network from the pages
it receives.

[00121] A Social Networks Collector 205 automatically collects information from
social networks. The service uses different interfaces to social networks (such as Linkedln,
CrunchBase, Facchook, etc.) and/or other social or crowd-based websites {c.g., micro-
blogging, Twitter), searches for information and pages relevant to the brand (for example
pages that use the brand in their page name, posts that mention the brand, etc.) and collects
the information.

(001221 A Rank Collector 206 automatically collects information about websites from
third party information providers such as Alexa, MOZ, Compete, Google, etc. This
information may be used for example for calculations of the Popularity Algorithm.

(001233 An HTML Classificr 207 recognizes and classifies the content that is collected

from websites. It defines the level of investment in the pages, Search Engine Optimization
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compatibility, which type of website it is (o.g.. Parking, sales, content, etc.). The algorithm
may use the service to define the investment indexes and the damage for cach website.
100124] A Notification and Messaging module 208 allows sending of system and non-
systern notifications. The service allows sending a system notification when it arrives as an
update, or a system ervor message, and general notifications that will be sent as email or SMS
to an addressee (for cxample, a Cease and Desist notification}. The service allows
customizaton and personal management for cach user.

[00125] A Workiflow Task Manager 209 allows managing authorization processes for
the performance of different actions in the system, according to the rules defined by the user.
The component allows creating tasks in the system. The tasks can be allocated to a specific
user, and the status of the task can be monitored. This service may also enable integration and
communmnication with ERP software products and/or providers.

(00126} A Monetization module 210 allows monetizing traffic of Internet users to
domain names that are owned by the user organization {the brand owner). Por example, this
component allows automatic creation of a landing page for a domain name that will provide
basic information about the brand, transfer the Internet user to the main website of the
orgamzadon, or adveriise the brand in a different way. The service allows the landing pages
to be customized, and to practically create small websites for each un-monetized domain
name.

(00127} System 200 may further comprise, or may be associated with or may utilize,
one or more Internal Operational Services 220; which may collect information from the user

>

and from the system’s back-office, provide the information to the systems internal
information services and to the algorithms or modules, and present the collected information
in the GUIL Additionally, they may provide administrative and management services to the
users for all the modules of the systemi. The folowing arc some of the tools or modules
which may be internal operational services of the system:

[00128] A Risk and Opportunities Analysis {(ROA) module 221 may perform Risks
and Opportunities Analysis. The service gets the input of the brand name, relevant brand key
words, the website of the brand owner, etc. The service activates the algorithms over the data
inserted to it and bhased on the information it collects from the different systemn information
services. The service may calculate the RPID score(s) and/or the individual scores that

together make the RPID score, optionally utilizing an RPID score generator 247.
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[00129] An Algorithm Tuner module 222 allows the user to perform changes to the
score of cach webhsite/domain the algorithms ranked. After the changes are performed, the
algorithm may learn from the changes and may run again based on the new information.
100130] A Task Manager 223 allows to allocate tasks to diffevent users in the system
and to perform a consultation with other asers in the system. The service allows to updated
progress of tasks, to add coroments and notes by users, archive tasks, etc. This service also
cnables an integration and communication with ERP software products and/or providers.
(00131} An Admin Manager module 224 wmay handle configuration of different
settings in the system which are specific for cach organization. These scttings may include,
for example: {a) User Management and roles, a component that may provide a set of
definitions of users and permissions; connecis between users, organizations and brands;
defines which actions are allowed for each user, and to which information the user will or
will not be exposed; (b) Billing module, defining account details, credit cards, payment
methods, or the like; (¢} Brand Section, allows adding brands to the system; {d) Definitions
for updates and system notifications.

(00132} An Alerts and Diagnostics module 225 samples and monitors the operation of
all the system components. It collects apdates, errors or other systematic problems that may
occur. All the componcenis of the systern may report about their normal operation and errors
on an on-going hasis.

(001333 A Brand Check Module 230 may allow an organization to cvaluate the level of
usage of a brand it intends to launch. The module also recommends which available domains
are most relevant for registration. In casc the user finds that the overall level of the usage of
the brand is low cnough and there are enough opportunitics for domain registration — the user
can choose and register the relevant portfolio of names in a quick ("one click™) process.
(00134} The Brand Check module 230 may include, or may utilize, multiple sub-
modules or processes, for example:

[00135] A data entry module 231 may allow or may handle data entry by the user of a
potential new brand. For example, the user enters a brand name or several brands intended to
be launched; the user adds relevant key-words; the user defines the relevant countries or
geographical regions of activity; the user defines the industry category (if exists); and
optionally, the user provides competitors names. It is clarified that the data entry module 231
may operate in conjuncton with other functionalities of the system; for example, to allow the
user to enter data in order o request a search and/or identification of brand-abusing websites,

in order to deterrine risks and/or opportunities, or the like.
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1]

[00136] A data processing / analysis module 232 runs an ROA process, similar to a
process that would be uscd if this brand was alrcady owned by the user. The system looks for
opportunitics {domain names with high relevance available for registration), and it looks for
potential risks — mcluding searching for existing domain names with high relevance to the
checked brand, looking for websites that use the brand in their content, collecting data from
search engines, data providers etc. The systern may also scan Trademark databases (e.g.,
operated by government entities, such as the United States Patent and Trademark Office, or
by trademark registrar(s) i other couniries; or privately-owned trademark records) to find
whether the new brand the user is interested in is alrcady registered as a trademark, or is
identical or similar to an existing trademark or a pending trademark application.

[00137] An Advisory Report module 232 may generate a report, similar to the report
provided in the Risks Module and the Opportunities module(s). The report allows the user to
sec potential "risks” for the new brand, i.e. websites already using the brand, and to evaluate
different opportenities of available domain names for registration. The report may provide in
addition the following analysis:

[00138] {a) High relevance domain names usage: a general view in percentages of how
many domain pames with high relevance are taken and bhow many are available for
registration.

100139} (b) Generic level of the brand: a score provided by an algorithm that analyzes

how generic is the word used as the brand, based on the distance of the brand from dictionary

words.
(00140} {c¢) The level of scarch for the brand in search engines.
[00141] {d) A general analysis of the taken (registered) domain names; for example,

how many are with an active wehsite, what type of active website (for example whether it is a
Parked domain, e-commerce website, blog, etc.}, how many arc registered but not active.
(0142} (e) Country and language based prioritization; an analysis that generates and
shows the level of usage of the brand in different countries (based on the ocTLDs and
location of servers) and/or different languages (based on the languages used in the websites).
[00143] {f) If trademark databases search was chosen, a report of whether the brand is
registered as a trademark {or has a pending trademark application); and if ¢t is — details about
the rademark registrations or applications.

[00144] A rapid registration module 233 may allow rapid registration of domain(s) by
the user. For example, the module allows the user to mark preferred variations of the brand

(different strings), preferred countries and preferred gVLDs or gTLD tvpes (ie. based on
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industry type). The user may then register all the relevant chosen domain names in a rapid
process or in “bulk”.

[00145] The Monetization Module 210 may belp the organization using the system to
quickly find out about domain names that it owns that are not used and therefore are not
monetized, and to easily define and launch landing pages or small websites on these domain
names in order to monetize them, and make use of potential Internet users traffic to these
domain names, and of potental contribution to the overall SEQ activity of the organization.
The module includes the following components:

[00146] {a) A service that checks all the domain names in the portfolio of the
orgamzation and finds whether or not they resolve to an active website.

(060147} {b) A presentation in the GUI of all the un-monetized domains with the
following classification: (i) Domains used for redirection (fo another domain name with an
active website); (1) Domains that are entirely inactive {(e.g., domains that resolve to a 404
crror page or other “website not found” error page. for example).

(00148} {c} Score analysis of the un-monetized domains from the evaluations module
that allows the user to decide which domains are more important and should be monetized
first.

[((149] (d) A platform for the creation of landing pages for each domain name that
includes the capability to create landing pages to part or all of the un-monetized domain
names in a rapid process: (i} A tool that allows to create a template for a landing page,
including managing graphic components, the capability for the organization's own design or
templates provided by the system, Confent management tool, ete. (i) Capability o create
default content and specific structures that will be allocated for landing pages of a specific
brand, and/or landing pages of domain names in a specific TLD. () Activating and
uploading the websites to the Internet in a rapid process to allow rapid and convenient
launching of such mini-websites or landing pages.

(001501 {e) Localization capability, inchiding local SEQ and/or local translations. For
cxample, performing different SEO operations dedicated for the local language (for example,
multilingual capability to edit titles, tags, ctc.). Additionally or alternatively, the module may
provide multilingual translation(s}; for example, avtomatically sending content for translation
to translation providers (that may be selected; and which may be human and/or automated, or
a service utilizing both automated translation and manual translaton or review); and
automatically uploading of the translated landing pages after translation is provided by a

translator, through a dedicated interface to the system or an APL
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(00151} An ERP Interface Module 241 may perform integration of the system with
ERP software products, to allow creation of a decision making process for brand protection
and domain management, the allocation of relevant tasks, and the management of the relevant
budget. The module may include the following capabilities: (a) Cormplete integration with
ERP software; (b) Creation of internal organization decision making process for Brand
Protection decisions, Domain portfolio management, and Budget; (¢) Adding the capability to
perform different activities such as domain registration, domain renewal, sending Cease and
Desist notifications, etc. to the ERP software; {d) Permission based access to the system, and
other access control measures; {e) Allocation of tasks to different functions in the
orgamzation and monitoring of execution of tasks as well as task progress; (f) After
avthorization of a budget related action, for example, the appropriate internal unit of the
organization is debited in the budget; the details of the domain name(s) are automatically
updated based on the unit defaults (DNS servers, contacts); and other technical details (such
as mail server and hosting records for each domain) are antomatically updated based on the
unit; (g} customization and permissions management by an administrative party or manager.

[00152] Optionally, a suspected domains locator module 245 may operate in
copjunction with RPID score generator 247, and may utilize a multi-step method for
locating domain names that contain a brand name in their string. It is clarified that a
“Domain Name Label” is the part of a domain name which is not an extension. For example,

in the domain "example.com”, the string "ecxample” (which is the second level of the domain

name) is the domain name label; in the domain "example.co.nk”, the string "example” (which
is the third level of the domain name) is the domain name label.
[00153] The first step may inchide, for example, obtaining Public Zone files. The

systern automatically and/or periodically downloads the domain name zone files of the TLDs
registries that make them avadable for download. The list of domain names that exist in cach
zone file is entered {(e.g., imported) into a database of "existing domain names”.

[00154] The second step may wclude, for example, creation of unique potential
domain strings based on the public zone files. The list of existing domain names is sorted
and the domain name label of cach domain is separated from the cxtension, to create a list of
potential domain strings. For example, the domain "examople.com”, in which the domain is
registered in the second level, will be separated to a domain iabel "example” and an extension
".com"; the domain name "example.couk”, in which the domain is registered in the third

level, will be separated to a domain string "example” and an extension ".co.uk”. Then the list

of potential domain strings is sorted. In case iwdentical strings exist, then dilution of
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duplicates may be performed sach that only one of deplicate identical strings will be left in
the database, so that the list will only contain unique strings without identical duplicates.
[00155] The third step may include, for example, crawling the web to expand the list
of existing domain names. Optionally, in some embodiments of the present invention, a Web
crawler of the system uses the Hst of existing domain pames in the following way: In order to
scan each domain name in the list of existing domain names, the crawler turns to each
domain name and downloads the content of the homepage. The crawler scans the content and
searches for links (URLs). When a link is found, the system separates the domain name from
any sub domain or folders contained in the URL. For example, if the following link is found,
btip/fwww.exarnple.com/example_folder/example_file.htm, then the system extracts the
domain "example.com” from the URL. The system then checks whether the domain exists in
the "existing domain names list”. If the domain name does not exist, then it is added to the
list. The crawler then turns to the each URL found, downloads the page and looks for URLs
in that page, in a recursive or iterative manner, and so on. The scan process is performed
cyclically, so that when the crawler finishes processing all the domain names in the existing
domain names list, it goes back to the beginning of the list and searches through the list
again, in a recursive or iterative manner. The system optionally performs multiple scans of
web-sites simultancously through multiple servers.

00156} The fourth step may include, diluting the list by removing wehsites that are
known to be (or, are presumed to be) non-infringing due to their general reputation of being a
legitimate general-interest website; based on a “white-list” of legitimate sites, or based on
other criteria. For example, if the brand being protected is “Drsney”, then the search
engine(s) may include resulis such as an article on “CNN.com” about the Walt Disney
Company, and this result may be diluted based on the reputation of “CNM.com™ as a
legitimate website which may be mentioning the brand as “fair use”. In contrast, the search
cngine(s) may also find a website such as “"BuyMickeyMousePants.com™ which may not be
on such white-list of approved or generally-legitimate websites, and may thus be kepton such
list without being diluted.

{00157} The fifth step may include, for example, scanning the lists for domains that
contain a brand name or its variation. The system uses a String Relevance Algorithm that
provides a list of relevant strings which are variations of a brand name and scarches the hist of
Existing Domain Names, and the list of Domains from Search Engines for domains in which
the Domain Name Label contains or is sunilar to the string. Each domain name found is

marked as a "Suspected Domain Name".
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[00158] The sixth step may inchude, for example, storing the information collected in
a datahase. In case a domain name that existed in provious search does not exist anymore, the
information collected about that domain name is moved to a history database. The history
database can be used in future gueries of root domain name servers of TLDs that do not
publish their zone files, for analysis, statistics, or the like.

[00159] Optionally, an automated cease-and-desist engine 250 may handle ceased-and-
desist notifications and follow-ups. Based on previously found Risk Websites, i.c. websites,
webpages or domain names that potentially infringe or abuse a brand, the user which
represents the brand is able to react to these infringements, by automatically or semi-
automatically sending Cease and Desist notifications to the registrant of each such Risk
Website or other parties and/or contacts listed as connected to that website (such as the
hosting provider, domain registrar, etc.).

(601601 When the user browses the list of risks in the system, he/she is able to mark
one, several or all of the Hsted Risk Websites.  The user may then choose an action call "send
Cease and Desist notifications™ (o parties or owners or operators or other entitics that arc
associated with the selected or marked websites.

[00161] The user is directed to a page that presents the chosen Risk Websites, with
their Risk Score and other details {such as registrant, date of registration, a thumbnail of the
"Print Screen” or screenshot of the page which may he obtained and captured by a web
crawler of the system, ete.).

[00162] For example, there are different Responsible Parties that are relevant to
operating a website. These partics may include, but are not Hmited to: the registrant of the
domain name (the holder), the admimistrative contact of the domain name, the technical
contact of the domain name, the billing contact of the domain name, the registrar of the
domain name, the registry of the domain name, and the hosting provider or ISP (Internet
Service Provider) of the website.

[00163] The systemn may store pre-defined wordings or templates of Cease and Desist
notifications for each of the Responsible Parties mentioned above. The user may compose
his own Cease and Desist wordings, use the existing ones, or edit the existing ones to match
his needs or to adjust 1o a particular case. The notification may be sent through email, and/or
through regular printed mail. The user may chose the type of Responsible Parties to which
he/she wants the notifications sent (i.e. Registrants, hosting providers, etc.}.

(00164} The user may cither browse cach notification to be sent onc by one for each of

the Risk Websites; or may choose to automatically send the notifications in bulk to all the
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Responsible Parties of the types chosen. The system agtomatically extracts the previously
stored information regarding the Responsible Parties collected for each of the Risk Websites.

[00165] if the user chose to astomatically send the notifications in bulk to all the
Responsible Parties of certain types, the system will astomatically add the email address (in
case the user chose o send email notifications) or the name and physical address (in case the
user chose to send regular printed mail notifications), to the pre-defined wording relevant to
cach type of responsible party, and will send by email {or print for sending by mail) a
dedicated notification for cach chosen Responsible Party of cach Risk Website, Al the
cmails sent from the systera can he stored in a database, and retricved at any time by the user.
[00166] For example, if the user chose to automatically send Cease and Desist email
notifications to all registrants and hosting providers of the chosen Risk Webstites, the system
will automatically extract the email address of cach registrant for each of the Risk Websites
and will send an email with the wording pre-defined for registrants to each of thern separately
and antomatically, and simultancously extract the email address of each hosting provider for
cach of the Risk Websites and will send an email with the wording pre-defined for hosting
providers to each of them separately and automaticaily. Optionally, the user may command
the systern to automatically send a batch of the emails in a gradual manner, and not at the
same time; in order to create a gradual effect or a cascading effect, such that the Registrant
receives an email notification on a certain time/date, the ISP receives the email on another
time/date (c.g., one day or one hour later), the Administrative Contact receives the cmail on
yet another time/date (e.g., two days or two hours later), or the like. In other embodiments,
the user may command the system to automatically send a baich of email imunediately, in
order to create a “shock and awe” effect towards multiple recipients who receive notification
at substantially the same time (c.g., within a few scconds ot a few minutes from each other).
if the user chooses, he can browse each of the emails and separately before sending, edit each
one, and manually authorize the sending of cach one.

[00167] Optionally, the cease-and-desist engine 2530 may comprise a response
monitoring module 251, for astomatic monitoring of replies or responses.  The user defines
the email address that will be presented as the Sender of the Cease and Pesist notifications,
and/or a “reply-t0” email address for such outgoing notifications. The user can allow the
system to monitor the email box of the Sender {(or, to monitor the “reply-to” email address of
the sent notifications) for replics coming from parties to which the Cease and Desist
notifications were sent. The system automatically scans the emails received in that maithox

and searches for emails received from email addresses to which Cease and Desist
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notifications were sent. If such an email is found it will be stored in the database and
connected to the email sent fo that party. Optionally, the systern may be configured fo
distinguish between an automated response email {e.g., an email from an ISP saving “We
acknowledge receipt of your emad”™) and particular non-automated response emails; and the
system may indicate with a flag or other indication if the response appears o be automated or
non-automated. The user may browse sent notifications with their attached replics. The
system may preseni a table with summaries of number of notifications sent and received
replies — for each Risk Website, and a total for all; optionally showing also the date(s) in
which notification was sent and/or responses were received.

00168] Optionally, the cease-and-desist engine 250 may comprise a follow-up module
252, which may enable one or more follow-up options for Cease and Desist notifications sent
to Responsible Partics. For example, follow-ups can be sent automatically or manually by
the systern to all parties to which previous notifications were sent. The user can decide on the
aming of the follow-up {(ie. a week after the iutial notification, a month, etc.), and the type
of Responsible Parties to which folow-ups will be sent.  The user may select between a bulk
wave of follow-up emails, or a gradual or cascaded session of follow-up cmails over the
course of ume. Similarly to notifications, there may be pre-defined wordings of Cease and
Desist follow-ups for cach of the Responsibie Partics mentioned above. The user may
compose his own Cease and Desist follow-up wordings, use the existing ones or edit the
cxisting ones to match his needs. The follow-up notification may be sent through cmail,
and/or through vegular printed mail. The user may choose the type of Responsible Parties to
which he/she wants the follow-up notifications sent (i.e. Registrants, hosting providers, etc.).
100169] The user may browse each notification to be sent one by one for each of the
Risk Websites, or may choose to automatically send notifications is bulk to all Responsible
Partics of the types chosen. The systern automatically extracts the previously stored
information regarding the Responsible Parties collected for each of the Risk Websites. H the
user chose to antomatically send the follow-up votifications in bulk to all the Responsible
Partics of certain types, the systermn may automatically add the email address (in case the aser
chose 1o send erail notifications) or the name and physical address (in case the user chose to
send regular printed mail follow-up notifications), to the pre-defined wording relevant to each
type of responsible party, and will send by ematl (or print for sending by mail} a dedicated
follow-up notification for cach chosen Responsible Party of each Risk Website,  All the

cmails sent from the systen can be stored in a database, and retrieved at any time by the user.
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[0O170] H the system found that a Risk Wehsite was shut-down (i.e. the domain name
was deleted and/or the website does not resolve anvmore, and therefore no content is
available on the Risk Website) or if the website's content bas significantly changed {(e.g., to
the extent that it has a lower level of relevance or no relevance to the Protected Brand), then
the systemn may automatically delete the specific Risk Website from the list of Risk Website
for follow-ups; and the system may inform the user that a positive result occurred and that a
brand-infringing domain/wehsite was shut down or decrease in its risk score. The system
may create, update and maintain a list of Successtul Results that resulted from the operations
of the systern, including the date(s) in which the successful result was detected, optionally
storing also a screen-shot or other data capture that attests to the positive result. Optionally, a
successful result may be automatically followed-up by the system, after a few days and/or
after a fow weeks or months, to verify that the shut-down or decrease in risk score was not
only temporary or misleading, or did not result from a momentary technical problem of the
risk website.

(00171} The user may define that if the user allowed monitoring of replies, and a reply
to a Cease and Desist notification for a specific Risk Website was received, then the system
deletes or removes the specific Risk Website from the hist of Risk Website for follow-ups, or
otherwise marks the Risk Website as a website that does not require further follow-up for a
certain period of time {¢.g., one month, or one year).

(00172} Optionally, systern 200 may comprise a Negotiation Module 255 for automatic
Recommendation of Negotiation for buying Risk Domain Names based on historical data.
As an alternative to legal activity such as Cease and Desist notifications, dispute resolution
processes (DRPs) and lawsuits, the systern may automatically recommend to the brand owner
to use professional services of negotiation to purchase the domain names that hold websites
that infringe the brand or trademark. The system auvtomatically recommends the uscr which
domain names have a higher probability of being purchased casily, and optionally also the
price ranges (e.g., when the goal is to use negotiation when expected buy-out price is lower
than a prospective cost of a legal action).

(00173} A Negotiation Recommendation Algorithm of the system uses statistical and
historical data to analyze the probability and price ranges of a domain name being bought in
negotiations. The algorithm compares the data of the specific domain, to collected statistics
about other domain names that were sold in the secondary market {e.g., of the same
Registrant, or of affiliated entitics, or of domain names that have a similar string within

them). The statistics are based both on historical data of the system, and on external data
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about secondary market of domain names reccived from outsource data providers such as
domain name marketplace websites (for example afternic.com, sedo.com, etc.) if available.
100174] The information that is being assessed, analyzed and compared by the
Negotiation Recommmendation Algorithm inclade but 18 not Himited to the following data: the
domain string characterisics (length, generic level of the string, use of popular keywords in
the string, etc.), the TLD {whether it is a popular one like “.com”, or a string that is relevant
to the type of activity and target industry of the brand, ete.), place or rank in search engines
resules, the results and data of the Popularity Algorithm (Gneloding data about level of wraffic,
number of incoming links, etc.), the results and data of the Investment Algorithm (including
data of rankings from different SEO assessmment websites such as MOZ, analysis of the
content of the website, etc.).

[00175] In some implementations, system 200 may provide the user with unique
information, indicating that a risky website, or an abusing website, or an infringing website,
is available for purchase in a “secondary market” of domains and/or websites, or through a
domain exchange marketplace, or through an auction or a “click-to-buy”’ domain
marketplace. For example, the system may present to the user a list of ten brand-abusing
websites; and may indicate or mark or highlight, that three of those ten brand-abusing
websites are available for purchase even though they are already registered to third parties.
The systermn may present the requested price for cach such “taken” brand-abusing website that
the system identifics as available for purchase in the secondary market. The system may
allow a one-click operation of the user (e.g., the brand owner or brand manager), to purchase
the “taken” brand-abusing websites that the system identified as available for acquisition in
the secondary market of domains and/or websites. For this purpose, the system may checek,
for each brand-abusing domain or website, whether or not it is offered for sale by its owner
through a secondary marketplace that allows domain owners and/or website owners to sell, or
to offer for sale, their domains and/or websites. This unigue feature may allow the brand
owner to immediately and effectively dispose of particular “risks” or “threats” to his/her
protected brand, by imumvediately authorizing and/or comwnanding a secondary-market
purchase of such domains and/or websites. Optionally, the systern may be linked o pre-
stored payment information (e.g., a corporate account of the brand owner; or credit card
information), to allow immediate processing of such purchase instructions.

[00176] System 200 may further comprise an Evaluation Module 260, which may also
he referred to as “Websites and Domain Portfolio Evaluation Module”. The evaluation

module may provide the organization with an overall view of its web-sites and domain
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portfolic and their relative value. The system module presents the owned domain names
prioritized by the valuc they contribute to the brand. It enables the user to sec which
domains/websites provide the most valae and which hardly contribute value.

100177] An Evaluation Score is calculated by an Evaloation Algorithm based on scores
of three major Algorithins: The Relevance Algorithm, The Investment Algorithm, and an
Svaluation Popularity Algorithm. Tn addition to the mnformation collected for the measures
used in the Popularity Algorithm, the system may collect informaton and data regarding cach
website inchuding, but not Hmited to: (a) Divect Traffic data {cither provided by outside data
resources that evaluate traffic — such as Alexa and MO/, and/or by statistical module
installed on the servers of the client to collect such data, and/or by services such as Google
Amnalytics that provide search data or analytics data regarding a specific website or webpage);
(b) DNS reguests data, collected using a DNS data collector of the system that is installed on
the DNS servers on which the domain name is defined. The above measures are incorporated
into the Popularity Algorithim and are used to create the Evaluation Popularity Algorithm.
[00178] The Evaluation Algorithm (and/or other algorithms or modules of the system)
may be a learning algorithm. The user can change the level of importance of the web-site,
based on his/her own perception. As a result the system will incorporate the user preference
into the algorithm for future analysis of results. The evaluation module may allow the user to
evaluate the relative values of his domain name and websites. As 2 result the user can decide
to drop (e.g., delete or not renew) domain names that are in a low value, and therefore have
small contribution to the online activity of the company. Other algorithms and/or modules of
the system may be implemented as learning algorithms, which may gradually learn from
feedback of the user, which risks are more important to the user, which opportunities are
more attractive to the user, which parameters or metrics the user is more interested in, or
other decisions or prefercnces that may be learned by using machine-icarning algorithms.
[00179] System 200 may optionally comprise a Digital Marketing / SEQ Effectiveness
stimator 263, which may assess the effectiveness and benefit of Search Engine Optimization
(SEO) and/or digital marketing (or online marketing) campaigns over time, and optionally in
relation to budgets or costs spent for such efforts or campaigns (cost effectivencss).

1001 80] For example, an SEO Score may be calculated based on multiple metrics,
including traffic data, position of the website 1n different search results of different queries on
different Search Engine Websites, number of incoming links, fitness to Search Engine
Optinuzation (SEQ) requirements, link closeness to trusted websites such as government

rebsites that measure, content analysis, fitness of titles and tags, incoming links, link
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closeness to trusted websites such as government websites, rankings from different analysis
wcbsites (c.g., Alexa and MOYX) that measure the website, traffic and ad conversion data for
the website, data from advertising systems (such as Google AdWords) and similar systems of
other ad, data from search engine websites analytic systerns (such as Google Analytics), etc.

(00181

[o—

The factors measured and collected for the analysis of the SEOQ score may be
updated on an ongoing basis based on the different changes of SEO requirements, the
ditferent changes in search engines algovithms that affect SEQ, and other relevant sources of
information that affect SEO and digital marketing.

{00182} Consequently, when the SEHO Score is measured at time-point T1, and then
measured at a later tme-point T2, the difference in SEO scores over that time period
(between T1 and T2) provides a measurement or an indirect assessment of the SEO activity
and/or digital marketing activity of the client for the specific website measured over that time
period. If the SEO activity is stopped or modified, different metrics measured as part of the
SEQ score will be affected and changed, and the score may decrease or increase (if the
maodification improved the measurcments). As a result, the client may monitor and assess the
ctfectiveness of its SEQ providers or internal SEO team, and of its digital marketing activity.
[00183] Optionally, the system may store data indicating how much money was
invested or spent in SEO efforis in each week or month; and the system may automatically
generate and show a graph (or other suitable representation) indicating the money spent,
super-tmposed over the SEO score. The system may automatically deduce that the more
money spent (or, a constant amount spent) caused maintaining or increasing of the SEO
score; or in contrast, the system may alert the user that even though money was spent on SEOQ
(or even, the SEO budget increased), the SEO score decreased and the user may need to take
action {e.g., replace a SEQ provider).

(00184} As discussed above, the RPID algorithi determines a general risk score based
on scores of several (c.g., four) sub-algorithms that arc used for the analysis of cach potential
risk website: relevance, popularity, investment, and damage.

(60185} The RPID algorithm ranks and attributes scores to each domain. its success
relics largely on the pool of domains that arc potentially risky domains, domains that can
infringe on a brand. In order to locate such domains, various mechanisms may be used. Typos
or spelling errors are created from the brand name and potential registered domains are
identified. Search of the brand within the Zone files and using NsLookup (where the zone
files are not identified) are another source. Searches using search engines is another method.

The systern may formulate a query which may potentially locate infringing domains. A naive
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approach would be to simply search for the brand name. Usually the main problem with such
an approach is ambiguity, as a brand name that has multiple meanings would yicld an
unsuccessful query. When checking through the Internet, practically any word may have
multiple meanings. The system uses more vefined gueries that employ specific configuration
and integrate external tools.

[00186] The Relevance estimator may take into account, for example, domain
relevance, content relevance, and graphic relevance.

(00187} A Domain Relevance sub-module may determine a score for the domain name
based on the closeness or proximity of the Domain Label to the brand, and based on the use
of relevant keywords in the string that arve ecither statistically popular or relevant to the brand.
The algorithyn analyzes variations of the brand (such as typographical errors, typo-based
errors, spelling errors, and/or keyword use). Statistical data regarding the popularity of these
variations on the Internet (ie. their statistical frequency in the list of Existing Domain
Names) may be used as part of the algorithm.

[00188] A Content Relevance sub-module may be based on collection of webpages
that were cxtracted by the crawlers as a set of documents. A set of queries structured
specifically for each brand based on the brand, the relevant keywords for the brand, and the
keyword's LSI (latent semantic indexing), are processed on the collection of documents. The
queries provide a score that reflects the relevance of the content to the brand and s
keywords. These gueries reflect the Brand Name prominence, the keywords prominence and
the Overall Brand Relevant Words.

[00189] In order to create a set of keywords which are characteristic to a given brand,
the systemn may use multiple sources of rcliable text which are then formulated into a
keyword query. These sources may include Google search and other search engines, Linkedlin
company information, CrunchBase company information, brand company owned domains,
uscr input keywords, and other sources. The aggregation of such keywords into a query is
done by using a collaborative filtering approach.

[00190] Standard algorithms for text analysis often rely on some specific assumptions
about the set of documents; for example, that the length of documents is within some
rescannable range. However, analysis of documents from the Internet shows that such
assumptions are incorrect. For example, length of a webpage can be as short as a single
sentence and as long as many volumes. Thercfore the system may employ algorithms {(e.g.,
cosine distance matric between a document and a sct of keywords), with special adaptation to

the structure of webpages.
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(00191} A Graphics Relevance sub-module may operate using similar framework as
above; such that a graphical composition query (that measures the colors, logo structure, efc.)
may be processed over the collection of webpages in order to provide a similarity score
between the brand owner's graphical corpposition and the measured webpages.
[00192] The Popularity estimator module generates a popularity score based on
rankings of different measures such as weh-metrics, external tools that provide traffic data,
usage statistics, links structure (number of incoming links, internal links, external, etc.),
position or ranking of the website in different search results of different queries {such as a
query that includes only the brand. a query that includes the brand with one more relevant
keyword, a guery that inchides the brand with different combinations of relevant keywords, a
query of major relevant search terms that does not inchude the brand, etc.) on different Search
Engine Websites (such as Google, Yahoo, Bing, etc.), social media popularity of the website
and/or webpage (such as the number of “likes” or followers, comments and other "buzz"
measures on Facebook and/or Google+ for the page, eic.) and any other data that can provide
information about the usage and popularity of the website.
[00193] The various sources of information are integrated to get an estimation of the
other websites. A normalization function is used before the popularity score is computed.
The normalization function may take into account desired distribution of popularity scores,
desired stability of popularity scores, the distribution of traffic volumes to various websites in
the internet, and the instability of actual traffic to websites on the Internet.
(00194 The Investment level estimator gencrates a score based on fitness of the
website to Search Engine Optimization (SEO) requirernents, usage statistics (measures for the
interaction of the user with the website — for example, on average a website that has a high
investment level may be more engaging to a user than a website with a low level of
investment), analysis of the HTML tags structure and the technologies used to construct the
rebsite (whether these are technologies that require larger investrnent of resources, etc.),
historical records related to the domain name and its owners (for example a domain that is
registered hy the same owner for a long time tmplies a higher level of investment since the
domain owner has paid an annual fee for a long time to keep owning the domain), appraisal
values {such as from domain secondary market websites, appraisal providers, etc.), visaal
analysis of the website, ete.
100195} The importance of individual cormponents of investinent may be assessed

manually, and may also be evaluated based on their prevalence in the Internet, e.g., high
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occurrence of a feature in the Internet may suggest that it is easy to implement # and it should
not contribute much to investment score.
[00196] The Damage estimator generates a score that reflects the damage level that can
be created to the brand owner from the website. A certain website may have a high
Relevance score, a high Popularity score and a high Investment score, yet it might not be a
rebsite that is infringing the trademark and/or harmful for the brand. For example a website
of a non-for-profit organization of people that bave a certain disease that promotes or
discusses a certain medicine for the disease may not be seen as harmful for the brand
Therefore the damage algorithm is intended to provide a score that will analyze whether the
website s damaging or not.
[00197] The analysis may include negative words usage, use of spelling mistakes in
the domain name, redirection to advertisements or websites of competitors, type of usage
(such as a “parking” site), level of usage of banver ads or other types of online
advertiscments, usage for improper business or risky basiness {(such as gambling,
pornography, sale of alcohol or tobacco or pharmaccutical drugs, etc.), link closcness to
trusted websites such as government websites (i.e. how many steps of clicking on links
should be made from a trusted website unti! you reach the measured website), usage of the
website for online commerce of products other than the brand owner's products, existence of
mail servers for the website (i.e. existence of an MX record in the NS records of the domain
name) which may increase the probabiity of SPAM or fraudulent emails sent from the
website (such as Phishing emails), etc.  The algorithm may aggregate information from
multiple sources, such as MX-record, Whois data, web metrics, etc. in order to predict or
estimate the functionality and/or damage of a website.
[00198] Machine Learning: The above features or scores (R,P,1,D) may define the
“measurements” which the systemn employs to rank and score risks. The final score associated

with a domain a function of these four scores all, e.g. may be a weighted sum of these

features, for example:

Score = )ictrpIp}Wi * Si

[00199] The weights Wi may be defined by expert knowledge (e.g., mamually). The

specifics of this function may be adapted to any specific user, based on its interactions with

the Ul of the system. Some actions of the user indicate its dissatisfaction from the current
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scoring function; user interaction such as cease-and-desist or risk level adjustinent, are human
indications that mayv be used as a training set for a machine learning algorithm. The algorithm
may take into account the functional form of the scoring function.

100200] New ¢gTLDs Recommendation: New generic TLDs recomumendation may be
modeled differently from the algorithms described above. Since there is very little reliable
data regarding the new gTLDs, a different approach for ranking may be used. The system
uses a general framework termed semantic relatedness for ranking the relevance of such
¢TLDs to a brand. The systern may find the extent to which a brand is related to cach gTLD
linguistically.

100201 ] Two main approaches may cvalpate such a measure: (A} Information
Theoretic Measures: Find the co-occurrence of both words in websites relative to the
occurrence of ecach individual word. The assumption is that such a co-occurrence bears
linguistic meaning and that search engines return such reliable counts {(actually they do not;
each search engine manipulates a query in various ways). The "Normalized Google Distance”
is an approach for calculating such a measure. (B) Ontological Measures: Use an existing
ontology to locate both words, and then employ graph distance as an estimate of semantic
relatedness. The assumption is that such an ontology exists. The "Wikipedia distance” is an
approach for calculating such a measure.

(002023 Since the above measures both have inherent drawbacks, a different approach
may be used: (a) Instead of using the gULD as a string, a meaningful word/expression(s} is
used to formulate a query for a search engine. (b) Instead of using the counts of the query
result, the links are analyzed. A "good" (cfficient, accurate) query should remirn "good"
{(relevant, accurate, on-topic) links, along with related searches, images, news, or the hike.
The systern uses a measure based on the above. For each link a measure of “goodness” or
efficiency is defined, based on the mentioning of the brand in the snippet and URL, together
with ¢TLD’s words. (¢} Known propertics of the gTLD and the brand (according to its
configuration) are incorporated to get a score more adapted to the brand.

[00203) The systern may use other approaches, that may rely on all three measures
above and navigating around the drawbacks (using different search tactics, rich ontologics
and a “goodness” or efficiency measure that incorporates the system's data provided by the
user).

[00204] A system in accordance with the present invention may be implemented as a
computerized platform or web-based service, or stand-alone software/hardware module(s}), or

as a “Software as a Service” (SaaS) dedicated to Digital Brand Protection and Online Brand
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Management. Optionally, the system may be implemented in other manners, such as, a
bardware and/or software product which may be purchased and then installed and operated
autonomously by a brand-owner or a website-owner, with or without subscription service(s).
[00205] A demonstrative implementation of the system, for example: (a) Monitors the
Internet for sites that potentially risk an organization’s brand or infringe its trademarks; {(b)
Collects a large amount of information from many data sources regarding the site, and
automatically prioritizes the risks based on highly sophisticated algorithms; {¢} Monitors the
organization's own sites using a similar method, collects data, and uses algorithros to evalaate
the sites, in order o help the organization; (d) Better manage its portfolio of sites; (¢}
Svaluate effectiveness of SEO activities; (f) Better monetize its digital assets; (g) Allows
avtomated and intelligent management of the organization's domain portfobio.

00206} The systemn may, for example: (a) Scan and monitor the Internet for brand
abuse — brand and trademark infringement; (b) locate websites that are allegedly risking and
exploiting the brand and/or trade-mark or service-mark or trade-name; (¢) Measure and
collect data about multiple aspects of the suspected websites, including their relevance and
closeness to the brand, their popularity, the estimated investment in their development, and
the potential damage they can create; (d) Analyze and prioritize the different websites based
on their potential risk to the organization; (¢) Provide business intelligence for managing the
brand ounline.

100247} The system may provide antomatic services for analysis, monitoring and
control of digital brand names and domain names management. The system may use web
crawlers and data collectors; may provide portfolio monitor and control; handie variety of
technical procedures, help minimize damage caused by a problem, monitor security, enable
aflocation of organizational responsibility, discover trademark or service mark violations (or
suspected violations) and forgery and assist in fighting against the violating parties.

[00208] The portfolic management module is a module, to which the information
regarding the domain names owned by the organization is fed. The system collects data from
the web relevant to the organization’s digital brands ov non-digital brands (e.g., trademarks or
brands used by the organization offline and/or online}, provides an updated view of current
status. The information is analyzed and prioritized, based on common knowledge built by the
system experience; gathered from the use by all its gsers, by cross organizations prioritization
and by learning the specific prioritization corrections done by the organization’s employees.
100209] The system improves the analysis and prioritization by learning from actions

done by the users. It will first learn from the use by operator’s employees and later it will be
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available for use to other organizations. The collecuve wisdom collected through the use of
the system will enhance and adapt the system constantly.

100210] in some embodiments, the system may utilize a module and/or algorithm in
order to detect, identify and/or determine cross-brand infringement.  In a demonstrative
example, the systern may collect and analyze data, domain registration data, Internet wraffic
data, website content, and/or other data, and may detect that: (a) a first website, such as
“Samsung-Phonez.co.uk” is abusing a first brand that belongs to a first brand owner; and
also, (b} a second website, such as “Nokia-Phonez.co.uk”, is abusing a second brand that
belongs to a second brand owner. The cross-brand infringement detector module may seck
for, and may identify, a pattern among the infringing websites; for example, (A} both of the
abusing websites end with the suffix of “phonez” which is slang or misspelling of “phones”;
and/or (B) both of the abusing websites contain a name of a brand or company that operates
in the same field (e.g., cellular phones); and/or (C) both of the abusing websites are at the
same TLD or gTLD or ccTLD, such as ending with “.co.uk” in the above example; and/or
(B) both of the abusing webhsites share at least ong cominon registration detail, or contact
person, or ISP, or hosting company. or DNS record, or IP address, or other parameter which
may be comunon to both of the abusing websiies. The system may uniquely leverage such
cross-brand infringement detection, in one or more ways. For example, the mere detection of
such cross-brand pattern, may by itself be used as for further processing and/or analysis by
the system; for example, to increase a risk score of cach one of the abusing websites that
belong to this pattern, or to change their status from “possibly abusing” to “certainly
abusing”. Additionally, the system may notify the brand owner (c.g., one of the multipie
brand owners that are involved in the cross-brand infringement; or some of them, or all of
them) about the detected cross-brand infringement, and may thus enable cooperation among
such multiple brand-owners in their subscquent operations (¢.g., legal steps, ceasc-and-desist
notifications, DRP complaints, negotiation to purchase, taken-down notices, or the like).
This may provide multiple bencfits to the cooperating brand-owners, for example, reduction
in costs for taking enforcement action; presenting a “unified” stand of multiple brand-owners
against a conunon cross-brand infringer; and an improved ability to prove in a legal process
that the abusing websites are indeed abusive in their nature as they infringe on multiple
different brands and not only on a single brand. Other benefits may arise from this unique
feature of the system.

[O0211] Soeme embodiments may inchude a module for scamning an entire registry of

domains {c.g., of an entire TLD registry, for example, “.com”, or “org”, or “net”, or “uk”,
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or “.de”, or “.trade”, or “best”, or “pink™) in order to detect multiple domains and/or
wchbsites in that registry, that (A} do not comply with rules that dictate which content is
allowed or disallowed in sach websites on that registry, and/or (B) abuse a brand namge. Ina
first example, an entire list of doroains and/or websites, of an entive registry, may be checked
against a kst of brand names {e.g., of mixed types, or of particular brand types, such as,
fashion brands, computer brands, or the like), in order to detect brand infringement or abuse;
and optionally, the RPID algorithm may be used, an RPID score(s) may be generated, for
websites that are suspected to be abusing. In another example, the content of such websites
on that registry, may be analyzed in accordance with the analysis methods that are described
herein, in ovder to detect non-compliant website content {e.g., pornographic content, illegal
gambling content) which may exist on websites of that registry. In both cases, the resulis of
abusing websites or non-compliant websites, may be displayed as a prioritized lst or a ranked
list, for example, based on descending RPID scores, or based on other score(s) which may
measure or estimate or indicate the severity of the brand abuse and/or the non-compliance.
The list of websites may be accompanied by action items, as described herein, which the user
may selectively initiate with regard to some or all of the websites on the ranked list.

(00212

[

Reference is made to Fig. 3, which is a schematic illustration of a user
interface and screen 300 displaved by the Evaluation Module, in accordance with some
demonstrative embodiments of the present invention. Toolbars 305-306 may allow the user
to make sclections or take actions or display portions of the data; buttons 307-310 may allow
the user to take actions, for example, consult, sort by parameter, filter by parameter, start
evaluation, or the like.

(00213} A brand selector interface 301 may allow the user to select a brand for
evaluation and data presentation purposes, out of multiple brands that the user may define on
the systemn. A level-based distribution box 302 may indicate the distribution of domains, that
belong to that brand, at a certain cvaluation level (e.g., “high” evaluation level, or “medium”,
or “low”}; for example, indicating that at the “lagh” evaluation level, 26 domains are “.com”,
and 11 domans are “.co.uk”, and 9 domans are “.net”.

(00214} Similarly, a TLD-based distribution box 303 may indicate the distribution of
TLDs related to this brand; for example, if the TLD “.com” is chosen, then the TLD-based
distribution box 303 may show that out of all the “.com” domains of this brand, 37 domains
have High evaluation level, 72 domains have Medium evaluation level, and 91 domains have

Low evaluation level.
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[00215] Furthermore, multiple domains or websites of the selected brand may be
indicated on the screen; for example, a first website or domain 311 and a second website or
domain 312; each one associated with a displayed score 321-322, and with specific RPID
values 331-232 for each website (or, only RPI values without the Darmage score if the items
are owned by the brand owner). Optionally, a graph 350 with two vespective graph lines 351-
352 (or other suitable charting component) may demonstrate the score of cach website as a
function of time and relative to other websites’ scores.

[00216] An aggregator data box 360 may indicate additional, aggregated data with
regard to multiple domains that arc related to this brand; for example, how many such
domains have High (or Medium, or Low) evaluation level; how many are “new” and were not
yet evaluated; how many are not monetzed at all; or the like. The lists and items presented
on the screen 300 may be sorted. filtered. and/or searched by using suitable interface
compornents for sorting, filtering, and/or searching.

(00217} In the Evaluation module, mulaple websites that are owned by the client are
concurrently presented on the screen. A scroll down may reveal the next websites in the
cvaluation level the user views. The line for each evaluated website includes basic
information, the score section and a graph showing the evaluation score of the website over
time.

(00218 A switch allows the user to change the evaluation level of the specific website.
The system is a learning system and this switch provides the user input to the system in order
to teach the system. The algorithm of the systern will learn from such a change n the
cvaluation level of a specific website and will be updated accordingly.

[00219] The score section includes a general score calculated based on each of the
RPID algorithms, and the scores of each of the RPID algorithms. Actions can be taken either
for each evaluated website separately, or for a group by selecting several evaluation lines and
using a general "Actions” button. At the bottom part of the screen, a section showing a more
detailed graph of evaluation scores over time is presented. When the user marks one of the
evaluated websites, it is added to the graph. Several graphs of several websites can be
presented at the same time. The evaluation levels may be presented by using different shades
of green for cach level, or by using other suitable color scheme. It is noted that with regard to
domains or websites that are owned by the Brand Owner, the “damage” component or the
damage score may be omitted or ignored or not-calculated; or, an “RPT algorithm may be

used instead of the “RPID™ algorithm described above.
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(002201 Reference is made to Fig. 4, which is a schematic illustration of an on-screen
dashboard 400 which may be displayed in accordance with some demonstrative embodiments
of the present invention. For example, Brand Risks may be divided to multiple levels, such
as three options of High, Medium and Low. High is represented by the red color, Meduim by
orange and Low by yellow. Other colors or indicators may be used, and other number of
levels may be used.

(00221} Opportunities (or Available Domains) may also be divided to multiple (e.g.,
three) levels of importance. The bhlue color is used to present opportunities, and levels are
presented by different shades of blue, where dark bluc represents the most important or
highly important opportanities.

[00222] Evaluation data is presented in multiple (e.g., three) levels, High, Medium and
Low. The green color is used o present opportunitics, and levels are presented by different
shades of green, where dark green represents the sites with the highest evaluation score.
[00223] The GUI may be adjusted to present the data by brand, and also by a business
unit. For example, if a business unit has two brands, then a brand manager of each brand may
watch the data for the brand he is responsible on; whereas the unit manager may watch the
data of each brand separately, as well as an accumulative view of the data for both brands.
The administrator on behalf of the client may define the organizational structure in the
system, and managers in different levels, are able to watch the data of their different units in
both single brand view, and accumulative vicw (unit vicw).

[00224] The main Dashboard allows the vser to watch summary data for all {e.g.,
three) major sections of the system — for exampie, the Protection scction that includes Risks
and Opportanities, the Optimization section that includes the Bvaluation and Monetization
sections, and the Management section that includes domain, hosting and SSL management
data. The numbers of new messages and of notifications may be presented, for example, in a
red square over an icon representing notifications and an icon represcnting messages.

[00225) in a demonstrative implementation, for example, a brand selector box 401 may
allow a user to select the brand for which data is displayed. The dashboard may include a
Protect Panc 410, an Optimize Pane 420, and a Manage Pane 430.

(002261 in the Protect Pane 410, a brand risks box 411 may indicate websites or
webpages posing high risk, medim visk and low risk; and an available domains box 412 may
indicate most important available domamns, guite important available domains, and least

important available domains.
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(00227} In the Optimize Pane 420, an evaluated domains chart 421 may indicate how
many domains owned be the Brand Owner were evaluated (¢.g., per day or per week); a sites
evaluation box 422 may indicate how many domains achicved a high evaluation score, a
medium evaluation score, and a low evaluation score; and a non-monetized domains indicator
423 may indicate how many domains are currently not monetized.

[00228) In the Manage Pane 430, an ownership box 431 may indicate the total number
of domains owned by the organization; an Action Iterns box 432 may indicate one or more to-
do items or action items that are due, with particiilar emphases on urgent or highly-important
actions iterns and the number of domains associated with them (e.g., vrgent rencwals of
domains; urgent renewals of 581 certificates; security actions; management actions; domains
having incorrect seftings).

(002291 Reference is made to Fig. 5, which is a schematic illustration of a Brand Risks
interface 500 which may be displayed in accordance with some demonstrative embodiments
of the present invention. For example, multiple rnisk websites or webpages may he
concurrently presented on the screen. A scroll down will reveal the next risk websites or
webpages in the risk level that the user views. The line for each risk website or webpage
includes basic information, a scaled-down screenshot of the website or webpage, and the
SCOre section.

(00230} A switch allows the user to change the risk level of the specific wehsite or
webpage. The systern is 2 learning system and this switch provides the user input to the
system in order to teach the system how to adjust its algonthm. The algorithm of the system

will fearn from such a change in the risk level of a specific website and will be updated

accordingly.
[00231] The three risk levels may be defined by colors, for example, red for high,

orange for medium and yellow for low. The score section includes a risk score calculated
hased on cach of the RPID algorithms, and the particular scores of each of the RPID
compornents. If the website or webpage was recognized as being part of a group of websites
or webpages with similar characteristics (Risk Patterns), then an icon indicating that it is a
part of that group may be added in the line of that risk website or webpage. Actions can be
taken either for each risk wehsite or webpage separately, or for a group by selecting several
risk Hones and using a general "Actions” bution which may apply to all the selected websites
or webpages. Such actions may inclade, for example: “Mark as Mine”, or “Mark as Not a
Risk™, or “Mark as an Affiliatc”; as well as, for cxample, “send a ceasc-and-desist

notification”, or “send a take-down notice”, or “file / initiate a dispute resolution program /
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DRP”, or “inttiate a negotiation to purchase”, or “Flag this website for additional review or
bhandling” (c.g., to appear in a sub-list of sub-group of Flagged Websites). Other suitable
actions may be available.
100232] When a user clicks on one of the risk websites or webpages presented, the user
may be redirected to a Risk Details Page. The page may include, for example, the following
elements or data-items: The RPID scores of the website; a thurohnail screenshot of the
website; WHOIS data; BDNS records; GEQG information such as the IP address, the country i
is originated from; the ISP hosting the website; etc. It may include details regarding the
cenforcement actions that were taken in regards to the specific website or webpage, including
Cease and Desist notification, DRP complaint filings, negotiation, take down requests, ete. It
may additonally inclade details about the content analysis, inchuding the brand prominence
in the text of the website or webpage, examples for the usage of the brand in the website or
ebpage, keyword analysis, including top keywords relevant to the brand that were found in
the text of the website, traffic and statistics information, SEQ measured data, paramcters
defining the structure of the usage of the website or webpage, whether or not a logo of the
brand was found on it, whether or not the design of the website (of particular website
components, such as butions or toolbar} is similar to the designs used by the brand, or the
like. In addition, a downloadablc full-size screenshot of the wcbsite or webpage, date-
stamped and time-stamped according to the date-and-time it was captured or scanned and 1P
stamped according to the IP address of the webhsite or webpage at the time of scanning, and a
downloadable WHOIS details page date-stamped and time-stamped according (o the time it
was scanned, will be available. These date-stamped time-stamped records may be used as
evidence in a legal process or in court in case the brand decides to take action against any of
the parties related to the operation of the website or webpage.
(00233 Reference is made to Fig. 6, which is a schematic illustration of Brand
Opportunitics interface 600 which may be displayed in accordance with some demonstrative
cmbodiments of the present invention. For example, multiple available domains are
concurrently presented on the screen. A scroll down will reveal the next domain names in the
opportunitics level the user views. The line for each domain inchides basic information and
the opportunity score section.
[00234] A switch allows the user to change the opportunities ievel of the specific
domain name. The system is a learning system, and this switch provides the user input (o the
system in order to teach the system. The algorithm of the system will learn from such a

change in the opportunitics level of a specific domain name and will be updated accordingly.
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[00235] The score section includes a general score calculated based multiple

afgorithms, and the separate scores of each one of those algorithmos. Actions can be taken
cither for each evaluated domain name separately, or for a group by seclecting several
opportunitics lines and using a general "Actions” button.  Actions can be, for example,
register the domain, add the domain to a shopping cart for purchasing, keep the domain in a
“wish list”, etc. The opportunities levels are presented by using different shades of blue for
cach level, or by using other suitable color scheme.

[00236] Reference is made to Fig. 7, which is a schematic illustration of Management
Module interface 700 which may be displayed in accordance with some demonstrative
embodiments of the present invention. The GUI of the management section s intended to
present wnporiant information for the management of the client’s domain name portfolio,
hosting, SSL certificates, etc.

[00237] The main page of the management module allows guick access to data and
groups of required action based on urgency level, based on how close the deadline to act is
{e.g., action must be taken right now, or today, or this week, or this month, ctc.), based on the
cstimated budget involved in each action, and/or other classifications or criferia.

[00238] The system can prioritize (or de-prioritize)} different actions based on the
evaluation score of the website — for cxample, the user can define that when a website with a
high evaluation score is up for renewal then it will cither be automatically rencwed or marked
as urgent (even if it is in the low level of priority such as the 90 days prior to expiration date
level presented in the screenshot). Other actions can be prioritized (or de-prioritized) in a
similar way — for example the use of a sccurity solution such as namelock or namcwaich is
prioritized based on the evaluation score. For example, websites with a high evaluation score
are presented in the security section as "required”, websites with a medium evaluation score
are presented as "recommended”, ete.

(00239 Reference is made to Fig. 8, which is a schematic illustration of Management
Module sub-section interface 800 which may be displayed in accordance with some
demonstrative embodiments of the present invention. For example, moving from a line in the
main page of the management module is performed by clicking the arrow on the right hand
side of a specific line — such as "Renewal”, "Security", "Registration”. The central part of the
page 1s swiped out to the left and the detailed section swipes in simultancously from the right.
The lne with the data that was presented in the main page of the management section, is

prescnted as a headline in the top of the detailed section, and the detailed information is
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presented under it. Clicking the arrow in the headline will swipe the central part back to the
main page.

(002441 The time left to take actions {(such as renewals) is presented in the number of
days, and a circle of 30 dots around. Based on the number of days left, an equal number of
dots will be colored. For example if there are 21 days left for renewal — 21 dots will have
color, and the 9 left will seem as colotless. Other suitable methods may be used to indicate
the wrgency or non-urgency of tasks, or to mdicate the remaining time frame until each
deadline.

(00241} The following definitions and terms may be used, in the discussion herein, in
conjunction with some demonstrative embodiments of the present invention.

[00242] The Domain Name System (DNS) is a hierarchical distributed naming system
for computers, services, or any resource connected to the Internet. It associates information
with domain names assigned to each of the participating entities; and it translates domain
names meaningful o humans into the numerical identifiers associated with networking
cquipment tor the purpose of locating and addressing these devices worldwide.

(00243} A domain name is a name for an Internet Protocol (IP) address of a website.
Since [P addresses consist of a combination of numbers, domain names are a way for people
to remember where a website can be found without having {0 memorize combinations of
nurabers and periods. Some embodiments may distinguish between two parts of the domain
name, for example “www.example.com”, which are the Label and the TLD (Top Level
Domaim).

(00244 Label is the name which the domain name owner chooses, which ends with a
“ {aperiod). In the above mentioned example, the label is the word "example”.

[00245] TLD is the suffix that follows the label separated from it by the 7 (the

period) and associates it with a zone of the world. In the above mentioned example, the TLD

J

18 "com".

~

[00246] The original top level domain names are known as "generic" TLDs (gTLDs).
The “.com” is the most desired because most major corporations adopted it early on, and #t
became the best known and most relevant. However, if a “.com” name has already been
registered, the alternative is to use another gTLD such as “net” or “.biz”.

[00247] The following are some examples of the current available gTLDs: *.com” for
commercial; “net” for network-oriented entities (in the past) or for other entitdes (at present);

3

“org” for non-profit organizations; “.int” for international treatics or entitics; “.biz” for

business entities; “.info” for general usage; “mobt” for mobile websites; “.tel” for directory
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of organization’s phone numbers; “jobs” for job recruitment wehsites; “.musem” for
museums; “travel” for the travel industry; “.pro” for professionals such as lawyers and

B

doctors; “.xxx” for adult-oriented wehsites or pornographic websites; “.edu” for universitics;
“.gov” for government branches; “.oul” for military. Additionally, each country may have its
own ¢c¢TLD or country code TLIDL

[00245] Domain hijacking is when someone illegally or frasdulently takes vour
domain away from you. Usually it is accomplished by falsifving a transfer authorization. It
can also be done by somebody temporarily changing critical records of your domain such as
the managing DNS server records, the A record, or the like.

[00249] Domain name speculation is the practice of identifying and registering or
acquiring Internet domain names with the intent of selling them later for a profit. The main
targets of domain name speculation are generic words which can be valuable for type-in
traffic and for the dominant position they would have in any field due to their descriptive
nature. Hence generic words, their combinations as well as phrases such as insurance, travel,
shoes, credit cards, and others are attractive targets of domain speculation in any top-ievel
domain. The speculative characteristics of domain names may be linked to news reports or
current events. However, the effective period during which such opportunities exist may be
limited. Quick turnaround in the resale of domains is called domain flipping.

100250} The Extensible Provisioning Protocol (HPP) is a flexible protocol designed for
allocating obijects within registries over the Internct. The motivation for the creation of EPP
was to create a robust and flexible protocol that could prowvide commumication between
domain name registrics and domain name registrars. These transactions are required
whenever a domain name is registered or renewed. The EPP protocol is based on XML - a
structured, text-based format. The underlying network transport is not fixed, although the
only curmrently specified method is over TCP. The protocol has been designed with the
flexibility to allow it to use other transports such as BEEP, SMTP, or SOAP. Not all
registries use EPP, and those that do, perform different changes for their own registry,
climinating the standardization of the protocol,

(00251} Domainer is someone who registers/buys domain names in order o gencrate
revenues either from traffic of users that are exposed to advertisernents (usually Pay Per Click
ads, or other types of online ads) or by selling them for a profit. Usually, until these domain
names are sold, they are used for advertisements, and are called "Parked Domain Names”.
100252} Namelock is a product or feature of the system in which the settings of the

domain cannot be changed on-line, including the DNS servers, the BNS records, and all the
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domain owner data. A suitable way to prevent a domain from being hijacked is to use the
Namelock or other suitable locking mechanism or non-modification mechanism.

[00253] Registrar-Lock statas of a domain exists when a domain is locked, a domain
transfer cannot even be started by another registrar. A domain in registrar-lock status means
that the registrar for that domain has locked the domain to prevent any unauthorized domain
transfers. Usually the actual registrant has a setting in his account that allows him to lock and
unlock his domain at will, for example, through an online interface or control panel.

[00254] Parking a domamn {otherwise known as domain parking) means pointing a
domain name to a placcholder web page which tells visitors that this domain has alrcady been
taken. Most people use this feature to provide a temporary page for visttors to sec while they
decide what to do with their domain. Usually the vegistrar may provide that page and may use
a domain parking system that will exhibit PPC (Pay Per Click) ads (or other ads) on the page.
In the case of "Parked domains” the systems and structure of the pages are similar, and these
are cases in which “domainers” and others are looking to benefit from the waffic generated to
different domain names.

[00255] Domain forwarding occurs when a domain name is antomatically redirecting a
visitor to another website {can be done using HTML or a script to do the redirection, or
through the DNS records of the domain name itself). When a domain is set to forwarding a
visitor to another page, the domain's name does not stay in the web browser’'s URL bar.
Instead, the new page's URL is displayved, unless a "Framing” script or page is used.

[00256] WHOIS (pronounced as the phrase “who is”) is a query and response protocol
that is widely used for querying databases that store the registered users or assignees of an
Internet resource, such as a domain name, an IP address block, or an autonomous system, but
is also used for a wider range of other information. The protocol stores and delivers database
content in a human-readable format.

(002573 A DNS server or a name server is a server that returns an [P address when
given a domain name. This IP address is the domain's location on the Internet.

[00258] NameWatch is a product or feature of the system that periodically scans the
domain settings by contacting the relevant Registry's database and the authoritative DNS
server, looking for any change in the domain setting. Once a change is found an alert is given.
Since sometimes the DNS servers or the registries are not accessible for a short period of
tirme, there are false alarms from time to time. For any change in the setting the customer is

contacted to find out if he did the change.
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[00259] Risk analysis has been discussed above, and may inciude, among other
operations and features, a thorough analysis of all digital brand risks associated with an
organization's brands, products and trademarks / service-marks (registered and/or pending) in
all relevant countries, including a detailed audit report of its domain name portfolio. In the
risk analysis the systemn may analyze the current and potential nisk from domain names not
owned by the organization in regard to a specific brand name; and may determine the current
and/or potential damage to the brand earnings or to the brand value. This analysis may be
done for a group of websites related to the brand name.

{00260} Opportunity Analysis determines what may be the potential value of 3 domain
name (that i3 not owned by the organization) to the brand.

(00261 ] Risk & Opportamty Analysis {(ROA) is performed when a new brand is
launched or ransferred to the sysiem, and updated periodically automatically.

[00262] Domain Portfolio Administrator (DPA) is the role dealing with all the
administrative procedures resulting from the legal and brand manager decisions, e.g.,
registrar domain name transfer, registrant domain name transfer, domain name registration,
DNS settings, or the like.

[00263] in the context of Brand Moniforing, some embodiments may perform: (a)
recognition, by using domain data collection (¢.g., from IDNs} and scmantic content scanning
(e.g., inchuding multi-lingual content); (b) analysis, including data mining, patiern
recognition, and prioritization; (¢) active handling, by automatic responses and/or follow-up
actions, and continued monitoring of activity.

[00264] The advanced data analysis and corrclation capabilitics may include:
Automatic prioritization of risks and violations based on algorithm; Algorithm for sorting
capabilities to locate patterns of violations or infringernents or suspected infringements
(locate lcading cyber-squatiers according to different data available); Aggregation of data
(e.z., locating all domains violating the brand in the site, in order to ask Google or Yahoo! or
Bing or other search engines, to delete or hide the violating domains from their search
results).  Other operations may be performed as part of the Risk Analysis, as described
herein.

[00265] The multilingual content analysis may enable: locating of Phishing or
Pharming attacks; Locating brand violation within violating websites; Locating slander sites;
Locating sites that monetize using the brand {through ads, direct sale, or the like).

100266} The automatic or “oune-click” actions according to the analysis may include:

Augtomatic alerts of high-risk violations; Automatic “Cease and Desist” notifications to the
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domain registrants and to other involved parties; Automatic requests to ISPs and hosting
companics to disable violating sites; Monitoring of replies, and automatic follow-ups on
requests, all controlled in an easy to use managoment system; Automation and control of

domain transfers (of those that will surrendery; Full compatibility for IDNs and different

languages.
[00267] The system may allow the user to see the information for the whole portfolio

or just a specific brand or a group of related brands or to a specific country/zone or a group of
countiies. In short any filtering of the information. The ROA may be performed on a specific
brand.

[00268] The system monitors: (a) Domain names that are related to the brand, such as,
names in which the brand name and/or relevant keywords appear, including “typos”, spelling
errors, typographical crrors, and/or other linguistic mutations; (b) websiics, which mention
the brand name or related keywords in their content with the intention to sell relevant
products andfor services, sell counterfeits, commit fraud, or otherwise abuse the brand.
[00269] Complete Brand Management and protection may include: {a) Monitoring and
fighting web-sites that abuse the brand and/or infringe the trademark; (b} Building the
domain portfolio wisely in order to prevent others from stealing revenues {or from
monetizing on a brand owned by another entityy and to prevent dilution of the brand or
trademark / service-mark; (¢} creating the strategy for domain name portfolic managerent,
including prioritizing domain registration of available names, abandoning domain names
which do not contribute o the brand, prioritizing for which domain names {0 activate seeurity
solutions, or the like.

100270] Accordingly, in a demonstrative systern, a brand protection platform may
include: (a) a portfolio / brand overview presentation module (for all the domains relevant to
the brand being protected); (b) a risk analysis module (for violating domains and/or violating
websites); (¢} a digital presence / online presence strengthening module (for identifying
available domains having opportunity potential); and in conjunction with the above decision-
support modules, ROA process, setting and monitoring, and also supporting a new brand
launch based on collected data analysis.

(002711 in some embodiments, the main focus of Brand Monitoring is on Taken
{already vegistered; currently registered) domamn names and websites. The taken domain
names are divided into: affiliates; not active; active websites which may be involved in one or
more of the following: (a) redirection to other websites; (h) Competing use; {¢) Selling

counterfeit merchandise; (d) Containing slander or libel or defamation, or misrepresentations
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or inaccurate information; {e} Fraud, phishing, pharming; () Legitimate {or legal) unrelated
use {g) Parked domains that contain ads (such as PPC ads) of different products and services
including competing products and services.

100272] Before the system monitors the brand, it may collect data relevant to the brand
and analyze it. This process may be called Risk and Opportunities Analysis (ROA). The
research of data will produce the following results: (a) A List of all taken domains and thew
current usage characteristics (i.e. active websites, brand exploiting websites, fraud, PPC
parking, redivection to other websites, etc.}; (b) the content analysis of cach website and the
level of its relevance to the brand (c) A table with the investment index and an investment
analysis for each of the taken domains; (d) A List of the company owned domains and their
current usage {Le. redirect to one of the company's active websites, inactive, redirects o a
PPC parking page, etc.); (¢} A list of the company owned domains that have inaccurate
contact data; (e} A list of the company owned domains that do not have updated DNS servers'
definitions; (f) A table with the Search Trend Index for the main brands in different counttries;
(g Print-screen {screenshots or screen-captures) cxamples of Taken domains, in full size
and/or in scaled-down version or thumbnail. Other suitable operations may be performed as
part of the Risk Analysis, the Opportunities Analysis, or the Risks and Opportanities
Analysis.

[00273) Based on the results found in the rescarch, a thorough analysis may be
automatically conducted by the system in order o conclude the following: (a) Availability
Distributions of researched domams, according to different perspectives: general perspective,
priority domain names, and high-risked domains; This analysis allows evaluating what part of
the optional registrations with the company's brands is owned by the company, taken by
others or available, across the different perspectives. (b Domain portfolio utilization - the
Distribution of the usage of the company's domain portfolio. This analysis provides a view of
the level of utilization of the company's current domain portfolio according to the web
marketing strategy of the company. (¢) Brand exploitation by others - the Distribution of the
usage of taken domains and other websites that contain content that abuses the brand. This
analysis provides an understanding of the level of exploitation or utilization of the company's
brands by third parties. (d} Company exposure in different countries - analysis of the level of
exposure of the company across different countries according to the search trends and the
current owned domains. (e} Brand sccurity risks - a summarizing analysis of the company's

exposure to the different Digital Brand Security risks based on the research results.
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(00274} The system may distinguish between the following domain names lists:
Owned; Available; Taken. Each list is analyzed, prioritized using a different scoring
function, monitored separately; and relevant information is presented.

[00275] For example, the Owned domain names info may inclode: current usage
{(domain portfolo utilization); currently uvnused — recommended for self-monetization;
current security measure used; indication of having inaccurate contact data (domain contacts
accuracy); indication of not having updated DNS servers' definitions (DNS accuvacy). The
Owned domain name analysis resslts based on evaluation algorithms may assist in making
the following decisions: (a) Domain names at risk — need increased security measure; (b)
Relative contribution to brand — help in decision how to better utilize and which to abandon.

(00276

[T

The Taken domain names info (they are constantly or continuously or
periodically monitored for change of use) may include: current usage characteristics;
investment index; which of them violates trademark either in the domain or in the content.
The Taken domain names analysis results based on evaluation algorithms may help make the
following decisions: (a) Domain names to take legal actions against; (b) Domain names {o
purchase.

(00277} The Available domain names analysis results based on evaluation algorithms
may help make the following decisions: Which available domains to regisier.

100278} The ROA may be used to establish the company's Domain Portiolio
Management Strategy: (a) Registration strategy - according to avaiability and brand
prioritics — creating a hist of domains to be registered; (b} Acquisition strategy - according o
the current usage and investment index of taken domains and brand priorities - creating a list
of domain names to negotiate for buyout; (¢) Deletion strategy — in cases of abundant brands,
or umneccssary domain registration — creating a list of names that can be deleted from the
cutrent portfolio or can be abandoned (e.g., passively, by allowing a domain registration to
cxpire without rencwal).

[00279) Brand data collection may include collection of the data that may be required
in order to perform the risk analysis process regarding a specific brand: (a) Brand name,
associated trademarks and slogaus; (b Countries of activity (e.g., countries in which the
company has local branches and/or local subsidiarics, or local affiliates, or customers, or
intended markets where the company intends to establish local presence or perform
marketing activities; or countries in which this brand is marketed; for each counwy, related
local variations of the brands and their priorities; as well as countries in which customers are

looking for the brand in spite the fact that the company has no presence there); (¢) Domain
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names related to the specific brand {(for example, the following may be required for domain
names which are not managed by the system operator: A currently known list of the
company's domain names; a list of the company's main active wehsites; the DNS servers'
details that should be used by the company for its active websites; list of domain names used
for email accounts; the expected contact details for the company's domains, including (if
applicable) the details of subsidiaries and country branches; (d) Keywords relevant for the
brand, for example keywords that are search-terms used in search —engines in which the
brand advertises itself; {e} Competitors’ websites list.

{00280} in the research scope definition stage, based on the data collected, an initial
analysis will be performed by the system in order to determine the scope for the planned
research, inchuding: brand-related domain names; brand-related websites.

(00281} In identifying brand-related domain names, the following may be taken into
account: (a) Naming variations — listing different variations of the names to be examined,
inchuding major misspellings, typos, word swaps, use of hyphens; (b) Researched TLDs —
defining the relevant Top Level Domains to be used in the analysis. A function will define
which TLDs should be research based on the list of countries provided by the customer, and
based on rules defined in the system (for example, gTLDs that should be researched).; (<)
The system may propose a set of additional TLDs to be searched, based on a process that
finds relevant countrics for the brand that were not defined by the user (e.g., utilizing Google
trends) or rather ; (d) Additional TLDs — the system will have a set of rules and will use tools
in order to offer relevant TLDs that the user may miss; (e) The ROA may be done on fuli list

researched TLDs (the system may define all TLDs as relevant for analysis) for all name

variafions.
[00282] In identifying brand-related websites, the following may be taken into

account: (a} Vielating / infringing and competing websites - a search is also done to find
relevant web-sites in which the domain name does NOT contain the brand or a variation of
the brand; (b) Analysis of Search Trends for main brands; (¢} Analyzing search trends of the
main brands as search terms in different languages and countries, in order to evaluate the
level of interest in these brands and in order to find possible infringing websites.

[00283] The search for relevant websites may be done once every T days. The search
will be based on the brand name, the relevant keywords and the other data provided by the
user fo the system. The systern will use an algorithm to filter the resulting list of websites in
order to prioritize the risk level of the websites. The relevant web-sites will be presented to

the user, and the user will be able to provide its own input on the level of the risk.
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(002584} The system may know which domain pames are owned by the organization. If
the system manages the organization’s domain portfolio it has this information, otherwise the
user will provide the list and systern may check it by verifying that the registrant is actually
the organization.

[00285] With regard to domain names operated by affiliates, not owned by the
organization, but have the brand as part of the name: The user will be able to mark for each
website whether it belongs to a known affiliate and if 50 — may have an option o mark onc of
the following options: {a) The affiliate has permission to uvse brand related domain pames
and/or brand related content; {(b) The company wants to take over the domain names — mark
the preferred action, ie. let the system operator take care of a transfer process. The brand
manager and/or other users who may act on behalf of the Brand Owner {e.g., legal advisor,
legal department, IT manager, marketing manager, Intelicctual Property (IP) manager, project
manager, CFO, or the like}y may make similar decisions. For example, the legal department
looks for trademark violation and trademark violation preventive actions, while the brand
manager looks to better utilize the web for the company interests {¢.g., protect from, or stop,
or prevent trademark violation, trademark abuse, or traffic stealing with or without
questionable trademark viclation).

[00286] The system may build its own “domain name database”, in order to build and
constantly update the system’s own databasce of domain names that are relevant to the brand
heing protected. The system will have a database of worldwide registered domains, which
will be ased to find whether a domain name or a variation of it is registered. The database
will provide searching with partial name, ¢.g., search the database to find whether a domain
name containing the brand name “Yahoo” exists, e.g. “12Yahoo ABC.com” and of variations
and typos e.g. "Yabo.com". There are public databases which contain lists of registered
domain names for specific TLDs; but those databascs do not provide the required search
capabilitics of searching within the domain name.

[00287] The system may constantly update this database with every domain name the
crawler encounters while searching the net. The system may initiate intentional crawler scans
for this purpose. The systern may use recursive or iterative crawling. The system may
employ learning algorithm to better prioritize the lists.  The learning may be from all
organizadons that belong fo the same sector (For example, retail is not the same as non-retail;
sales differ from service). The systemn may fine-tune the leaning based on the interaction
done by emplovees from the same company. In the Taken domain name list, the system may

distinguish between violating and non-violating domain names.
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[00258] In order to fight the “violating” domain names, websites and webpages, the
system may look for patterns among violating domain names, websites and webpages. The
systern tracks the “violating” domain names, websites and webpages for change in activity,
analyzing the change. Once an action i performed regarding a taken domain name websites
and webpages, it would be monitored by the system more frequenty.

[00289] Examples of miutomatic or semi-automatic actions that the system may initiate
or take are: {a) Send “Cease and Desist notifications to the registrants; (b} Automatic requests
to I5Ps and hosting companies to disable {shut down, take offline) violating domains,
websites and webpages; (¢} Generate legal material, generate cvidence showing or
demonstrating the violations or infringements.

[00290] The system presents the user with a priovitized list of available domains. The
user decides out of this list which domains he wants to register. He may register part of the
list because of budget limitations, and the rest he may add to a prioritized wish-list of domain
names to buy. The system may track the available domain names which the user did not buy,
and may notify the user once someone else has bought it and it is in use.

(00291} The system may enable one or more processeas, which may be initiated and/or
performed by a brand manager, an operator of the system, a legal consultant, an automatic or
semi-automatic computerized module, or a combination thereof. Such processes {(or “use
cases”) may inchude, for example:

(00292} (a) Set-up / Update brand ROA scope; the user provides the brand name and
refevant keywords and relevant countries and/or TLDs, competitors data, scctors of activity, a
list of domain names owned by the organization, etc.; the user may at any time add or change
the data; once the ROA set-up is done or updated, the system activates the ROA process.
[00293] {b) New brand launch: The systern may help the user assess the curvent status
of a new brand name that the organization intends or counsiders to launch; the system may
create an ROA for the infended brand; once the ROA is available the system may support the
aser in moaking brand decisions; possibly providing the ROA in parts (e.g., immediate results,
intermediate results, and final results) as results are gradually accumulated.

(00294 {c) Perform1 ROA: The system may collect relevant data, process the data and
organize it in order to provide detailed reports, presentations and alerts and assist in making
decisions regarding websites, webpages and domain names.

[00295] {d) Momtor the RODA and update it on a contingous basis.

[00296] {c) Make ROA-based decisions; assist the user in making decisions based on

ROA results, for example, (1) Which available domain names to register, (2) Against which
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websites or webpages to activate legal actions, {(3) Which taken domain names to purchase
and what budget to allocate, (4) Which owned domain names 1o increase sccurity measures,

{3) Which owned domain names to self-monetize and which to abandon.

100297] {f) Consult with another teamn-member regarding different issues or actions
needed.
[00295] {g) Approve or provide opinion: allow any employee, even those who are not

direct users of the system, to receive a request to approve or consult a decision, and provide
the approval or consuliation in an efficient manner {e.g., presenting to such employee an

approve/reject interface for quick decision).

[00299] {h) Retrieve approval / consultation documentation, for previous events.
[00300] (i) Start domain negotiation; the user may allocate budget and activate the

negotiation process done by the systemn.

{00301 ] (1) Handle the purchase negotiations; once the customer gave the order and
allocated the budget, the system may start the negotiation and document the actions taken and
current status of negotiations; the system may send reminders, updates and reports to the user.

(00302} {k} Create / update landing page template; create landing page for a specific

4
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brand, from several possible pages provided by the system; this page may be used for self-
monetization.

100303} (1) Translate landing page; once a landing page was generated in onc language,
the systern may translate it and generate landing pages in other languages.

(00304 {m) Momnitor legal actions; mouitor responses to the sent-out notifications and
domain status, provide automatic follow-ups on requests, and monitor domain transfer on
those who surrender.

[00305] {n) Detect patterns among violating websites or webpages; find common
patterns among websites or webpages either violating brand trademark or causing damage to
the brand in any other way.

(00306} {0} Discover about-to-be-available domains; the systermn checks daily to find
domains related to the brand that are about to become avatlable; such domains may be
prioritized and displayed to the user to enable him register them before a cyber-squatter does
80.

[00307] {p) backorder of Taken domains; and subsequently, backordered domains may
be registered automatically by the system to the benefit of the brand owner.

100308} In a demonstrative implementation, the system may perform Set-up / Update

of Brand ROA Scope. The system may define the required data for the ROA process,
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including sector, brand name, langoage, variation list, relevant countries, main company web-
sites and competitors. The process may be relevant for existing brands, for new brands,
and/or for brands that the organization intends or considers to launch or to adopt.

[00309] For example, User chooses to set-up brand ROA. The system requests:
sector, brand name, related key-words / phrases, relevant languages, countries or regions of
activity, other relevant main company web-sites; as well as competitor names, their brand
names and their main websites. In case the brand name is built from more than one word, the
user may provide the brand name parts. In case the domain names are not registered in the
system, the system requests the list of owned domain names related to this brand. The user
provides the data he/she has. The system may suggest brand/sector relevant keywords /
phrases / tags using an algovithm and Internet based resources. The system may present the
combined list of keywords / phrases. The user may edit the list adding from the list of
suggestions and heflshe may delete keywords he/she entered before.

(00310} Then, the system generates a list of brand name variation; and a list of
keywords 0 be used in the search of violating web-sites. The system generates the list of
TLDBs to be used in the analysis, based on countrics cntered by the user and defined rules
{such as TLDBs that should be searched, association between country and TLDs, etc.). The
system may define all TLDs to be searched. The system associates which name variations
will be searched for each TLID. The system may presents a summary of the ROA set-up data.
The system may estimate the time it will take before the ROA will be ready. The user
chooses to start ROA, and in respouse, the system starts the "perform ROA” process.

(00311} Success criteria for this process include, for example, storing of the following
data: Sector, brand name and ifs structare (in case it consists of morve than one word); Search
keywords used to search for violating web-sites; Brand main web-sites; Languages; Countries
of activity; other relevant couniries; Competitors, their brand names and associated main
web-sites; for cach TLD in the list, which name variations to analyze (e.g., scarch all
variation for all TLDs). The process of data collection may then start. The user may receive
a tine estimate for getting the ROA results. The list of variations is used to find domain
names competing through the use of domain name with the brand; whereas, the list of
keywords is used to find violating web-sites {(e.g., especially relevant when the brand name is
a generic dictionary word, such as “Gap”).

[00312] The “Brand Check™ process may help the user to launch a new brand for
which the organization has no registered domain names yet. The system will help the user

understand the current status of a brand (ie. whether it is widely used or not), to find an
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appropriate available variation of the brand if needed, 5o that the brand can be launch with
cnough associated available domain names, to avoid from future risk of brand exploiting by
competitors or third parties, or from the need to purchase many domain names that are
afready taken and already use the considered brand. Once a name was chosen, the process
continues with set/update brand ROA scope.

[00313] For exarople, the user chooses “New brand launch”. The system requests the
following details: Brand name or several possibilities; Sectors; Relevant keywords. The user
enters details; the user may need help generating keywords, help in coming up with possible
names. I the user was unable to decide on a brand or on relevant keywords, the system will
generate a list of keywords based on search trends and dictionaries. The user chooses several
optional brand names and related keywords he/she wants to check. The system provides the
following relevant information regarding the provided brand names: Available/taken
domains. The user decides about the brand name. The process continues with “Set-
up/Update Brand ROA Scope”. The list of brands may be priovitized. Based on the above or
other parameters. The function will give priority to brands in which availability is higher, or
if the domains are taken - to those that are used for ads and not active web-sites.  Success
criterion for this process may be: A brand name was chosen. Optionally, the user may be
looking for a brand with available domain names and does not find any brand with enough
available domains that he likes; the user may update optional brands, keywords, or the like so
that the system will provide an update ranking, until he finds the suitable one.

(00314} The process of “Perform ROA™ may collect all available required information
regarding domain name variations and relevant websites; process the data, using algorithms;
orgamze the analyzed data to be used for reports generation and decision support. The
process may utilize crawlers, registries, registrars, and may have pre-conditions: (a) a list of
relevant domain names or domain names that are owned by the brand was generated by the
systeny; (b) a list of relevant keywords used o find competing websites that include the
brand, was generated and approved by the user.

[00315] Once the data necessary to perform an ROA is set in the system the user will
initiatc the ROA process. The completeness of the data provided may affect the results of the
analysis. The system should make this point very clear and support the users in the data
collection and entry as much as possible. The systemn uses a set of crawlers o collect the
required data from the web. It requives finding the relevant webhsites and domains, scanning
all of their content, crploying smart algorithms to analyze their content. Data collection

tools may inclade: Scan of domain name registries / TLD root servers; Scan of WHOIS
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databases; Scan of DNS servers (zone files): a vertical web crawler and divect queries in
order to retricve all required information available regarding the websites that are active
under the domain names in the list of relevant domain names; a different web crawler with
the generated keywords list to find violating websites or wehpages that are not in the first list
and most likely do not contain the brand name in their domain name; statistical data and other
ranking data collected from third party providers

[00316] Following the previous steps of the analysis, the system may employ different
technologies, tools and methods to perform the following resecarch: (a) Domain names
availahility; (b) Taken domain analysis. In the Domain Names availahility analysis, the
process may conduct a search of the set of variation in the relevant TLDs to conclade which
domains are registered and which are available for registration. For exarnple, Registered
Domains identification may include: (A) Collection of the complete WHOIS data of all
registered domain names in the rescarch; (B) Identifving which domains are owned by the
company, and which are taken by other partics; even though the user provided the list of
owned domain names, the sysiem may verify again which domain names are owned by the
company and discover mistakes in the initial data entry; (C) Within the domains owned by
the company, perform: (1) Examination of the contacts specified in the WHOIS data and
identifving domains names with old data or inaccurate data; (2) Scanning the WHOIS data to
identify which domains do not have updated DNS servers' definitions; (3) Inspecting which
domains are not in use and which are redirected incorrectly.

[00317] The analysis of Taken domains and other websites found in the web crawling
process may include: {a) Collection (e.g., downloading) of the entire or partial
website/webpage content; (b) Using the website/webpage content, identifying the usage
characteristics of domain names with the company's brands that were taken by others —
identifving whether they are used for active websites, brand exploiting websites, fraud. PPC
parking, redirection to other wehsites, and optionally generating a Damage score or
catimation based on these and/or other parameters; (¢) generating Investment Index, by
analysis of different Search Engine Optimization (SEO) factors, such as page rank, internal
and external links, traffic ranks, ete., to cvaluate the level of investment made by the current
owners of each of the taken domains.

[00318] The analysis of Taken domain and other websites found in the web crawling
may use the following information: {a) Web site content — used to idenaly the use of the
website, whether it has slander content, whether it sells products or services of any type

(related or unrelated to the brand); (b) Contacts information; (¢} DNS server; (d) Whois
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domain mformation: registrar, domain status, expiration date, and name servers, comtact
information for the owner of a domain name or [P, IP and IP location information, web server
information, related domain availabiity, premiom domain listings, DNS name servers, DNS
records; {(e) Analvtics data: Page rank, maffic data, waffic rank, SEO index, number of
indexed pages in search engines, number of back Hnks, number of ovtgoing links, is it
registered in leading indices, is it registered in social networks and tag websites, how long the
domain is registered, until when is it registered, registrar source {(black hat/white hat), which
technology the website is built in (flash, btml etc.), Alexa rank, subdomamn information
[00319] Each domain name variation is scored with the relevant scoring function
{depends on the list it belongs to). The lists are ordered by score. The data s organized so it
will be ready to be used for reports and decision support.

(003201 The ROA will run periodically. Each time a now ROA is run, ifs resulis are
compared with previous ROA The changes may affect the score of domain names and the
reports. The system may alert the user about “meaningful” changes. The system may advise
the user about possible actions and enable immediate action.

(00321} The process may identify and/or react to, the following changes: (3) Change in
a registrant; {b) Registrar transfer of a domain name; (¢} A significant change of the website's
homepage. For example, a change from a parked domain stricture 0 a more "active” website
structure — may be meaningful. Moreover, the systermn may give the user an option to closcly
monitor specific domains/websites than others; the systern will monitor these domains for
changes more frequently than the regolar ROA monttoring. If an available name becomes
taken, then display its current use. If a Taken domain becomes available, then display a list
of these names, with analysis of value; the analysis may take into account data collected
while the domain was taken. Optionally, the system may include in available names a
notification that a particular domain was taken until a predefined time ago. For a domain that
was in bhackorder, inform the vser if the systern was able to capture it, or in case it was
deleted but taken by someone else. Monitor and inform about change of registrant of a taken
dornain name.

(00322} The process may monitor the change of use and content of a taken domain
name, website or webpage: From unused o used for ads or website; From advertisement to
website; Level of change in the relevance of the content to the brand. Pach taken domain
name, website or webpage may be characterized as follows: (a) Category of a taken domain
name, website or webpage effect on the brand (some categorics may co-cxist) {¢.g., Violating

trademark; Competing use; Selling counterfett merchandise; Containing slander; Fraud /
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phishing site); (b} Category of uses of a taken domain name, website or webpage (c.g.,
Landing page; PPC page driving traffic to competitors; Active web-site).
[00323] Once the user marked the set of taken domain names, websites or webpages
that interest him, the user may request a more frequent ROA update on those domain names,
websites or webpages that interest him.
[00324] The process of “Make ROA based decisions” may support the user in making
decisions regarding his portfolio, specific brand and its related domain names and start the
relevant processes, 1.e. registration, registrant fransfer, domain name parameters update. A
precondition may be that the ROA is done or updated. The process may support the user in
making any of the following decisions, and provide astomatic system recommendations for:
Which available domain names to register; Which taken domain names, websites or
webpages to start negotiate in order to buy; Which taken violating domain names, websites or
ebpages to start legal actions; Which domain names need better security measures; How to
self-monetization of owned vnused domain names {(e.g., which landing page to use, or (o
which website to forward); Which owned domain names abandon (to cancel renewal).
[00325] The process may, for example: {(a) Prioritize taken domains, websites or
webpages by how muuch they risk the brand; (b} generate automatic alerts of high-risk
violations; (¢} prioritize the available domains by their potential risk or value; (d) display the
use (current use and/for historical usc) and investment index of cach domain name — this helps
predicting how casy it will be to purchase the domain; (e) provide necessary data and
documentation regarding brand violation; () help decide against which domain names,
wcbsites or webpages to take legal action next, by finding groups of violating domain names,
websites or webpages that show comumon behavior (e.g., with the process “fight violating
websites™); (g) locate main cyber-squatters against whom additional investigation or legal
actions should be taken; (y Display information regarding available actions and other
guiding information; (i) activatc or trigger legal actions, such as a Cease and Desist
notification, by presenting a standard letter or teraplate, filled with the details of the relevant
domain, website or webpage details and once approved sent to all relevant entities.
{00326 The process allows the brand manager to easily activate any required process
once the decision was made. For example, once the brand manager decides to register a
group of available domain names, he will go through the shortest process possible. The
system may use the unit default parameter set. The brand manager may decide to go through

the process and register the domain nares. He may also decide to delegate the responsibility
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to end the process to other users or team-thembers who may utilize the system or some of its
functionalities.

100327] in some embodiments, the system may inclode a module which may
automatically act as a virtual brand manager, and may take one or more decisions based on
pre-defined Rules or conditions that a real-life brand manager or admunistrator defined in
advance. For example, a rule may be, “if the system estimates that a risk domain may he
purchased at a price of under 240 USD, then automatically proceed to send out a purchase
offer at the estimated purchase price”.

{00328} The “Consult” process may allow the brand manager (or other suitable person)
to consult with another employee or tearn-member, regarding any issue that may or may not
result 1 an activity managed by the system. The user may consult other employees using the
system. A flow of consultation may not necessarily lead to a specific decision; for example,
prioritizing a list of names, cvaluating a specific name, or the like. The user may consult
another person, which may or may not be a user of the system. The system may create an e-
mail message, and allow easy addition of information displayed on the screen, as a report or
as a picture. The message will contain a link to page that enables him to enter a simple multi-
choice answer and text. The system will send the message. The systemn will track when a
response was provided and alert the user about it. It may send reminders if the user chooses
to. The consultation flow is documented and can be retrieved upon request.

100329} The consultation request may be done using a template. The user writes what
he wants to consult about; Chooses whom he wants to consult; Adds / points to relevant
information; and add the option o Approve or Provide opinion. The process may allow any
emplovee, even those who are not users of the system, to reccive a request to approve or
consult a decision and provide the approval or consultation in a simaple manner. The recipient
may get the request by mail. The message will contain all required information. The message
will contain a link to a limited access to the system, where the employee will sign his
approval or provide some text. The signature or the text will be stored in the system and the
system will follow the business flow and generate the required alert.

{00330 The process may allow to retricve decision approval and consultation
documentation; to vetrieve the documentation of decision approval and all relevamt
consultation; for example, sorted by dates and including all remarks entered. The aser may
retrieve by type of decision and/or time span and/or involved personal/organizational role

and/or brand and/or domain name.
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(00331} The system may use a process to start domain purchase negotiation; to allocate
budget to buy a taken domain, and to start negotiation (automatically or scmi-automatically
or manually). The user decides to buy a taken domain name; the user may allocate budget, or
may request to start negotiation without allocating budget. The actual negotiation isdone by a
user, a emplovee of the system operator or by an automated module.  The systern may
document the dates of action and current status; the system can send reminders, updates and
reports to the user, automated or generated by the employee of the system operator .

(00332} The system may create landing page template, for specific brand in specific
language or for specific country. The landing page may be based on several pages provided
by the systemn with limited ability to change. The user will place details relevant to the
orgamzadon in the relevant placcholders, e.g. brand name, description, contact details, ete.
00333} The system: may translate a landing page; once a landing page was generated
in one language, the systern (e.g., with automated or semi-antomated translation module) may
transiate it and generate landing pages in other languages.

(00334} The system may monitor legal actions; monitor reply to send notification and
domain status, provide automatic follow-ups on requests, and monitor domain transfer on
those who surrender; sapporting multiple languages.

00335} A process may detect patterns among violating websites or violating domains;
may find common patterns among websites and domain names cither violating the brand or
trademark, or causing damage to the brand in any other way. This may typically be
performed after ROA is performed or updated. For example, based on the data collected in
the ROA, the process may: Find domam names which have the same (or similar) contact
details, or similar or recarring details in the WHOIS, or similar or same phone numbers, DNS

servers, DNS records, TP addresses of wehsites and/or DNS servers.  The process may
examine: A records, MX records, c-name, SOA. The process may look for domains or
website that have the same hosting service supplier located in the same hosting farm; the
same registrar (e.g., typically a big cheap registrar); Close registration time; Similar
rebsite(s); Similar page structure with different content; Check which domain names are
registered in the same ocTLD; check whether the owner of the violating domain names may
use a proxy, i.e. disgoise who really owns the domain names. The process may group
together domain names with such similarities. In order to further identfly suspicious hints,
collect statistics regarding Countries, Registrars, Hosting supplies, and/or DNS servers.
00336} The system may support Brand Administration {or management), by system

administrator, brand manager, legal department, {P department, or other suitable user(s). The
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brand admimstration module may enable, for example: (1) Allpcate responsibility;
Define/Update the organizational structure; Assign/update responsibility for a brand t© a
specific unit in the organization; Assign/update the responsible person in that anit. (2)
Delegate brand responsibility; The unit's brand manager may delegate the responsibility for a
set of brands that belong to the umt to another brand manager; the process is similar o the
relevant part in the process of Allocate brand responsibility. (3) Transfer brand responsibility,
from one unit to another. (4} Define / update unit default parameters; a unit has a set of
default parameters set for all domain names that belong to the unit; there may be default
parameters that are specific for a ccTLD,; define this sct of parameters, for example, Contact
details, DNS server definition, DNS records. (5) Define Alert parameters; define for cach
alert the default receiver, actions requured in case the alerts are not dealt with; alert will be
published in the relevant places in the Ul, and will also be sent by email, and according to the
users definitions — by SMS or voice message. (6) Allocate budget to unit and/or brand. (7)
Create business flow, or define flow of decisions / approvals; Define the business flow when
dealing with trademark violations and brand violation or other threats to brand from various
domains or websites. {8} Monitor business flow; monitor all defined business flow once
activated; send the relevant user an alert to do his part on predefined time intervals.

(00337} The system may support Domain Administration {(or management)}, by system
administrator, brand manager, legal department, IP department, or other suitable user(s). The
Domain management module may cnable, for example: (1) Monitor / Update DNS scrver
records, including: mail, forwarding, URL, website’s IP; allow bulk update for multiple
domains or all domains. (2) Monitor / Update one or more domain name parameters, such as,
Contact details {administrative, technical, billing); DNS server definition; Password; or
others; optionally allowing to change to the default set, or to allow change of parameters not
according to the set of defaults, and optionally allowing bulk actions or batch actions on a
batch or group of (sclected) domains. (3) Add DNS server data collector; to cach domain
name that belong to the organization and use the system’s DNS servers, this may be done
automatically; for domains using the customer’s own DNS servers, the systemn may allow to
install the DNS server data collector. {4y Mask or hide domain details; Change the contact
details so they do not reveal the actual owner of the domain; optionally use a domain proxy
holder or owner. (5) Domain(s) regisiration; Activate registraton of available domain; the
system will use the default parameters stored for the unit; start the required procedure
depending on the country the name belongs fo. () Activaie/Cancel Automatic domain

renewal for a domain name; in some cases the system may be able to automatically renew the
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domain; in other cases it may not be possible, 3o alerts may be sent fo the user and may be
shown show in the control pancl of the system. (7) Generate and handle domain Renewal
reminder; Remind the responsible person to rencw the domain registration for which the
automatic renew is set to “off”; remind the relevant users or managers. (8) Renew domain;
manually start a domain name renewal procedure. (8) Automatic domain renewal; the system
will start the procedure of domain name rencwal. (1) Domain registrar transfer to the
system’s registrar (incoming transfer); the user starts the process of transferring the domain
from another registrar to new registrar; the user may need to sign paper documents, which
may be provided to him electronically. (11) Outgoing Transfer of domain names from the
systern, outwardly; the user is leaving the systern (with regard to a particular domain); an
alert to the customer account manager is sent; release domain names, and provide the
required items according to procedures. (12) Domain registrant transfer; the user staris the
process of changing the domain name owner; the user may need to sign paper docurents.
(13) Monitor administrative procedures; Monitor procedures regarding regisiration, renewal,
registrar transfer of domain names, and change of domain name parameters; depending on the
country paperwork may be required; ensure that all paperwork is done; remind the customer
of actions they need to perform. (14) Handle administrative procedures; remind and provide
assistance for administrative procedures that require manual work or input from users. (15)
Create alerts regarding portfolio administrative procedures; generate alerts regarding
portfolin administrative procedures according to pre-set definitions to relevant users at
relevant times. (16) Monitor portfolio security; the system displays the list of owned domain
names ordered according to their vulnerability; tagging them by: 'must do’, "advisable to do',
and 'nice to have' features; the system displays the domain names security measures in action;
the user may decide to activate/deactivate services, such as, Domain namelock, Domain
namewatch. (17} Perform namewatch; periodically checking changes in parameters of the
domain name for which namewatch has been activated, on the registry and the authoritative
DNS servers. (18) View billing information; allow the customer to view charges using a
variety of filters and views; inchiding subscriptions, rencwals, registrations, transfers, one-
time payments, recurring payments, or the like.

[00338] Some of the processes may require mamial feedback or work, depending on
the required procedures in a specific country. The user may inittate a process for one or more
domain names; monitor the progress of process; get reminders’ alerts and get reports. Some
processes may act in bulk, on a group or batch of domains, which may be selected manually,

or may he selected by filters or sorting {(e.g., select all the domains of a certain gTLD, or a
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certaint ¢ TLD, or select all the domains that will expive in the next 90 days, or select all the
domains that were purchased in the last 120 days),

[00339] Several procedures always require paperwork and depending on the country
some other procedures require paper work; the system will support the vequired paperwork,
including: (a) Store and provide the empty, partially filled forms; (b) Whenever possible fill
for the user as many details as possible; {¢) In case the system cannot fill the form, provide
options {e.g., the system will appoint a user or a sysiem operator employee to print the form,
fill what he/she can, scan it and upload it to the system and then the system will alert the
customer a form is awaiting for his signature and maybe some other missing fields be/she
needs to fill; the customer will print the partially filled form, sign, scan and upload it to the
system; or alternatively, the user will handle the form without help from the system
administrator}; (¢) In any case the customer needs to print the form, sign, scan and upload; (d)
The system will provide reminders until the procedure is done; (e) The system will keep the
history of all actions done in the process and provide the ability (o retrieve the history and the
filled forms; (f) In some cases, a re-confirmation or re-approval may be required by one or
more managers in the organization is required; this may be done using a predefined business
flow.

(00340} The system may allocate brand responsibility; may allocate or update brand
responsibility, of brand to unit, and the default responsible person in the unit; allows defining
the responsible person for a specific brand. There may be one default parameters set per unit.

(00341} The system enables to define/apdate part of the organization hierarchy; this is
relevant to the unit in charge of one or more brands inchuding actions regarding domain
names. The system allows defining: units in the organization; organizational roles; employees
and their organizational role and responsibilities in the system; brand names; permissions;
who is responsible for which brands. The organization may be divided into units; a unit is

responsible for one or more brands. The user allocates responsibility for brands to brand
managers. This brand manager should be defined in the organizational hierarchy. The admin
may define the permissions allocated to brand managers.

(00342} The system may allow to Trassfer brand responsibility, from one
orgamzational unit to another or from one person in the same unit to another. The system
may allow to Belegate brand responsibility, from a first brand manager to a second brand
manager in the same unit. Optionally, an Organization hierarchy editor module may be used

for the above processes; to handle, create or modify: hicrarchy of units, organizational role,
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organization employees (some of them may be system users, and some of them may not),
brands and their association to units, permissions, person in charge of brand.
[00343] The systern may aliow to Define / Update unit defavlt parameter set; to
Define/Update the set of required default parameters for a unit. In ideal sitwation, each
domain name vnder the vnit responsibility will have the same set of parameters. Many
organizations have registered the domain names on employvecs that no longer work for the
organization and they are unable to tack those people; the system prevents the organization
from doing several actions, in order o avoid futwe problems, and the system allows to
manage the domains in an orderly manner using default domain name parameters. It is
advisable to have all domain names that belong to a specific unit have the same set of
parameters. A particular ¢eTLD may have a default set of parameters that is different from
the unit default set. The ownership of the domain should belong to the organization and not to
an employee or the organization owners.
(00344 When registering a new domain name under a specific unit, the set of defauit
parameters tor that specific unit and TLD will be used. The user may change the parameters.
When the organization starts using the system, the user defines the default parameters sets.
Once a brand is added to the portfolio and the ROA is executed. An important outcome is
marking domain names of which some or whole of the parameters differ from the default set.
(00345} Each unit which is responsible for domain names will have a set of default
parameters. The default parameters include the following groups: (a) Contact details,
registrant namne (the owner), administrative contact, techmical contact and billing contact; (b)
DNS servers definition; {¢) DNS records, A record, MX record, Cname, SOA, mail, URL
forwarding, website's IP, etc.). In some implementations, the status default parameter is
locked, and the user may not be allowed to change that.
[00346] The DNS records definition are not based on defaults most of the times; but
there may be occasions when the user will want to use the DNS records definttion of a main
rebsite or when the user registers a bulk of domain names. The user may choose 1o have for
some of the domain names a different set of parameters. The user will mark each parameter
the user intentionally wants to be different from the default set as such. Once the list of
default parameters is set or updated, the system will update those domain name parameters
that used the default. Before making the change all the changes will be displayed to the user.
The user may decide not to apply the check of domain parameters for some or all domain
names. Change of registrant may require signing forms, change in other contacts requires

additional authentication cither by providing a password of the domain, or by clicking an
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authentication Hnk in an email that is sent from the system after the change was performed.
The systern may have a “contacts book™ in which cach contact is defined. All uses of this
contact point to the relevant entry (nic) in the contacts book. A change of any of the contact
parameters will affect all references to that contact.

[00347] The system may define Alert Parameters; may define for each alert the defauit
recetver, when to send another alert.

[00348] The system may allocate budget in any level of the hierarchy to lower levels;
in some organization each user is able to define his budget, in other organizations managers
in a specific level may allocate the budget to their subordinates. The system may allow it both
ways, to allocate budget to one or more brand managers or legal personnel. The allocated
budget is for a specific set of brands, based on the organizational hierarchy.

(000349} The system may create a business flow, or a chain of decisions and/or
approval(s) necessary to make a specific action. The customer organization may define the
required procedure in order fo execute certain decisious and/or actions. The procedure
invoives the approval of an ordered list of organizational roles. The organizational roles need
to be defined in the system, but the employee holding them may not need to be a registered
user of the systern. The system may support this procedure. It may be a chain of required
digital signatures (approvals), or may involve consultation before decision is made. The
system supports hy providing the required procedure, alerting and reminding the eroployecs
about the watting task and documenting the actual actions done. The organization may define
any procedure for any actions done by the system.

1

(003501 The customer admin and/or the system admin may define a business flow. The
consultation and approval flow s docamented and can be retrieved upon request. Possible
decisions include, for example: Domain names registration; Domain names rencwal; Domain
names abandoning (i.e. cancel renewal); Domain names purchasing including maximum
amount to close deal; Budget allocated to buy a domain name; Change of prioritization of
domain names and websites lists including: violating / owned / available domain names;
"Cease and Desist” actions; DRP complaint filing; Other legal actions; New brand launch,
whether to launch a specific brand based on the ROA the system provided; Decide on Seif
monetization of domain names.

[00351] The business flow may bave a condition attached to it. In this case it will be
activated only when the condition is true. Once a business flow is defined the relevant use-
case will support that business flow. For cxample, if a business flow was defined that the

registration of domain names needs the approval of the Unit Brand Manager, the activation of
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domain name registration will inchude this approval. The systern will support approvals by
someone who is not a user of the systern. The details of that person, including name and ¢
mail address, will be defined in the system using the organizational hierarchy. Once the
person's details were entered this person can be part of any business flow. The approval
request of non-user will be done int a similar way to consultation with someone which s not a
user.  Each user who makes or approves a decision can add a note to the decision. The
process may uvtilize the organizational hierarchy. The user chooses: which decision, for
which unit, optionally sets a condition and chooses the list of organizational roles. A
condition maybe set for more than one business flow, or for more than onc decision. The
same business flow may be defined for several decisions. The process may be associated
with a process to monitor a business flow, once activated; and send to the relevant user an
alert to do his/her part at predefined time intervals or milestones.

[00352) The system may Monitor / Update DNS records of domains owned by the
organization; including: mail, forwarding, URL, website’s [P. Allow bulk update. The
systern may Monitor/Update domain name parameters, for example, check and update if
required the definition of authoritative IINS servers and the admin, technical, billing contacts
of one or bulk of domain names, usually in order to correct errors found in domain names’
registration parameters. This may allow changing the domain names’ contacts and the
definition of the authoritative DNS servers to the unit default set — this is advisable and
prevents many problems that might arise later, but a specific organization may decide 10 act
differently.

[00353] For the above processes, for cxample, the system displays the current
parameters, marks the errors and offers a change to defaults when available; the system
enables the user to accept the defaults and prompts the user for manual actions when
required; then, the system enables the user to odit the parameters or to leave them as they are
and to mark them as comrect. In this case they may 1ot be checked any more against the
default set and changes to the default set may not affect them.

[00354] The systern may allow to add DNS Server Data-Collector. Part of evaluating a
domain name is the traffic that this name generates. This can be done on domains owned by
the organization by collecting statistics. The user may allow to install a statistics collector
which may veside on the BNS server or on the web-server hosting the website. This may be
done automatically as a result of a user action, to enable collecting statistics on traffic and/or

DNS requests; and may allow to place statistics collectors as part of sclf-monetization.
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[00355] The process of Mask Domain details may allow to change the contact details
so they do not reveal the actual owner of the domain. The organization may wish to bide its
connection to certain domain names. The domain may be registered under the proxy service
provider details, which acts on behalf of the real owner as “proxy”. This can be done in
TLEs that allow it. The details that will be updated in the public WHOIS data are of proxy
owner; while the real owner data is stored separately.

[00356] The process of Domain(s) registration may register available domain names.
Preconditions may include: The default parameters for the unit are set; a decision has been
made which available domain name to register; All required approvals have been signed.
Special cases for this process may be, for example, Registration by trustee, and Registration
of masked domain.

(00357} For example, the user scarches for available domains, or the system presents
the list of domain names to be registered that was previously decided and approved in the
case an approval is required. I in the meantime some domain names are not available
anymore (someone clse has registered them) then this will be marked to the user. The user
will mark which domain name need to be masked. The system will provide the defaults
when available.

00358} The user approves the default or creates new parameters, or chooses different
parameters for: contacts from available contacts’ lists; Authoritative DNS servers from
available DNS servers; DNS records. The system presents information regarding the process.
If form filling is required the system guides the user what the user needs to do. The system
handles the billing, according to the agreement this customer has. The user decides whether
to have automatic renewal. Success criteria for this process may include: The admunistrative
process of domain registration has started; The user printed all required forms; The
registration was billed to the customer; The status of the registration process is updated.
100359} The system may Activate / Cancel sutomatic domain renewal, or may change
the automatic renewal parameter. In case the domain owner wishes to abandon a domain
name the user will make sure the automatic renewal is “off”. In case the user wants to make
sure the registration will be renewed the user will set automatic renewal to “on”. In some
cases the system will be able to automatically rencw the domain. In other cases it is not
possible, so alerts may be sent from the system to the user to deal with the required
paperwork, or fo the system operator employee so that from the customer point of view this

will be done automatically.
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(00360} The renewal reminder process may remind the responsible person to renew the
domain registration for which the automatic renew is set to “off”. The organization defines
who gets the reminder alerts.  Optionally, the process may make the renewal reminder
message look as if it came from the organization administrator. The process may also allow
manual renewal of domain registration for which the automatic renew is set to “off”.

(00361 ] Automatic domain renewal may allow the system to execute domain name
renewal where possible. This may not regoire any customer involvement. Where mamual
action 1s needed the system may send email remimders and control panel alerts to perform the
renewal.

100362] The systern may support domain registrar transfer into the registrar operating
the system of the present invention. Preconditions may include, that a decision was made
which domain names owned by the organization and registered with another registrar to
transfer to the target registrar.

[00363] The process of domain registrar transfer varies from one TLD to another;
therefore what is required o start the process varies. The process is handied for each domain
name separately. The information regarding what the user has to do for each set of domain
names that has similar procedure is presented in a clear and concise way. The system may
automate the process as much as possible. The necessary forms that need to be filled and or
signed will be presented. The user will decide if he/she wants to deal with them now, i not
the system will remind the user later about it.  Another process may be iriggered, t© monitor
the status of all administrative procedures and remind the users to do their tasks. The system
will store the date of transfer and the ordering organizational role of the customer

100364 ] The procedure may require from the custorner one or more inputs, for
example: Provide the user name and password with the current registrar; Sign forms; Handle
it by himself/herself. The systerm may allow the user to read the instructions for the transfer;
and to have tasks added and/or completed by the user.

[00365] The system may support Domain registrar transfer away from the current
registrar, to release such domain to a different (external) registrar. A precondition may be,
that the domain name is owned by the organization and registered with the registrar running
the system of the present invention; and that a decision was made to move the domain name
to another regisirar,

[00366] Depending on the country there is a defined procedure vegarding registrar
transfer. The system will alert the system operator, who may first inquire to find out whether

it is a decision made by the organization or another entity is trying to hijack the domain
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name. If it is the organization decision, it may inquire about the reason. If he/she is convinced
that the organization wants to move the domain name to another registrar, the systern may
unlock the domain to allow the registrar transfer. The process may also allow domain
registrant transfer, to start the process of domain registrant transfer, .. changing the owner
of the domain for which the organization is the current owner.

[00367] The system may allow to monitor portfolio administrative procedures, that are
not wmediate. Relevant procedures include domain registration, domain renewal, registrar
transfer, domain purchase negotiations. The system may provide guidance for required steps,
provide required forms, display transfer status and remind the customer and administrator of
required actions.

[00368] There are several admimstrative procedures which may take hours, days or
wecks to complete. The system provides the user casy access to see the status of ongoing
procedures and gencrates alerts/reminders to the relevant user(s), who can modify the
frequency of reminders. The alerts may include alerts to other employees / managers in the
organization and/or to system administrator when the procedure is “stuck™.

[00369] Such administrative procedures may include: Negotiation to purchase taken
domain; Domain registration including registration under escrow; Transfers to the present
registrar running the system; Domain renewal; Update of DNS definitions; Update of
contacts update. The system may handle portfolio administrative procedures; and may
remind and provide assistance for administrative procedures that require manual input or
actions. The system may allow to create alerts regarding portfolio administrative procedures;
and may send alerts regarding portfolio administrative procedurcs according to pre-set
definitions to relevant users at relevant times.

100370] The system may monitor portfolio security; and may display security status of
owned domain names and decide which changes in protection measures are necded.
Protection measures available may include, for example, Namelock and Namewatch. The
decision regarding protection measures is based on the brand prioritics, domain usage (i.c.
active websites in contrary to redirections), and exploitation level by third parties. For
domain names scamned under name sccure, the system may display: number of domain
names; number of DNS servers scanned; geographical zone(s); News regarding attacks;
Explanaton and tips to mcrease the security. The NameWatch module may check
periodically that no changes were made in onitical domain parameters, and may notify user{(s)

if such changes occurred.
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(00371} The billing information module may allow the customer to view money spent
using a varicty of filters and views, including subscriptions and one time payments.

100372] The system may comprise a Brand Optimization module, which may enable or
perform: (a) Domain portfolio evaluation, to provide the organization with an overall view of
its digital portfolio and its value; and (b) Self-monetization moduie w start making revenue
out of owned unused or misused domain names, by putting them into use.

[00373] The Domain Portfolio Evaluation module may provide the organization with
an overall view of its digital portfolio and its value. The system may display the owned
domain names prioritized by the value they contribute to the brand. The system enables the
user to see which domains provide the most vahie and which hardly contribute. The user may
apply filtering to the data.

(00374 The Self-Monetization module allows to utilize owned unused domain names;
and optionally to add statistics collector(s) to them. The preconditions may include: the list
of owned unused or misused domain names exists. The system may display the list of unused
domain names decreasing score. The user will decide for each domain how to best use it. The
options are, for example, to set a landing page {choose an available template or create a new
one and add the relevant parameters), or forward to an existing brand web-site.

[00375] Setting a landing page may require the user to enter the default landing page
for the specific brand and language/country, or choose from predefined set of templates of
landing pages. I no landing page is available, the user will get a message and can create one.
The templates may have the following in place: Contact information; Product/service short
description and benefits; “about us” page; Logo; optionally, pictures of the product. The user
may choose o enter the template editor and edit the template or the data thevein.

100376] The systern may alternately forward a domain to a target web-site; if the
forward address is defined then it will be used. Otherwise, the user may be prompted to enter
it and asked whether this should be the defanlt.

[00377] The systern may inchide a History Module, for keeping and wracking all data in
a database to make advantage of history data. One implementation of this capability is
keeping information ahout a risk website over time, so that a report that provides information
about the evolvement of the website can be provided, including but not limited to the use of
different keywords in the content of the website over time, the time-stamped screenshots of
the homepage or other pages of the website over time, the time-stamped WHOIS data and
changes in WHOIS over time, positions in scarch engines over time, number of external links

over time, different scores time, etc. Information of website is also saved in a history
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database in case the domain name was deleted (and thercfore the wehsite operation was
terminated). Such information can be later used by the algorithms of the system, for example
to determine whether that website has a higher opportunity score, since it was previously
used. Such capabilities may be available in all modules of the system, such as risk module,
opportunitics module, evaluation module, monetization module, affiliates module, domain
management module, or the like
[00378] . The system may utilize multiple algorithms and modules geared to support
decision regarding: {a) Which taken domains, websites and webpages are violating the brand
or the trademark; (b) Which violating domain names, websites and webpages to start legal
actions against; {(¢) Which available domain names to register; (d) Which taken domain
names to enter in purchase negotiations; (¢} How to self-monetize unused owned domains; ()
Which owned domain names to abandon (i.¢. they will not be renewed); (g) how to deal with
trademark violating (or brand abusing) websites, webpages and domain names.
[00379] In an ROA setup module, for exampie: The user provides the brand names,
keywords, slogans, logos, and other trademarks. The user provides the main websites used for
those brands. Those websites and the websites pointed to from those websites may belong to
the positive list. The system may help by suggesting relevant keywords or tags. The system
generates the list of brand name variations (the iist may not be prescnted to the user) that the
usec of them may be considered as brand name trademark violation.
100380} In a module for finding potential violating domain names, websites and
webpages and extracting their content, for example: The system maintains domain name
database which is constantly updated (a different algorithi). The system will use the
previously mentioned domain name DB and other ways to find all domains names, websites
and webpages that are potentially violating the trademark and the brand. All domain names
found in the generic TEDs will be searched in all other TLDs. Those websites may be
presented to the user which might dismiss some of themn and help the system learn the
“trademark and brand violation rules”. The system will use a vertical crawler to get the
ebsite content of the violating domain names, websites and webpages. Optionally, the
system may obtain the keywords from the main website content. The system will use another
web crawler that will use the brand name and keywords to search for websites (for example
through gueries to scarch engines) that potentially violate the brand name and wrademark.
The systemn will use a vertical crawler to get the website content of the potentially violating

websites.
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(00381

[—

In a module for finding viclating domain names, websites and webpages and
prioritizing therg, for exarople: (1) The pages extracted in the previous steps will go through
the following classifications: Countaining trademark violation and brand abuse incloding
Containing slander, Selling counterfeit merchandise, Fraud/phishing site, Monetizing brand
name; classification based on the Type of use. The system may distinguish between
legitimate affiliates and violating domain names, websites and webpages. The system may
distinguish between two aspects for each viglating domain name, web-site or webpage: How
much traffic is “stolen from the brand”™; and how much damage is done to the brand. The
systern will extract from each page that is classified as violating the page component that
contains the violation. This will be presented to the user, who may accept or reject or change
the level of the assessed risk. The page components are saved with all relevant data as a piece
of evidence. The websites containing trademark viclation (in the domain name and/or in
their content) will be scored using a scoring function. The score will be used to present a
prioritized list of violating websites, webpages and domain names. The system may identify
patterns between violating domain names, websites and webpages. This will belp in
optimizing the effort put into fighting against then.

[00382] The risks module may have the following characteristics: (a) its input is a list
of domain names owned by the brand and related data; (b} the rank of cach domain name is a
weighted function of a set of scoring functions (indices) relevant to the specific list of domain
names. The scoring functions arc further discussed herein. The risks module may utilize
keywords suggestion — such that, given a brand name and optionally additional keywords
related to the brand, the systern will suggest additional keywords. The module may further
use a Name variations generator - given a brand name and relevant keywords, the relevant
domain names will be generated in two ways: (a) names generated from search results using
Google {or other scarch engines); (b) Names generated from the brand name and relevant
keywords directly, e.g., by use of hyphens, major misspelling mistakes, “typos”, spelling
crrors, typographical errors such as change of letters order, word swaps, spelling nustakes,
find common mistakes in searches from web tools, suggest other keywords, transhiteration
from English to other languages, transfation of meaningful names into other languages, or the
like.

[00383] Similarty, TLDs suggestion may be made; given the list of TLDs provided by
the user, the system may offer to add TLDs; for example, the systemn may have a set of rules
regarding the set of TLDs to be used i the ROA, and/or the system may use tools such as

Google trends.
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(00384} The risk module may further perform, for example: Scanning the web to find
violating wehsites and webpages, for each suspected website and webpage, asses the level of
violation. Scanning the website content to {ind whether this website is performing any of the
following against the customer brand (Competing; Selling couonterfeit merchandise;
Containing slander; Fraud, phishing, pharming, redirection to competitors, brand abuse, etc.).
Analyze website/webpage content to assets its use: active website, PPC, etc.  Analyze
website/webpage content to determine SEQ investment. Compare the coutent of selected
website pages (o discover changes in its use.

[00385] Sources of information regarding domain names may include, for exampie:
Initial data collected on the web; system’s statistics collectors — relevant just to pages and
websites that reside on the servers that employ the system's statistics collector; Owned web-
sites generated statistics, for example by using Google Analytics; Learning based activities.
The above mentioned sources will be collected when relevant on specific user, different users
from the same organization in a specific role, different asers from the same organization any
role, different users from different organizations that belong to the same sector in the same
COuNtry.

[00386] The brand name score function may help the customer choose a new brand
name or register domain names for a current brand. The score is based on the availability of
relevant domain names for registration purposes or domains that might be purchased. A
generic set of scoring function of an existing website may include, for example: (a) Domain
name index; "Generic name” level — how close is the name to a dictionary word; "Similarity
metrics” to brand name; "Similarity metrics” to a predefined set of keyword relevant to the
brand; "Similarity metrics” — between brand name and a variation; This function measures
how close a name variation to the brand name 5. The name might be contained spelled with a
typo, add a keyword, use competitor name, ctc. (b) number of appearances in scarches; {c¢)
Traffic index; {d) number of DNS requests; (e Conversion index; (f) Type of use index:
redirection to other websites, PPC parking, active website — violating or not relevant; (g
Taken-used domain name — imvestment in SEQ, based omn: Spider view index — process the
fiekds used by search engines: fitle, description, number of words, number of keywords; Title
index — "relevance” between title to brand and relevant keywords; description indeyx —
"relevance” between description to brand and relevant keywords; Meta Tags index —
"relevance” between Meta Tags to brand and relevant keywords; HTML source code mndex —
degrec of HTML source code structure suitability to SEO requirements; Parking index —for a

parking site - degree of pages structure suitability to existing structure of parking sites, is the
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IP address n the range of one of the leading Parking sites; Advertisements index — based on
the existence, quantity and quality of advertiserents

(00387 The valiue of available domain names may be determined based on: Domain
name index, such as, "Generic name" level, "Similarity metrics” to brand name, and
"Similarity metrics” to a predetined set of keyword relevant to the brand; Past Traffic index;
nurnber of Past DNS requests; Conversion index; Type of use, such as, not-used or used in
the past for forwarding or active website. A weighted score function using the above
mentioned scoring functions may be used, in order to priovitize the Hst of relevant available
domain names.

[00388] The score of websites and webpages may be based on: (1) Name index, such
as, “Generic name” level, "Similarity metrics” to brand name, "Similarity metrics” to a
predefined set of keyword relevant to the brand; (2) Analytics index {(popularity) - traffic
rank, page rank, number of indexed pages in different search engines, mumber of outgoing
and back Hnks, is registered in leading indices, is registered in social networks and tags
wcbsites, How long is the web-site registered and until when is the current registration, Black
hat/white hat registrar, type of techunology used by the website (HTML, Flash, etc.); (3)
Investment index — based on analysis of website souctuve, such as, (a) Spider view index —
relevance between title, description, keywords and meta tags; (b) number of words, number
of keywords; (¢} HTML source code index ~built for search engine requirements; (d) Parking
index — similar to parked domain structure, IP address in the range of parked domains
companies; (4} Type of use index, such as, Competing / violating / not relevant, or
forwarding / Landing page / Parked domain/website; (5) Advertisements index - based on the
number of ads and their similarity to the brand and keywords. A weighted score function
using the above mentioned scoring functions may be used, in order to prioritize the list of
taken domain names

(00389 In addition to the above mentioned score for websites and webpages the
following may also be processed: (a) Detecting and documenting trademark violation and
brand abuse within the website content; (b) Find patterns between violating domain names,
websites and webpages (regarding the same brand and between all brands in the system} in
order to locate cyber squatters; find one entity using a big bulk of domain names, websites
and webpages violating the brand; {c) Find patterns of violating domain names, websites and
webpages in order to speculate which domain names might violate in the future and buy them

in advance, as "Bid the squatters”.
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(003901 The value of owned domain names may be determined based on: Traffic -
collected in the organization websites; DNS requests — using statistics collector installed on
the DNS server wherever possible; Analytics indices; "Generic name” level; "Similarity
metrics” to brand name; "Similarity metrics” to a predefined set of keyword; How long is the
website in the air; Investment in SEQ index; Type of use index; Conversion rate index. A
eighted score function using the ahove mentioned scoring functions may be used in order to
prioritize the list of relevant owned domain names
(00391} In order to help the legal personnel decide which domain names, websites and
webpages to deal with first the system will try to find the owners/operators of a big quantity
of violating domain names, websites and webpages.
[00392] Some embodiments may utilize a multi-step algonithm. Initiaily, the system
asks the user for input: a Domain, a Brand, some Keywords, and possibly for some relations
between them; and optionally the list of countries of interest.
[00393] Then, the system may search for suspicious domains / websites which may
abuse the brand. Sites / domains that are known to belong to the user are excluded from the
scarches. Firstly, the scarch is made (in the existing domains list — provided by Domain List
Manager Module) for domains with highest Similarity Metric to the Input; TLDs are set by
using the data collected from the user; the output of this step is an ordered list of domains.
Then, scarch is done (using Search Engine Agent Module) for websites relevant to the user
input.
[00394] Then, Scores and Indices computation is performed, to set scores for the
wcbsites residing on the domains found in the above steps using a Website Analyzer Module.
These scores may depend on previously computed ones, website data {obtained from Wehsite
Crawler Moduale}, and data received from third party websites or other external sources.
00395} Then, ranking computation and user output may be performed. The domains.
Websites and webpages found will be presented to the user, ordered by the scores determined
above, configurable to some extent by the user.
[00396] Optionally, the user may guide or assist the system via supervised learning
techniques. The user may designate a class (e.g., High, Medium, Low) and the system may
recalculate a new weighing scheme for the different scores. For each domain, website and
webpage, the aser may have access to detatled information, some of the most refevant scores,
and may leave feedback on them, which may then be used by the system to teach the learning

algorithms used in distinet Modules.
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[00397] Reference is made to Fig. 9, which is a schematic block diagram illustration of
a systermn 900 in accordance with some demonstrative embodiments of the invention.

[00398] System 900 may comprise a Domain List Manager moditle 901, which makes
and constantly refreshes the st of all registered domains known to the systern. Sources may
include zone files, data by partners, or brought by avtomated WHOIS queries or custom-
made crawler.

[00399] Systern 900 may further comprise a Similarity Metric module 902, which
determines how much a given string is "similar” to a brand with its keywords; and may
account for misspellings, hyphens, word orderings and similar perturbations. Metrics
include: known typical typing mistakes; various additions (such as adding a character or
adding a global or brand keyword), permutations (such as inner hyphen) and/or typographical
CLTOTS.

[00400] System 900 may further comprise a Search Engine Agent module 903,
responsible for finding sites or other relevant information about brand abuse, using search
cngines queries. For example, a corpus of text is produced. The text is passed on to a natural
language processing tokenizer which may remove all “stop words™ (words used for sentence
structure only, like “the” and “and”). Keywords are calculated from the output of the
tokenizer. The agent inchudes multiple Google and other search engine queries and the use of
services such as Google Trends (or similar) APL

(00401 System 900 may further comprise a Website Crawler module 904, which
crawls and fetches or reads all the relevant data from a website. The full HTML source is
extracted from each website. Since the full HTML contains different elements which are not
related to content, such as styling and scripting tags, such clements are parsed and filtered.
The filtered content is passed on to a natural language processing tokenizer which is used to
remove all “stop words” (words used for sentence structure only). A histogram of relevant
words is produced for cach website, optionally using a Website Text Histogram module.
[00402) System 900 may further comprise a Website Analyzer module 905, which
generates one or more scores for a given domain/website/webpage. These scores may depend
on, for example: Domain Propertics (Name, TLD, WHOIS, IP); User Input (brand, domain,
keywords); Data extracted from the page contents using the Website Crawler Module; Data
received from some search engine queries using Search Hngine Agent Module; Third-party
sites providing data about the domain/website/webpage via API or other interface; some

scores may depend on each other. Sec below for more concrete data-souree specification.
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[00403] The scores may be one of the following: abstract integer or real numbers {e.g.
138.34), percentages (61.5%), real world units (10 visitors per hour), qualitative cstimates
(high/medium/low), binary {yes/no), or classification elements (Parking/Coromerce/Other).
100404 Some of the scores may have a special role in subsequent process, for
example: Selection score is the one used to select top N domains from the full list to present
to the user; Default sorting score is the score by which these N domains are to be sorted
(probably the same one); Ul scores — are all the scores to be shown to the user.

[00405] The scores may include, for example: Domain Similarity Score; moz data such
as mozRank — also called "domain authority”, obtained using free MOZ API; Alexa AP,
WHOIS data; Homepage data; Google queries positions or rankings; site relevance score.
[00406] The site relevance score may be produced in the following manner: (1) The
website crawler produces a histogram of content basced words; cach website is treated as a
text corpus; (2 A vector space model s produced, i.e. a term document matrix with TH-IDF
{term frequency — inverse document frequency} scores; a feature space is produced using the
document-query model; the querics used as features inchude, for example, Brand name query
and Brand keywords query.

[00407] The scores may include, for example: Relevance score, Popularity score,
Investment score, Damage score (“RPID” scores). Each score may be calculated based on
several sub-scores.

(00408 For cxample, the Relevance score may be determined based on: domain
similarity; keyword occurrence in the website (with separation among title, tags, and text);
mega-tags; inbound links (based on search engine data}; keywords balance.

[00409] The Popularity score may be determined based on: data from traffic measuring
sites; data from waffic estimation sites; PageRank data; search engine results and/or ranking;
how generic is the domain; important cutbound links; outbound link to brand-owner website;
outbound link for Investor Relations or other suitable sites or pages.

(00410} The Investment score may be determined based on: known owner identity;
value of the domain at domain marketplace(s); estimated investrment in Search Engine
Optimization (SEQ); techuologies used {sophisticated and expensive; or simple and
inexpensive); domain registration date; domain expiry date; website type {(e.g., static,
redirecting, other).

(00411

[o—

The Damage score may be determined based on: negative words; competitor

names or links; spelling mistakes; online commerce; parking site; ads arc present; improper
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business; brand exploitation, brand abuse, existence of MX {mailserver) record, redirection to
competifors sites..

[00412] The data sources for generating the above scores may inchide for example:
data from the Similarity Function Module (SFM); data from the Search Engine Agent
Module (SEAM); data from the Web Crawler Module (WCM); data from API of the relevant
site or autornatic bot usage; data from WHOIS query to the relevant registry regarding the
domain name; data from a relevant Bictionary file (such as, US-English).

(004131 The Crawler may create a database of domain names for each TLD. Lists of
domain names arc available only for few TLDs. For cach domain name found the system will
check whether a domain name with all different TLDs exists. For taken dorain names with
active website relevant to a specific brand — several levels may be used: get the home page;
get the full website content; get pages via outgoing links. Optionally, a Registry Interface
may be responsible for automatic interface with all domain registries.

(004 14] The system may be implemented as a collection of web services that provide
high performance and scalability. Services are deployed using SOA architecture basics.
Examples of web services subsysterns include: Task Manager, Search engine gate, Billing
service, Domain aggregator, Rank collector, WHOIS and Zone file retriever. These
subsystemis or modules may comumunicate through secured fully authenticated web service
calls. The presentation layer may include a web client, a smartphone client, and a tablet client
able to commnwinicate with the other subsysterns through the same web services accessing the
same resources and performing identical functions.

[00415] The architecture allows for performance improvements by providing the
ability to deploy services on different web servers. The server components themselves may
be deployed on different servers as well. The SOA architecture provides easy adoption to
client’s data and provides high scalability. For example, many web servers may be added to
support the rising nunber of users. Sticky sessions can be used on each web instance.

(004 16] The database is designed in a partitioned architecture. Hach partiion will
handle a different set of ROA’S and users using alphabet rules. The architecture allows for
performance improvements by providing the ability to deploy the same services multiple
times on the same servers.

[00417] Data Recovery Ability: the system may have an equivalent data center for data
recovery purposes. A load balancer router may divect the users to the secondary data center
should the first one stops to respond. Continues replication should exist between the storage

from both data centers.
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(004 18] Reference is made to Fig. 10, which is a schematic block diagram iliustration
of a systemm 1000, in accordance with some demonsirative embodiments of the present
invention. System 1000 may inchude roultiple client devices, for example, a computer 1001,
a tablet 1002, and a smartphone 1003 (other suitable electronic devices may be used); which
may communicate over wireless and/or wired comumunication links (e.g., through the Internet
1003, through HTTP or HT'TPS connections) with one or more web-servers 1011-1012 (or a
batch or farm of web-servers); optionally utilizing a load balancer 1015 to route
communications to a particular web-server. The web-servers 1011-1012 may use an AP
1020 to interface with one or more platform services 1030, for example, business logic
modules 1040, application services 1050, data services 1060, Optionally, Object-Relational
Mapping {(ORM) and/or Direct-Access Layer {DAL) framework 1070 may be used fo connect
with applications database 1071 and/or data warchouse 1072.

[00419] The business logic modules 1040 may include, for example: task manager;
algorithim tuner; user management and role module; self monetization module; notifications
and messaging module; administration module; portfolio management module.

(004201 The application services 1050 may include, for example: domain aggregator
service; algorithm service; ROA service; HETML classifier; billing service.

(00421 ] The data services 1060 may include, for example: Rank collector service; web
crawler; WHOIS service; search engine gate service; zone file retriever service.

(0422} In a demonstrative imoplementation, the system may include the following
layers: {1} Presentation: From this layer all input and data manipulation is performed. This
layer consists of web, mobile and tablet clients that all use the Same AP provided mainly by
the file share business logic. (2) Business logic: Provides the business services for the client
applications. The presentation layer will consume all its services from this layer. (3)
Application services: A set of services that provide backend of the systermn. These scrvices
will mainly be consumed by the ROA service. (4} Data services: As set of services that
collects relevant data into the systern, mainly from third parties and the Internet. () DAL:
Data ORM server that interacts with the database. Most of the data manipulation (inserts,
deletes, update, and views) should be done in this layer. In some cases this layer will activate
procedures from the database as well. (6) Storage: Represents database of the platform; there
may be multiple database, for example, to server the production envivonment, and for
Business Intelligence (B purposes. Reports may be held on the production data base server

by using a reporting service module.
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[00423] Some embodiments of the present invention may include a method, system
and/or module to find, mark and analyze websites that arc operated by authorized affiliates of
the brand owner. Many organizations have a large number of affiliates (sometimes also
defined as partners, business partners, resellers, distribustors, or the like) that may be allowed
to sell or offer the organization's products and/or services to the general public or o other
merchants. In that regards such affiliate entities may be euntitled for a certain usage of the
brand — for example, the use of the brand in the content of their website, the use of the logo,
and sometimes even the use of the brand in the domain name. Different organizations have
different policies in regards to the use of their brand and trade marks by their affiliates.
100424 When the brand monitoring and protection systemn performs its analysis,
unless the orgamization has a list of the domain names of all the affiliates and provides it to
the system in advance, the system may initially regard these websites (of affiliate entitics) as
potential risks to the brand. Since the number of affiliates may be large, the information about
thetr domain names may not be casily retrieved by the organization, and many tmes the
domain names they use may change, and this may create a problem for the organization to
monitor the use by such affiliates. Furthermore, affiliates may be terminated but might
continue to perform an unpermitted use of the brand, thereby creating even greater problem
for the organization.

100425} In order to resolve this problem that the Applicants have identified, the
following solution may be provided by the system of the present invention. The organization
may utilize the system to create and/or provide a verification package for each affiliate,
which includes a "certificate”. The certificate may be an encoded piece of code that has o be
incorporated in the homepage (or a different page) of the affiliate’s website or on the
webserver, based on the requirements provided by the systern. Each encoded certificate is
created for each affiliate, and each one has a code that is unique for that affiliate and/or for
the specific website being operated by the affiliate (e.g., unique certificaie per affiliate, and/or
per website operated by affiliate, and/or per domain used by affiliate). In case the affiliate has
more than one website then additional unique certificate({s) can be created for such additional
wehbsite(s) of that affiliate.

100426] When the system finds a website to be a suspected risk, 1t looks for the
certificate in the code of the website. I the unique code is found, then the website is marked
as an affiliated website. The vser will then be able to monitor that website through the

affiliates module. All affiliates’ websites may be analyzed by the system in a similar way to
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the evaluations module, and allow the user to get an analysis for the relative contribution of
cach affiliate website o the brand.

(004271 The user (brand owner) may define restrictions for affiliates. For example -
the user can define that an affiliate is not allowed to use the brand nare in the domain name
it operates. I an affiliate website i3 found to be violating a restriction, it will be marked
under the "violating affiliate websites” section in the Affiliate module. The module includes
a warning notification section similar to the Cease and Desist tool of the system, dedicated to
send warnings and “cease and desist” notifications to violating affiliates.

[00428] In case the system finds the same code in more than one wehbsite, it means that
the code was copied. The system will mark the websites with the same code as "suspected
violating websites”. The user may define an automatic notfication to the relevant affiliate to
check and resoive the issue. If the affiliatc reports back that one of the websites does not
belong to the affiliate’s organization, the user will be able to mark that website as a risk and
automatically send a new code to the affiliate for use in approved website(s). If the affiliate
reports back asking for an additional code for the sccond website which is owned by the
affiliate's organization, the user may request {0 automatically send an additional code for that
affiliate for the additional website.

(004297 The Affiliates module also includes an initial implementation section, to
which the user can upload or enter a list of affiliates (including thewr email addresses). The
user is able to automatically create and send a "certificate requirement notification” to
multiple affiliates by email or regular mail. The umque certificates will be avtomatically
created by the system for each atfiliate, and may be attached to the notification. The user is
able to edit the text of the notification.

100430] in some embodiments, optionaily, each unique certificate may have {or may
be associated with} an expiration date {e.g., 365 days or 180 days from certificate issuance),
which may be set in advance by the brand owner, and may be embedded in and/or encoded
within the wnique certificate.  The Affiliates module which finds and analyses such
certificates, may take into account the expiration date of ecach certificate.  An expired
certificate may be regarded as if the certificate does not exist; or, may be handled differently
{e.g.., by showing to the brand owner a list of expired certificates and allowing the brand
owner to take further steps). In some embodiments, the system may handle differendy, for
example, a certificate that expived recently {e.g., 8 week ago, possibly due to forgetting to
renew if) or a certificate that expired further in the past (¢.g., two vears ago. possibly by an

cntity that is no longer an active or authorized affiliate of the brand owner).
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(00431} The present invention may be implemented by a suitable combination of
bhardware components and/or software modules; using a server or multiple servers; a
computer or computerized device, a workstation, or the like.

[00432] The present invention may be implemented as a computerized systern which
may comprise, for example, a processor, a CPU, memory unit, storage unit, a database, input
unit (kevboard, mouse, keypad, touch-screen, touchpad), output unit {screen, touch-screen),
wired and/or wireless wansceiver or modem or network interface card, power source,
Operating System, drivers, one or more applications, or the like.

{00433} Some embodiments may be implemented by using hardware components; or
by using a non “pure software” implementation; or by an implementation that is not “pure
software” and is not “software per se”. Some embodiments may include hardware
components (e.g., computers, servers, storage devices, memory devices, processors, of the
like) for achieving ov implementing the operations described herein. Some embodiments
may affect the real-world, and/or may have an effect on the real world; as they may allow a
brand owner to protect its brand from being abused, for example, by stopping or reducing
sale or distribution of counterfeit merchandise or fake goods. Some embodiments, may
provide technical solution to a technical problem, and/or may provide a technological
solution to a technological problem; such as, how to efficiently and/or automatically detect,
stop and/or reduce abuse of brand-names, online and/or offline.

100434} Some of the features described above may be optional, and may wnot
necessarily be included in all the embodiments of the present invention. Features may bhe
combined or modified to achieve desired results.

[00435] Discussions  herein atilizing terms such as, for example, “processing,”
“computing,” “calculating,” “determining,” “establishing”, “analyzing”, “checking”, or the
like, may refer to operation(s) and/or process(es} of a computer, a computing platform. a
computing system, or other clectronic computing device, that manipulate and/or transform
data represented as physical {e.g., electronic) quantities within the computer’s registers and/or
memorics into other data similarly represented as physical quantities within the computer’s
registers and/or memories or other information storage medium that may store instructions {0
perform operations and/or processes.

[00436] Some embodiments of the present invention may take the form of an entrely
hardware embodiment, an entirely software embodiment, or an embodiment including both
hardware and software elements. Some cmbodiments of the present invention may be

implemented in software, firmware, resident software, microcode, an application which may

&3



WO 2014/167516 PCT/IB2014/060577

be downloaded and/or instalied by a user, an application which may run in a browser, a
client-side application, a server-side application, a client-server application, or the like. Some
embodiments of the present invention may take the form of a computer program product
accessible from a computer-usable or computer-readable medium providing program code for
use by or in connection with a computer or any instruction executon system. For example, a
computer-usable or computer-readable medium may be or may include any apparatus that can
contain, store, communicate, propagate, or transport the program for use by or in connection
with the instruction execution system or device. Some embodiments of the present invention
may be implemented, for example, using a machine-readable medium or article which may
store an instruction or a set of instructions that, if executed by a machine, cause the machine
(e.g.. a computer or an electronic device) to perform a method and/or operations described
herein.
[00437] Some embodiments of the present invention may include or may vtilize, for
example, a processor, a central processing unit (CPU), a digital signal processor (D5F), a
controller, an integrated circuit (1), a memory unit, a storage unit, input units, output units,
wired and/or wireless communication units, an operating system, and other suitable hardware
components and/or software modules.
00438} Some embodiments may be implemented as, or by utilizing, an application or
“app” for a Smartphone or tablet or portable computing device, which may be downloaded
and/or installed onto such electronic device from an “app store” or an online markeiplace for
applications.
[00439] In some implementations, the terms “website” and “domain” may be inter-
changeable; such that, for example, operations that are described herein with regard to a
domain, may be applied to a website; and/or vice versa, such that operations that are
described herein with regard to a website, may be applied to a domain. In some
implementations, the term “website” may comprise a web-page; and may optionally comprise
a profile or a page of an entity (e.g., a person, a company, a legal entity) in a social media
rebsite o7 a social network.
004401 Functions, operations, components and/or features described herein with
reference to one or more embhodiments of the present invention, may be combined with, or
may be vtilized in combination with, one o more other functions, operations, components
and/or features described herein with reference to one or more other embodiments of the

present invention.
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(004413 While certain features of the present invention have been illustrated and
described hercin, many modifications, substitutions, changes, and equivalents may occur {o
those skilled in the art. Accordingly, the claims are intended to cover all such modifications,

substitutions, changes, and equivalents.
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CLAIMS

(00442 What s claimed is:

[

1. A computerized method of protecting a brand name of a brand owner, the method
comprising:

{a} crawling a global communication network to identify and collect data about web-sites
that possibly abuse the brand name;

63} for each web-site that possibly abuses the brand name, analyzing whether or not the
web-site abuses the brand name by analyzing at least one of: (1) content of said web-site; and

(i) data about an owner of said web-site.

2. The computerized method of claim 1, comprising:
for each web-site that possibly abuscs the brand name, generating an investment scorc

indicating an estimated level of investment that was invested in development of said web-site.

3. The computerized method of claim 2, comprising:
for cach web-site that possibly abuses the brand name, generating a damage score

indicating a level of damage that said web-site is estimated to produce to said brand name.

4. The computerized method of claim 3, comprising:
for each domain that possibly abuses the web-site, gencrating a popularity score
indicating a level of popularity of said web-site among users of the global communication

network.

5. The computerized method of claim 4, comprising:
for each domain that possibly abuses the brand name, generating a relevance score

indicating a level of relevance of said domain to said brand.

6. The computerized method of claim 3, comprising:
for each web-site that possibly abuses the brand name, gencrating an aggregated nisk
score based on, at least, onc or more of! said investment score, said popularity score, said

damage score, and said relevance score.

o0
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7. The computerized method of claim 1, comprising:
identifying a coromon pattern among multiple web-sites that are determined, by the

computerized method, to be abusing the brand name.

8. The computerized method of claim 7, wherein identifving the common pattern among
the mutltiple web-sites s performed based on at least one of:

identif ying common domain ownership for said multiple web-sites;

wlentifying common domain registrar for said multiple web-sites;

identifying common DNS server for said multiple web-sites;

identitying common Internet Protocol (IP) address for said multiple web-sites;

identifying common content tor said multiple web-sites;

identif ving common web-site use type for said multiple domains;

identifying that multiple Internet Protocol (1P} addresses of said multiple web-sites
belong to a same country;

wdentifying that said multiple web-sites have a same country code Top-Level Domain
{ccTLEY:

identifying that WHOIS records of said multiple web-sites share at least one same

contact detail.

g, The computerized method of claim 7, comprising:

wdentifying a batch of multiple web-sites, that arc owned by different entitics and are
determined by the computerized method to be abusing the brand name;

automatically generating drafts of ceasc-and-desist notifications directed to said
entities;

upon approval of the brand owner, sending out said ccase-and-desist notifications to

said entities.

16, The computerized method of claim 1, comprising:

for a particular web-site that is determined by the computerized method to be abusing
the brand name,

autornatically analyzing at least (i) content of said web-site, and (it} domain

registration data of said web-site;
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based on said analyzing, astomatically presenting to the brand owner at least one
option sclected from: (a) to automatically send a cease-and-desist notification to an owner of
said particular web-site, (b) to automatically start a negotiation process for purchasing said
particular web-site, (¢} to automatically send a take-down notice to a hosting service of said

web-site.

11. The computerized method of claim 1, comprising:
generating a list of maultple web-sites that are determined by the computerized
method to be abusing said brand name;

presenting to the brand owner said list of multiple web-sites.

12. The computerized method of claim 11, comprising:
sub-grouping web-sites in said list, based on Top-Level Domain (TLD) of said web-

sites.

13. The computerized method of claim 11, comprising:
sub-grouping web-sites in said list, based on country code Top-Level Domain

{ccTLEY) of said web-sites.

14. The computerized method of clatm 11, comprising:

sub-grouping domains in said list, based on a level of aggregated risk to the brand
name.
15. The computerized method of claim 1, further comprising:

based on keywords entered by the brand owner, analyzing crawled data and
identifving web-sites that abusc the brand name; whercin the keywords entered by the brand

owner are used for generating a relevance score for each one of said web-sites.

16, The computerized method of claim 1, further comprising:
based on names of one or more competitors, that are entered by the brand owner,

analyzing crawled data and identifying web-sites that abuse the brand name.

o0
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17. The computerized method of claim 1, further comprising:
based on a use type of a possibly-abusing web-site, analyzing crawled data and

determining whether or not the possibly-abusing web-site abuses the brand name.

i8. The computerized method of claim 1, further comprising:
determining that a possibly-abusing web-site is used for domain parking;
based on satd determining, generating a determination whether or not the possibly-
abusing domain abuses the brand name.
19. The computerized method of claim 1, further comprising:
determining that a possibly-abusing web-site is used for pay-per-click advertisements;
bascd on said determining, generating a determination that the possibly-abusing web-

site abuses the brand name.

20. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site is used for redirecting Internet traffic to
a web-site associated with a competitor of the brand owner;

based on said determining, generating a determination that the possibly-abusing web-

site abuses the brand name.

21. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site is used for clectronic commerce of
counterfeit merchandise;
based on said determining, generating a deterrnination that the possibly-abusing web-

site abuses the brand name.

22. The computerized method of claim 1, further comprising:
5
generating a determination that a possibly-abusing web-site abuses the brand name,
based on an analysis that takes into account at least one of: (1) a current content of said
possibly-abusing web-site; (i) a past content of said possibly-abusing web-site, which is

different from said current content.
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23. The computerized method of claim 1, further comprising:

generating a determination that a possibly-abusing web-site abuses the brand name,
based on an analysis that takes into account at least one of: (i) a current type of use of said
possibly-abusing web-site; (it) a past type of use of said possibly-abusing web-site, which is

different from said corrent type of use.

24. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site appears in a pre-defined white-list of
web-sites that are authorized by the brand owner to mention the brand name;
based on said determining, generating a deterrnination that the possibly-abusing web-

site does not abuse the brand name.

25. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site i3 owned by an authorized affiliate of the
brand owner;

based on said determining, and based on other estimated risk factors associated with
said web-site, generating a determination whether or not the possibly-abusing web-site is

abusing the brand name.

26. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site i3 owned by an authorized affiliate of the
brand owner, based on a unigue code portion that is found embedded within a source code
served from said web-site, wherein the unique code portion is unigue per authorized affiliate

of the brand owner.

27. The computerized method of claim 1, further comprising:

determining that a possibly-abusing web-site is owned by an authorized affiliate of the
brand owner, based on a unique code portion that is found embedded within a source code
served from said web-site, wherein the unique code portion is unique per web-site of

authorized aftfiiate of the brand owner.

AL
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28. The computerized method of claim 3, comprising:

determining that a web-site that abuses the brand name, performs at least one of: (a)
sells counterfeit merchandise; (b) directs users to a web-site of a competitor of the brand
owner;

int response to said determining, increasing the damage score for said web-site.

]
w0

The computerized method of claim 1, further comprising:
analyzing at feast one of: (i) content of a list of domains that are owned by the brand
owner, (i) Internet traffic to said list of domains that arc owned by the brand owner;

based on the analyzing, identifving a particular domain on sad list, that s under-
monetized:
generating a nofification to the brand owner to perform self-monetization of said

particular domain.

30. The computerized method of claim 1, further comprising:

collecting domain registration data for a batch of domains that are owned by the brand
owner;

analyzing the domain registration data for said baich of domains, to determine at lcast
one domain having registration details that are incorrect;

generating a notification to the brand owner, indicating that said at least one domain

has registration details that require correction

31. The computerized method of claim 20, further comprising:
automatically correcting domain registration data, for the at least one domain that has
incorrect domain registration details, based on a default profilec of registration data pre-

defined by said brand owner.

32 The computerized method of claim 1, further comprising:

collecting domain registration data for a batch of domains that are owned by the brand
owner;

analyzing the domain registration data for said batch of domans, to determine

upcoming expiration dates of said domains;
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based on the analyzing, generating notifications to the brand owner with regard 1o
domain renewals, grouped into (i) a first group of urgent domain renewals, and (ii) a second

group of non-urgent domain rencwals.

33. The computerized method of claim 1, further comprising:

performing a domain availability analysis that takes into account at least one of: ()
the brand name: (i1} one or more user-provided keywords that ave related to the brand name;
{(1it} one or more system-generated keywords that are related to the brand name; (v) one or
more countrics-of-interest; (v) one or more global Top-Level Domains (gTLDs) of interest;

based on the domain availability analysis, performing a domain opportunity analysis
to determing a particular domain name that is (A) available for registration, and (B) s
relevant to the brand name;

generating a notification that proposes to the brand owner to rvegister said particular
domain.
34, The computerized method of claim 33, further comprising:

based on the domain opportunity analysis, performing generating a hist of muldple
domains that are (ay available for registration, and (b) are relevant to the brand name;

ranking said list of multiple domains by using a prioritizing algorithio that takes into
account at least one of: (A) system-gencrated keywords; (B) user-provided keywords; (C)
countries-of-interest; () global TLD of interest; (B} semantic analysis of the brand name; (F)
common typos; (G) common linguistic mutations.
35. The computerized method of claim 1, further comprising:

generating a mutation of said brand name by introducing a typographical crror to said
brand name;

generating a candidate domain by adding a Top Level Domain (TLD) suffix to the
mustation of the brand name;

based on domain registrar data, checking whether the candidate domain is registered
to an entity other than the brand owner;

if the candidate domain is registered to an entity other than the brand owner, then, (i)
analyzing a use of a web-site served from said candidate domam, and (i) based on the

analyzing, determining whether the candidate domain is abusing the brand name.
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36. The computerized method of claim 1, further comprising:

generating a mutation of one or more keywords that are related to said brand name, by
introducing a typographical ervor to said one or more keywords;

generating a candidate domain by adding a Top Level Domain (TLD) suffix to the
mutation, wherein the candidate domain comprises said brand name and said mutation of one
or more keywords;

based on domain registrar data, checking whether the candidate domain is registered
t0 an entity other than the brand owner;

if the candidate domain is registered to an entity other than the brand owner, then, (i
analyzing a use of a web-site served from said candidate domain, and (i) bhased on the

analyzing, determining whether the candidate domain is abusing the brand name.

37. The computerized method of claim 1, further comprising:
determining one or more keywords, that are related to the brand name;
performing a search engine query that comprises said once or more keywords;
selecting a web-site that appears in search results of said search engine query;
analyzing at lcast one of: (i) content of said web-site, (i1} Internet traffic to said web-

site, to determine whether or not said web-site abuses the brand name.

38. The computerized method of claim 1, further comprising:
determining one or more keywords, that are related to the brand name;
performing a search engine query that comprises said once or more keywords;
selecting a web-site that appears in scarch results of said search engine query;
obtaining through a domain registry data about an owner of said web-site;
if said web-site is owned by an entity other than the brand owner, then, analyzing

content of said web-site {o determine whether or not said web-site abuses the brand name.

39.  The computerized method of claim 1, further comprising:

generating a cost cffectiveness score for Search Engine Optimization (SEO)
operations performed for a web-site of the brand owner, by:

(a) at a first tme pomt, determining a first ranking of said web-site in search
results of a particular search engine;

(h) at a second time point, determining a second ranking of said web-site in search

results of a particular search engine;
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{c) obtaining a user indication of monetary investment in SEO performed between
the first time point and the second time point;

(d) gencrating the cost effectiveness score by taking into account, at least, the
change between the first rvanking and the second ranking, and said mornetary investment in

SEO.

44, The computerized method of claim 1, further comprising:

generating a cost effectivencss score for digital marketing operations performed for a
web-site of the brand owner, by:

{a) at a first time point, determuning a first ranking of said web-site in search
results of a particular search engine;

(b) at a second tire point, determining a second ranking of said web-site in search
results of a particular search engine;

{c} obtaining a user indication of monetary investment in digital marketing
performed between the first time point and the second time poing;

{d} generating the cost effectiveness score by taking into account, at least, a
change hetween the first ranking and the second ranking, and satd monetary investment in

digital marketing.

41. The computerized method of claim 1, further comprising:

generating a cost effectiveness score for Search Engine Optimization (SEO)
operations performed for a weh-site of the brand owner, by:

{a) at a first time point, determining a first ranking of said web-site in search
results of a particular scarch engine;

(b} at a sccond time point, determining a second ranking of said web-site in search
results of a particular search engine;

{c} generating the cost effectiveness score by taking into account, at least, change
hetween (i) the first ranking at the first time-point, and (i) the second ranking at the second

time point.
42. The computerized method of claim 1, further comprising:

generating a cost effectivencss score for digital marketing operations performed for a

web-site of the brand owner, by:
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{a) at a first time point, determining a first ranking of said web-site in search
results of a particular search engine;

(b) at a second tire point, determining a second ranking of said web-site in search
results of a particular search engine;

{c} generating the cost effectiveness score by taking into account, at least, change
between (i) the first ranking at the first time-point, and (10 the second ranking at the second

tine point.

43, The computerized method of claim 1, wherein the brand name compriscs a name of a
person.
44. The computerized method of claim 1, wherein the analyzing further takes into account

at least one oft keywords used in the content of said web-site, Internet traffic data for said
web-site, Search Engine Optimization (SEQO) data of said web-site, stucture of said web-site,

programming technologics used by said weh-site.

45. The computerized method of claim 2, wherein generating the investment score is
based on an analysis that takes into account at least onc of:

level of sophistication of one or more programming technologies used by said web-site;
whether one or more programming technologies used by said web-site are recent or putdated;
an amount of content contained in said web-site;

a number of web-pages contained in said web-site;

whether or not said web-site is compliant with World Wide Web Counsortium {W30)
rCCUirenents;

whether or not said web-site is compliant with Search Engine Optimization {SEQ) standards.

46. The computerized method of claim 1, further comprising:

identifving a common pattern for multiple cross-brand abusing web-sites.

47. The computerized method of claim 46, comprising:
detecting a first web-site which abuses a first brand name of a first brand owner;
detecting a second web-site which abuses a second, different, brand name, of a

second, different, owner;
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detecting one or more comrnon characteristics that are comunon the first and second

web-sites.

N
o

The computerized method of claim 47, comprising:
sending a notification about detection of the multiple cross-brand abusing web-sites,

to at least one of the first brand owner and the second brand owner.

49. The computerized method of claim 47, comprising:
sending a notification about detection of the multiple cross-brand abusing weh-sites,
to at least one of the first brand owner and the second brand owner;

enabling a cooperative action to be taken by the first and second brand owner.

50.  The computerized method of claim 1, comprising:

determining that a certain web-site is abusing the brand name;

scarching in a sccondary marketplace for domains and/or web-sites, whether said
certain web-site 1s offered for sale:

if said certain web-site is offered for sale, through said secondary marketplace, then
enabling to the brand owner to purchase said certain web-site through an automated system

that interfaces with said secondary marketplace.

51. The computerized method of claim 1, comprising:

determining that a batch of multiple websites are abusing the brand name;

scarching in a sccondary marketplace for domains and/or websites, which ones of said
multiple websites are offered for sale;

generating a list of said multiple websites that are abusing the brand name, and
indicating on said list one or more of the websites that are offered for sale on the secondary

marketplace.

32, The computerized method of claim 1, comprising:

scanning an entire registry of a Top-Level Domain (TLD) for websites that abuse any
one of a grogp of brand names;

generating a risk scove for each one of said websiies;

hased on the risk score, generating a ranked list of said websites.



WO 2014/167516 PCT/IB2014/060577

53. The computerized method of claim 1, comprising:

scanning an entire registry of a Top-Level Domain (TLD) for websites that are non-
compliant with one or more rules that apply to said TLD registry;

generating a non-compliance score for cach one of said websites;

based on the non-compliance score, gencrating a ranked list of said websites.

54. The computerized method of claim 1, comprising:
determining that a certain website is possibly abusing the brand name;
capturing and storing a screenshot of said website, together with a time-and-date

starop.
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Abstract

A computerized method of protecting a brand name of a brand owner, includes: (a)
crawling a global communication network to identify and collect data about web-sites
that possibly abuse the brand name; (b) for each web-site that possibly abuses the
brand name, analyzing whether or not the web-site abuses the brand name by
analyzing at least one of: (i) content of the web-site; and (ii) data about an owner of
the web-site. The method further includes: for each web-site that possibly abuses the
brand name, (A) generating an investment score indicating an estimated level of
investment that was invested in development of the web-site; and (B) generating a
damage score indicating a level of damage that the web-site is estimated to produce

to the brand name.
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