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[0004]

[0005]
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[0007]

[0008]

W& 3GPP EPS & WIEE 113kd ol FAl
b Ealell ol Hekd A welshe kel A ot

device) o &4l 7ol 8 7Hedt=SE sk Aol tieh Ao mA, ofu] 7]7](device) =

(
FA @Eolu}; machine type communication & F*33k= 717], Consumer Devices, & Uds 7]7]
[e)

B oaw o o3t 717|7F BAlS = EE S o] proximity based service < prose discovery % prose
communicationol TH3F A O 7, E3] proximity based service, ©&7F EAlo] 7}5e = Ay AKX, Hor A
Kol
=

4 Fol AFHES s Pore Agstel, wob A A £l HES s Py L AsYe] B

3 Aol
AW, AA B B Az FRSGAE 7717 BAL FASES ol oA, vk wel gre] wok
A wmEol whE FHobd 2 7l £l ofelgow dAste] /7] 1k BAL 91 ner M4, Bl @ A

9ol TE w=olvh REabel, woby ARY, & FA A glold v EEH AL WA 5

¥ @
rir
l !
o
N
N
N
30
32
i)

woage Bael /7] 2 BAL FAREE JV1E AV 2 BAL FA) A% Ang A5sa, /7] 2
AL FAsY] 9% HAE ASsa, /7] 1 BAL SRS AT wae el A FAL 59
7 % o

B oatmo] o AA] do] wpEd, TR 2 4 (prose function) =EE I E Z(prose) & 8% WAAEZ AL
St WA, A7l Z22 34 (prose function) =EZHE I Z Z(prose) U5 EEZS FAs=E 9A, A7 +
A3k Q= B Uldk S S EFEE WARNE A7) Z2= 35 (prose function) =EZ AEEE A,
A7) @y o] Z Aol AW I+ BAS 9% FZAA J)(integrity key) ¥ 453} A= 7](encryption key
seed) & XEF3E ZEE(prose) TF SF HIXAE FAEE @A 2 V] ZEZ(prose) TF 5F A

] oJZ Aol A BAL Faslr] 98 T2 = 7)(prose key)E A= AL ERHo=Z 3

3, B oame] oA AA] oo wad olF EA YEYI FHojk e nrol BEAS S s AR
W xZ2= d(prose function) =E8 TR Z(prose) T= 8F WAXE HAEsla, A7) TE2= <(prose
function) w=EREHFE] ZRZ=(prose) 1T ETS T8, A7) F218 15 E2d oig 39 @S E3she=
WA S 7] Z2Z2 4 (prose function) =T AFstar, 7] @iy ofZgAlold AW 1t 4 9%
FAA Z](integrity key) ¥ 94353} A]= 7](encryption key seed)E X3+ T2 Z(prose) 5F SH HA
AE FAsH, 47 Z2Z(prose) &F W HWAIA A Ulg3te] 7] ofE Al At TS 3
gk === Jl(prose key) & ABAIINEF Aolste= AlofFE x3ets AS SHOR o= FXE ATt

wge] aa

2 g S F3 EUTRAN (Evolved Universal Terrestrial Radio Access Network : ©|3} EUTRAN %7]) &
UTRAN (Universal Terrestrial Radio Access Network : ©]3} UTRAN ¥7]) / GERAN (GSM/EDGE Radio Access
Network : ©]&} GERAN o2 #7]) 53 2 34X 7]7]|(device)’} @ 7+ S YEL] =S whol M=
7t ARE AFsAY S 4= Jdub. E3F, Prose discovery, prose communication & 93 prose ¥# HHS
ARl 93 By B3 ARE Ad 2o, o]lHg HoY|E o]&3ste] Bt HAaE FAFOEH,  Prose

discovery, prose communication o AoJA F219] &4 9 HoMdo] ZE = o|Ho] .

EWY BuE d9
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g al £ prose discovery, prose communication ¢ H<QF A& 2 prose
communication & & AAE =S EFE o|tt. 7oA e d oZ=A 3GPP EPS A|A8 F2E EAISHITH
o] B9 EUTRAN & FAo=Z 7|&siglon, o]k WhHe FASE T2 o5 B4 A|&HAxE ARge
AT
= 18 #ZAZ3™, 717 (device) EE w2 (UE: user equipment) (111) & ZF#¢] ol% A W (UE : user
equipment )©|Y machine type communication & <33} 7]7], Consumer Devices% ©st 71717} Esl= <=
AT

T

4 rie

g

o ol

o] & 1olA+= UE1(111) 3} UE2(131) 7} prose discovery & 3}l prose SA1S ol glojA &8
olt). UE (111)= eNB (114), MME (116) & FalA Lwk4 > EUIRAN communication & <3¢
serving gateway(118), PDN gate way ( 119) 5& 53l|4 data 418 33}, 3H prose 7|5 3
A&l A, prose TH 71%5S 3= prose function server(127) 7} EA3}o], prose ¥d TF 2 #I#A
AR Ad D & prose ¥ capability & AS3IH, prose ¥ 7)5E& FR3HA @k, <hHE HSS
(121) 7} &A)38ke] UE o &3 subscription ¢ AKX % E & Hely] AW 585 ALsA @k, Prose ¢
$-&(application) A® 75 prose 7} prose application server (125) & E3}o] =&l =W, o]zf3t
prose application & F33}7] Yalr = PCRF (policy and charging rules function) (123-1) 3} %3s}o]
prose ¥¥ data AH|=E F3HA Hrt.
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prose discovery, prose communication & 7}s3lt=EE 3= 2
T AEE AV MEYAE FxdtY o3 & 2UlA] & 3§

=2 = X ougo o AA oo uwlE prose discovery, prose communication THEZF B9 HekS 93 E4
WoHel AxE Yehd WAR SEE oltf. E 2 ¢ AAdoaE v o 429 ( UE to UE) prose
discovery % prose T41S 93 control ©] 7|A=(eNB ) oA FPH+= A9-S A AAd =2 YERA F$-0)t}.

201 HHollA UEE eNB & attach request WAIXE AFste], 5F HxE Fdstar, UE7} A5 attach
request MAIAE MME & H<:(transfer) ® k. 203 I4oA MME = HSS 2 Authentication data request W
’\]7\15— ALt HSS & MME 2 9135 HWH (authent1cat1on vector ) 5& Xg3 Hol Iyl HERE

3}, 204 FAoA ME = EE <= EZ(AUTN) & X388} User authentication request HAAES A
_J‘ob_ UE & MME & User authentication response M| ] A9} &7 RES( response H.oHgh)S &3k}, 205 3}
Ao A MME + HSS = update location request WAJAE AFst}, 207 oA HSS = MME = subscription
data & AF3sHA €k, o] @l prose AY~E 3H7] A& prose 2'BA} (identity), Prose 71w A2 (prose
group identity), Prose Group Key, UE ¢] prose ¥# 52 (capacity), 5% prose 2"Ezl¢} B37]7F dvhd
proximity ¥# HolF 7]( prose key), prose PLMN list 59 HAHRE 37 A3}, Proximity ¥d HH|+=
proximity discovery X+ proximity communication & 3%+ HeH|E oju] 5=2% AW} Y= A =4
ARE X3 ST, 559 ARI} gle e olF AS5F AANES grh. 209 HAA = ME oA
eNB & attach accept WIAIX|7} 4= 3 o] attach accept WAIXE= 211 T4 eNB oA UE & AEH
olggk 209 A 211 A& 207 HAA HSS ZHEE L™ prose AH|AE 7] 98 prose 2ExAb
(identity), UE ¢ prose ¥# S (capacity), proximity ¥ HOl 7], prose group key, prose group
identity, prose PLMN list 59 ARXE A dadr).

F

213 A= UE E5E prose function ©& prose TF 8% WAX7} ALHT}t. 215 Ao A= Prose
function®ll 4] HSS & prose 5% 9% wIAIA7F AEE L o] % HSS 4] prose function &2 prose UF HE]
(prose authentication vector) 7} AEHETE. ol d QAT ¥WHo|= 4&7] (Cipher Key : ©]sF (K& 3%7])
of #2477 (Integrity Key @ ols} IKZ 3%7]) 7} 23s]o] AFHTt. 217 Ao A prose function 25
E UE & prose %5 ETo] AEHT).

221 A= prose 552 $138 prose function oA UER A3t 015 B tish SHake X33k wA]x|
7} UESlA prose function &% H%EF o] 231 prose function °A+= RES ¢} XRES HHE W|wsle], HAZF 3+
th. 223 FAOA prose function oA UE & prose 5% &9 HIAIX 7} dEH 3 o]df UE ¢ application
Server 7t B4l B S 3= integrity key, encryption key seed 7} AHHT},

225 ZA A UE = prose A5 317 Y3 Prose key & AT 4 AW, Prose Key & UE <} application
Aol AR&ETE. o238k prose key = IK, (K 2F-E Q¥ 7 KASNE & o] &3sto] 44T 4 . k3 227
oA prose function & IK, CK ZHE prose key & AASAY, 52 prose function = KASME ZH-H
prose key & A4T + o}, K, (K 28H A4 455 0SS 258 ddd @S ol&std Hi, »d
KASME 258 AT 9= WME Z5FE KASME & A& ¥4, prose function ©] MME ¢ A3 (combined) #
TFZA A Zhssith. 229 A A= prose function oA application A/H & prose key < prose function I
UE 7} T53te= #A4el prose AH~E 93l 55 dd Ar7E dddct. T8k integrity key, encryption
key = 3 seed ARZE A HAEE £ ok, 230 Aol prose key, integration key seed,
encryption key seed S99 ART Hox syl AFE 4 k. o|F 231 HAHo|A UE ¢ application
servert= prose key, prose 22} 5& o] &34 FAS i),

0] % 9] 1} 2 UE ¢ "& UE 7} prose key =& Prose 218 A} (identity : ©]% ID) &= oL BAS

233 Ao A UE2+= UE19Fe] 7]7]7F prose B4l 84S eNB & A%3tr}. o] w] UE29] prose identity ( 2]¥
2} o] IDE ¥7]) , UE19 prose ID Z18]3, prose group ID 7} 2EA= ALgE 4 Qu}. 235 Il A
eNB = UE2 7} 33 prose group o &38=%] A5eth. o] UE2 2] prose ID & 7FA|al prose 1H5S 53}
AY = & A AAdEE UE2 7} A43F prose group ID 9F UE2 9] prose ID 7FA . ASS 4 ). 237
oA eNB = UEL oAl paging & 3l=tl, ©] W] UE to UE BA1YS ¢El= indication & vwlA3|A B o
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24, IE to IE &4 945 & & Ak, o]F 239 TMOM eNB = UE2 ] UEl 9] 7]7]%F prose &4l 83&
A (transfer) &k, o] uj %‘%—J_ Aol 2 UE1 ¢ prose ID S UE2 7} destination 22X ol 7214, UE1
© 2 dedicated 3HA AE3 4 At} .(case 1) & = E}% o AAd(case 2) & 239 HA 241 A A9}
2ol ol213dt Q@3S broadcast & dFaL, 24301} 245 HA) A& o] E1 o]t} UE3 BHE o
HS AScE AHE FaAlA AFS destination A ATE F k. olHEd A9 A AAd=(case?)

=
broadcast Y-S o] &stAY, T2 A AAdE=(case 3) prose = 93 EAI QIS A& ). o]

3k 239 Ao 241 HA L] prose request o prose T4 2%l UE2 9 prose ID 7} EgE % At}
(announce 22 Y= FFolt}, e 8 A+ FFolv.). E 92 d HAA Y= UE2 9 prose 1D ¥ o}

Y}, destination €1 UE1 9] prose ID & ¥33 <= Ju}

UE29] 71717 B4l 84S AEst eNB & AAldd we} Bl S 25E $9& LAY, E1S v&Ee o8 g
SRS S W, 15 E1 P_E—rﬂ SHAAE wdsfor stz 247 g 52 249 FAHYA 253 I}
A AT HAE AAA "k, 247 FAHAM = A AA AR eNB FFolA 71717 T4l 840 g HFol
Aok, 249 FHUA] 253 4L Prose function FFolA 717]13F &4l &40 digh Aol = 495 ol
247 AN AT A AA Ao 9 (case 1) H&(target) 4] UE 7} UEl UAE HFd=
O]DP Z UE2 7} prose E41& 233 target QNEJE]Z} UE1 IR S AZF3S}. oo tfdk AELS UE2 7} prose
N 7bsd F4A 7bs gl2Ee] Ele]l A ERlsteE w9 WS Fad besith. & otE o AAde
(case2) = Z% prose group © UE1 3 UE2 7} &38F=X] #dslis Aolt}. o] prose group #~EL prose
©

9

390 94
]

L

o&m S 7@ rr

A

+= prose group ID & prose group = #Hoksk

growp 1D o ©ls)4] kol shsatet. oleld Aol 73
DEH 1F ARAG AL AA AR TS Ag 5

_l

T gE Jtes AAd H9 2-2 (case 2-2) & 249 AU 253 FPoR o]Fo] Xtk F 249 A A=
eNB oA Prose function 2.2 AF 8AS HAE3Ith. o]%F 251 FAHo A prose communication list & =3

t}. o]# 3} prose communication list ¥ UE2 ¢} prose B410] 7}s3F prose ZE°| U+ E E9 list ©

e

253 Ao A HZFol sk §Ho] prose function A eNB 2 HUXth, ojuf ©hEsd] HFo] AFP=A oF
T Ed SR Qrh. S E g2 A dE 7 g2E 59 JHE B E ASY S dok. 2Eg S
= O g =E o] eNB 7} UE2 & tAl8)A target IE & Zrol B4l 84S AFsted 82 4 Ao,

A 249 FAAA B prose function AZE Lo tialA] 251 FAoA T = A HS$ 3 (case 3)
prose UE to UE key (oJ7]4 between UE1l and UE2) & AAE 4 A}, o]uw] Prose UE to UE key

e dest 2.

211 : Prose UE to UE key = KDF ( prose group key , prose UE 1 ID, Prose UE2 ID, RAND, prose server

ox 10 o
o -
o
rir

o]7]4 Key &= prose group key & A& = Qlt}.

RAND += <= (random number), Proser server ID i= prose server 2] 2]¥x}, ©]E Prose UE1l ID, Prose UE2
ID, RAND, prose server ID 52 concatenation Fo] A2 4 t}.

KDF:= key derivation function &2 & <& £ HMAC-SHA256 o] = 47} v},

=)

o]

o
o
o,

o
™

Ao}, =S UEL ol Al UE2 9] address

o
A

o]& 255 Ao A eNB + UElol UE2 ETH prose Al &% =
= dEE 5 Jrh. 257 FAoA UEL 2 UE29] prose B4 240 ik &8 1dl 4= 9lth. 259 Hgoa
UE2 = UE1l 9 prose =41 83 <A (request complete) & B4 = dt}h. A7]o] 255314 FukRloa 259

2 Aol = Agkd = vk o] F 261 Al A EL

_Vll‘

UE2+= UE ¢} UE 7t prose BA1S ¢

= 38 2 ugol o A oo wE prose discovery, prose communication % 7+ B4l HES 913 =4l
Aas UEh WAlA] sEXolth. & 39 AA] odAe o @2o] (UE to UE) prose discovery
s VB A 3= = 495 A A2 d2 vepd 4$-o]t),

301 #AolA UE= eNBE attach request HIAIAE AFste], &5 AAE Fdstar, UE7F AEF attach
request MAAl= MME 2 H<%(transfer) ®tb. 303 oA MIEE HSSE Authentication data request WA
AZ M3t HSSE MMEE €15 €] (authentication vector) T2 ¥33 Ho o HBE H$3Ioh. 304
Hgo A MMEE UEZ Q15 EZ(AUIN)S 233} User authentication request HAIA & AEsta IEE MEZ
User authentication response WAIA|9} €7 RES(response HQFh)S &3tk 305 FAolA MIEE HSSZE

2 prose FAIE 9% controlo]
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update location request HIAIAIE &gt 307 A4 HSSE MMEE subscription datas #&3hAl HrTt.
olw], prose AH]2=E 3}7] 9% prose A} (identity), Prose ZLiF 21" A} (prose group identity), UES]
prose ## 5 (capacity), 59 prose 2'HAS HeHI7F It proximity B Bt 71( prose key),
prose PLMN list 59 HAXE &4 AL}, Proximity @ ¥H7]= proximity discovery B+ proximity
communication & 9% HRM|E o|n] FEFE HRI} Qe A9 sFHE FEE I dEFiL, TF5H AR
7F gl ASe olF I5F AMSIESF drh. 309 HA ol = MMECA eNBE attach accept HIAA|I7} HAEE L
o] attach accept WIAIA|E 311 #AoIA eNBollA] UER HEHch, o3k 309 343} 311 Qo= 307 A
A HSSZH-E HeEH prose AMH|2E 3l7] 93 prose 21 AF (identity), UEQ] prose ¥# ‘& (capacity),
proximity ¥% R} 7], prose group key, prose group identity, prose PLMN list T2 AR%Z A HAdH

o}

313 #HAIA = UEZHE prose function®Z prose 55 8% HWAIA7E dFdrt, o] HANA= E 7} o F
O E ¢ 5412 98] UEQ public key”} prose functiono2 A" = ul. o8 A A% UEQ public
keyt prose function o Ag#rt. o]ds IAE $Js|4 UE= #2112 public keyE key authentication Al
245 wolold HAEsAY 52 UEY 8% dWAIA|d webA prose function®] UES] public keyE key
authentication center 2%-E] dfol Ad 4= v}, o] oA Lot F9-epbd 333 A9t e 3}

e Az 4 ek,

313-2 Bl A= UE2 = UE1 A9 prose 5% 8% AL
UE2 o tisA] 7|&Ho2 Bl B 22 55 434S AXe= A
A HSS & prose 52 9% WAA 7} HAEE L o]F HSSOA] prose functionZ prose A% WE (prose
authentication vector) 7} A&FHtt. olHE A5 ¥ = ¢+37] (Cipher Key : ©l3} CK& %7]) ¢ F2
A7) (Integrity Key : ©|3} IKZ %E7]) 7} 5o AEHt. 317 FANA prose function SZHEH E &
prose ¢1E EZo] AFHT,

gsict. o]E BALS VBl & 71 A9slA g,
2 7}A s}, 315 Ao A= Prose functiono

o 4

321 FAHo = prose 552 Y3l prose function oA UER A5 % EZddiet &9 kS F33 mA]A|
7} UEOl A prose function® 2 A<%E o] 931 prose function oA+ RES ¢} XRES AHBE v|wsle], HAF3c},
323 FA4 A prose function®lA] UEE prose 5% 9 ®#IAIX 7} AFE L ojuf UE ¢ application Server 7t
E2% H3E integrity key, encryption key seed 7} AEHT},

2w

325 B4 A UEE prose B4l 3 4= Prose keyE A 4 912, Prose Key += UE ¢} application B4l
of Ab&FITE. o] prose key & IK, (K 258 BG4 KASMEE o]-&3te] AAEE + v}, & 327 3
Al A prose function = IK, CK ZF¥ prose key & A3AU, =2 prose function = KASME ZH-E
prose key & AT ATk IK, K 2HE AT 4= 0SS 2HEH dAdd S ogstd =Ha, vy
KASME Z4H-E A + MME Z5-E KASME & A& ®Au}, prose function ©] MME ¢ A3 (combined) #
FZo A 7hssttt.

329 #7gdo| A= prose function ©l4 application AH=E prose key9} prose function o UE7} 53k 34
of prose MH|=E 98] T3 el HHrF dewEt;. L3 integrity key, encryption key 5& 93 seed
ARE 7 Adgdd 5 vl 330 F4o A= prose key, integration key seed, encryption key seed 59 A
B F AHojx st A" 4 k. o]3 331 HAo A UE ¢ application server: prose key, prose 218

A 5% olgM BAL FAA.

]

<
T
y=Ke)
[¢]

(]

So] AL UE ¢ 92 UE 7} prose key Hi= Prose 2]®HA} (identity : o] ID) & o]&3A EAS
got= g digk Aol

WA o]% 9] 371 H}AA UE2 7} prose FAIS Bl request o A case 3) 2o g o] FIY
(public key) & B3l HSstuzt st 495 333 FHoA 9 o] UE1SZ5H prose function®.® prose &
5 ¢ (registration complete) WAIXE HUWHA UEQ public key & SF3tth. o] IAHd A= UE 7} o] F
g2 E ¢ F41S 98 UE 2 public key 7} prose function &2 HAE=E Fx v}, olz2A ALw UE ¢
public key & prose function o AF#ct. o]y HAHS &4 UE = A4l public key & key
authentication AE]ZH-E wrolelr HAEstALY £ UE o &% AKX wEtA prose function ©] UE <]
public key & key authentication center ZH-E| % wro} st 4= glvd, wd 919 prose regi A<
313 #7gell A public key & 5% A-F-2td olest #A42 Agd ¢ Ut

n

2o
ol
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[0044]

[0045]

[0046]

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]
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B Ao M= 333 Aol IELS d2 SAAN, B2 &= /712 AFsE 49 UEQ public key & 5=
b om ogE o A4 oﬂi—b 333 #Aelut 313 B et o] Fals 7] flsiA Ao public key &
prose server ° 533 UE 59 public key & 123 UE ¢} E41813}F sl UE 7} 313 o} 334 340
A ¢} 3Fo] whole = Ho“%‘ée TAA AR, H& JEE F31A Sk UE 9] public key & Wolobx 33
=g #8488 4 9t = 334 JAHgAE ARE dux s, T EASux = E 9 public key & W
olg o2 o]F 3 E o WAIAE FAstaL, ol HFeted &8 & 3

F

=

=
<]
A
i

sk 335 FAA A9 Zo] IE 1 7F (52 UE2 o F/W7= ASshe 4939 B2 9 3M7E
key & prose group .2 delFH | o]FA dHFE= WHOZE broadcast o] AFEE FX AT},

337 HAo A UE2 ¥ paging & EWth. o] w paging WA X o|= UE oA UE 2 prose A4S 938 A A=+
(indication) o] Z&Ho] & 5+ 9

335 Zhgolut 337 HA 2 72L& public key & prose group o7l L&FAY, paging sH= WH T thE d
AAldle] o3t e FE e HAo .

sk 339 Aol A UE2 & thE UESF 48] dE8e &Elr, prose B41S #18] 2% (request) 3FH, olzfst
request WHoll+= broadcast, broadcast IP & AF&3tE WHWE 5 olFo2d & 3

UE22H-E prose B4 8FHS WHe [E1& UEle] &4 (target) prose At == <% #etajor 2w 371 3}
g &2 381 FAGUA 383 AA] HF DAE AXA FHrh. 371 FAHAA= A AAARE E FFolA 773
S22 240 3k HFol Jd= Aolvk. 381 A WA 385 IS Prose function oA 77|17 B4l 2%
of tigt HFo] A& Ag-olth. 371 Aol HFL A Ao 9 (case 1) HH(target) “4dl UE 7}
UE1 X 7Z3t= Aoltk. = UE27} prose T4 2343 target prose ID 7} UEl SIA|E ST}, o]
g AZL UE2 & prose B2 7bsdk B4 7bs @l 2~Ed] [Elo] QA delsts 5o WS E3) 7Ms3it).

i

-

371 4o = 2 A A (case2) £ W@ &R preshared key = Asoltk. olgd Hes AN
Howg AWHm 337 > 339 > 361 —> 363 > 371 —> 387 o]Fo] U] Ao R o|FojX = Ao}, o]
o 337 AL yFE Fx k. 339 A o]F 361 FAHA} 7o) UEL € random number Y time stamp
S X338t A% (challenge) & UE2 = HuUW 363 #7404 UE2 & preshared 715 ©]-&3}%] random &<
F3sl et BuUla o] A& 371 FAA UEL o] H33} (decrypt) 3t HEE 4 vk, o @ time stamp #k

°o]-&%

o,

O

o application oA A}&aH= kS A}&EF S glom | T2 A4 o2 radio frame oA A= FHS
AR o ma HYh &3 time stamp & AFEStY] FAIT F4lo FU1E ¥E ST 3, HOE ¢S A3E
TE

371 #A4e] = & A A9 (case 3) £ public key & ©]&3F HZFolt}. olzldt AES AR or Aun
M. case 3-1 ¢ A9+ public key & o] &3] AEd+= W oR 333 —> 334 —> 335 —> 337 —> 339 —> 341
343 —> 345 —> 371 —> 387 o]F 9o Ay HHOoZ o|FojZ}, ojuw 335, 337 HAHL ATFH £ Qr}.
335 H}A42 334 #A4o] HEZ public key & AF3I= A9 thE AA] d2M, broadcast 522 AFH
A public key & FE5dtE A7t ol 334 A A} o] At =9 public key & FAl&)
Q= HHo] Al Hrt.

341 Ao A UE2 oA UEl & A% (challenge) WAIA7} B A 343 3}AHo| A UE1 oA UE2 2 UE2 ¢
public key % encrypted ¥ random number, =& time stamp = HWIt}. o] w] time stamp #t< application
MM ARgstE @he AFEE e dom, B & A dZE radio frame oA ARESHE ghE ARSFOEA
Bt} AZ time stamp & ARESFY] FAF FAlY] FUIE BE SUF 3, HS WS AstE = Qo
345 Ao A9} o] UE2 ¥ UE29 private 7|2 E353H(decrypt)dted UE1 & random number, Z& time
stamp = HEdle] WO R FHZFo] dx Hrl. o] v time stamp A2 application oA AFE3FE 3 ALE
g Fr glon | w2 AHAA Y EE radio frame oA AFEEE S AMRFoEH B AEI time stamp =

KF i

2 N

ARSE AT 419 FU1E 9E U A3, B 9L AsE = Q).
o2 A AN case 3-2 9 A$E public key E o]&3le] HFdE Aew, d33tE AW (digital
signature) &2 FAAE AZFstE WHAlolth. =, 333 —> 335 —> 337 —> 339 —> 351 —> 353 —> 371 —> 3879]

dde] Hgow ofFo] vk, ofuf 335, 337 HA2 AHFH = vk, F 335 HAFL 334 HA O] JH=

_10_
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[0054]
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[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

[0062]
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public key & A%d= A9+ T2 A d 24, broadcast 502 Abde] At public key & 53}
A7 oby et 334 Ao A et ol gl =29 public key & FAlEN = Fdo] A .

rr

SHA 339 gl o] UE27F UE29] private key & 7FX|al, digital signature (A™)E siA RuUls 4%
+ UE1& ©]v] UE2 9] public key & 334 22 335 oA E53le] & = ZH$-olth. ol random number
=2 time stamp Ftol &&= & Utk o] Wl time stamp #=> application oA AR&Sh= S AHEE
o, I & AA dZE radio frame oA AL&dE S AFEFoRM BU HEI time stamp S AFES)
of FAF FA EUE 9vE U A, BEobs US AEE = dvk. olFHA 339 AAo] HAFse AAE
¥&sls ASE e AAdYgE T & A Y (case 5) 7} T},

upeba] 339 #Ao] whebA UE2 7F UE 1©.% broadcast #IAAIE A& wf UE1 & 2L wIAAE F4l8ke] UE2 =
HAIAE S48 FAAE 15T & Tt

T g o HAA9=R 351 FAHNA UE12 UE2 & random number, =2 time stampE Hulal, 353 I}gollA
UE2o A UE29] private key@ AW (signature) & 1A o] 371 FAHo|A 9}l o] AFS 3}, oluf], time
stamp #S applicationol A AFEEE #S AMRE 4% glow | I & AA] o &%E radio frameol A AF&-3&}
T #E Ao EN Bt Al time stampE ARSI FAIT F219 FVE wE U dA, BHE 9
[e]

7]—§].6‘]— 2= = O] q

T gE 713 A S 4 (case 4) &= 381 ¥4 WA 385 Ao R o]Fojzr}, F 381 Ao A= UEL
4 Prose function 2.2 FHI &S HAEShr;. o]F 383 FA|A prose communication listE HF S}, o]
gk prose communication listi UE1Z} prose §41¢] 7F&3 prose 19l = UE £9 list o|v. 383
Ao Al Az tlgk So] prose functiondA UE1o.Z HUIHTE, olw] w53 AZEo] AEPEA oFuwr wy

3 381 HAoA Bl prose function A= Q3o talA 383 HAoA T TE AAG A$ 5 (case 5)
9] A9E= AZZ prose UE to UE key (37]4 between UE1 and UE2)E AASE 4= glt}. o]u] Prose UE to UE
key QAL o537 2},

211 : Prose UE to UE key = KDF ( prose group key , prose UE 1 ID, Prose UE2 ID, RAND, prose server

o]7]4 Key & prose group key & AF&3 = 9Qlt}.

RAND += <= (random number), Proser server ID i= prose server 2] 2]¥x}, ©]E Prose UE1 ID, Prose UE2
ID, RAND, prose server ID 5 concatenation 5101 AgE 4= v}, KDF += key derivation function &=
2 o E 59 HMAC-SHA256 Fo] & <7} Ut}

387 *}X Oﬂ/ﬂ UE1 2 UE29] prose &I 8_5‘401] EH?'& 2s Wl 2= ol 389 A UE2 = UE1 °| prose

28k 387, 389 © FHAL o AAdo] wepd Ayekw
UE

p ] =
—’F U AAoltk. o] F 391 HAANA UEL F UEZL UE ¢t UE %F prose &4l 3 4 ot

H

=4

W R owne AR APt TAHA QA o] e Agsgot, B wael WeldA woluA g
B WA olel 7 Wyel Fsge BEelth, Teuz B owgel Wt AyE 4 ool FasA %o
W, FEHE SHRT HARE ohiet of HHYT WS FEF AT o3 e Bk
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125 19
Application |~
Server PN GW
118
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121 Serving
GW
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MME |
114
L
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1913 131 11 11 127 121 118 119 123-1 125
a 116 L
eS| |uE2| | UEt eNB MME prose || Hss SGw o PORF | e

=2

Authenticdtion data
request/response V(NS

user autheftication (Auth vector]
request [204) update location request (205]

Attach request

AN

Attach jaccent download subsgription data
(UE prose (capability, (yE prose capability] prose PLMN list,

prose PLMN st Prose Key, _umu e ID, Prose

Prose Key Prose ID, - kroup ID, Prose group key) (207)
Prose group ID, Prose

aroup key] (209/211)
Prpse Regi (213

Prose
prpse Auth Token (217) Regl  J--215
. - [Auth vector]
Nr0Se régi response (Integrity key,
encryption _a:reﬁm_ n_u compare REY (221] send kb
Generate . Eoﬁ LW.MQ
Genprate L © ProseKeylpn  "gaistration nfofl

le
Prose Key (225] Store |Prose Key (230) S

Communicate using prose key, Prose 1D (231)

Request [ UE2 want to talk to|UE1:
UE1[s prose ID, E2' prose ID, Brose
Group ID) (233
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E92D

B3 131 14 1114 116 127 121 118 119 1231 12
Prose SGW PON Application
UE3 | |uE2| | UET 6B MME Funoten | | 1SS aw PCRF Server
Verification

Paging
(rdicating UE to (UE2 belong to prose Group) (235)

dommunicati on)
(237

Refuest (broadcas

T

prose D) (239)
(Request (broadcast - prpse ID1) (241)
Response
rom UE 1 (243 o
> Verificatio
(Respor)se from UE/3] (245] (case 1. UE] Is destination?
s Case 2. prase groupil UE1, UE2 £0H=XI? (247)
Verification|Request [249)
) Verification response (253) 1y Case 2-2) look up prose Eommunication|list
notify to ) Case3 ) Prose|key generation
response [«UEl (UEZS KDF { prose aroup Key , prose UET I0, Prose UE2 I0) (251)
(5 UE2 (257 addr) (255)
Request
mplete (250)
communication (YE-UE)
prose key, Prose 1D (261)
AN
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s==4

EM3a

1919 131 11 1114 116 197 121 118 119 1231 195
\’K
UES| |uE2| | et B MME rose || s SoW Pl posr | | Anpicaton
Authenticdtion data
301 /\%A request/response vgwa
user autheftication (Auth vector]
request (304) Update location request (305)
Attach [accept download subsqription data
(UE prose apability, (Uf brose capability] prose PLMN st
. Prose PLMN list, Prose Key, Proge ID, Prose

Prose Key Prose 1D, froup ID, Prose grioup key) (307)
Prose group ID, Prose

group key] (309/311)
UE1 Prose Regi (313

UE2 Prose Redi (313-2] Prose Regi
\_|~/
prise Auth Tokén (317) JAuth vector) x~315

nrose régi response {Integrity key,

bt h compare RES (321)
encryption key s¢ed) (323) nw mgwss send prose Kby,
Prose Key (225) N
| Store |Prose Key (330 S
A Communicate using prose key, Prose D (UE-APP] (331]

Drose regi nau_aﬂug ic key UE1's] (333

public key to prose droup (335]
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EW3p

131-3 131 M 1114 116 127 2 118 119 123-1 125
3| |ue2| | uet el MIVE rorose || Hss Wl R O (e

_umL.__u (UE to UE Sss__z_cmr”:: indication) (337)

Requet ( broadca
Case 3-1] Challen
Key (random) (343)
flandom [343)
[case|3-2) random (351)
m_u\gea (3981
[case 2] (hallengelradom! (361]
Key|random) (g63) Verificaion |
Gase 1){UE1 is destination?

Case 2)(preshared Kgy 012 <2_=§_cﬁ
Gase 3]{public key Ol verification (37,

case 4) verification reayest (381) Verification
— »|  (Case 4) UET | UE2 in comfmunication list|?
verification responseg (385] O Case 5] Proge key genefation

~ KDF [prose group key, prose UE1 ID, Prose UE2 ID) (383)
Response aﬁ_

request completq (389]

communication (UE-UE)
Using profe key, Proge ID (391
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