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Overview of Coda

Coda is an all-in-one platform that blends the flexibility of docs,
structure of spreadsheets, power of applications, and intelligence of
Al. Coda starts as a familiar blinking cursor and a hub to consolidate
all of your team’s work. It also contains a set of powerful building
blocks that enable teams to work in their own unique way—and stack
into customizable solutions that fit every team. From 1:1s, to team
meeting rituals, to company-wide planning processes, companies like
Figma, DoorDash, Ted, Uber, Square, and The New York Times use
Coda to codify their best ways of working and reduce tool fatigue.
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Coda security

overview

At Coda, security is of utmost importance because we believe

that it takes a lifetime to build a reputation and only a few minutes

to tarnish it. Our security strategy is built upon well-established
principles such as defense in depth, least privilege, and attack
surface area reduction. These principles guide us in our approach to
securing Coda and Coda’s security features provided to customers.

Securing content on Coda is a collaborative effort between us

and our customers. We continuously invest in securely designing,
developing, and operating our service, as well as enhancing product
security features to assist customers in meeting their stringent
security requirements. So, our security investments are divided into
two core building blocks: Coda’s internal security and Coda’s product
security features.

Product security features

Application Infrastructure

security security Compliance
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Internal security

Application security

Coda’s security commitment starts with processes, tooling, and
practices to continuously design and develop secure software.

Security Development Lifecycle (SDL)

Our Secure Development Lifecycle program is integrated into
various phases of our software development process to continuously
produce secure software. Examples include:

e Engineering-focused security training.
e Threat modeling as an integral part of the design process.

o Usage of static code analysis and dynamic security testing tools.

Annual penetration testing

Coda conducts annual penetration testing by reputed security research
firms. The scope of this testing includes web applications, Coda’s Packs
infrastructure, cloud infrastructure, and mobile applications.

Public bug bounty program
Coda runs a public bug bounty program through HackerOne.

Vendor management

Coda relies on vendors to perform a range of services, some of
which are critical for operations. Coda performs risk assessments
before onboarding any new sub-processor or vendor, and revisits
these assessments annually or during contract renewals.
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Infrastructure security

Coda is built from the ground up using AWS security best practices
and well-established security principles, including defense in depth,
least privilege, and attack surface area reduction.

Cloud infrastructure

Network security

Coda follows AWS best practices for network security, using services
like AWS CloudFront, AWS Web Application Firewall, AWS Security
groups, and VPCs. Coda utilizes separate AWS accounts for its
development, staging, and production environments. All resources
execute in private subnets, unavailable to the internet by default.

Packs infrastructure security

Packs execute in isolated secure sandboxes running in separate AWS
accounts from other resources. Pack developers never touch end-
user authorization credentials used by Packs. We ensure that Packs
only share data with the websites they claim they do.

Business continuity and disaster recovery

Coda uses AWS as its hosting provider and replicates production
data across multiple AWS Availability Zones to ensure the availability
of Coda’s service in the event of a location-specific catastrophic
event. Additionally, Coda replicates production

data to a second geographical location to account for a regional
outage. Moreover, Coda tests disaster recovery procedures at

least once a year.

Encryption

Coda uses the AWS Key Management Service (KMS) to create,
maintain, and rotate encryption keys. Data transmitted between
customers and Coda’s service is protected using TLSv1.2 or
higher. Data at rest is encrypted using AES-256 symmetric
encryption algorithm.
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Data retention and disposal

Deleted documents are kept in our primary storage systems for 7
days to allow for accidental deletions to be reverted. After this 7-day
period, they are permanently removed from our primary storage
systems. However, the deleted data will still be retained in backups
for 35 days. Once this 35-day retention period is over, the customer
data will no longer be present in the backups.

Physical security

Coda is hosted on Amazon Web Services (AWS) and relies on AWS
for the physical security of the data centers where Coda services
are hosted.

Operations security

Access Control

Coda uses Multi-Factor Authentication (MFA), Role-Based Access
Control (RBAC), and Just-in-Time (JIT) access grants to securely
manage our service.

System monitoring, logging, and alerting

Coda logs audit events, including privileged administrative
operations and security information, at various layers of our
infrastructure, and monitors them for suspicious activity. Audit logs
are retained for one year and access to these logs is restricted.

Security incident management

Coda has implemented policies and procedures to respond to security
incidents. These incidents are managed by Coda’s Security Team. The
incident response plan identifies the types of events that require the
incident response process, categorizes them by severity, and provides
procedures for managing them. Incident response procedures are
regularly tested and updated annually.
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Handling of customer data used in Coda Al

We share user data used in Coda Al functionality with third-party Al
providers. These Al providers are not allowed to use our customer
data for training their models. Coda does not use enterprise
customer data to improve our own Al functionality.

Corporate security

Employee background checks

As part of our hiring process, Coda conducts thorough background
checks on all employees prior to their onboarding.

Security training

All employees are mandated to undergo security training during
their onboarding process upon joining the company, and are required
to take security training annually thereafter. Additionally, Coda
prioritizes ongoing phishing education by conducting monthly
automated phishing campaigns to ensure continuous awareness
among employees.

Identity and access controls
Access to employee applications is controlled through Okta with
Multi-Factor Authentication.

Endpoint security

All workstations provided to Coda personnel are configured by

Coda to meet our security standards. These standards ensure that

all workstations are properly configured, regularly updated, encrypt
data at rest, have strong passwords, automatically lock when idle, and
monitored through Coda’s endpoint management solutions.

Corporate network security

Coda does not maintain an internal corporate network and instead
relies on SaaS services for its day-to-day operations.
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Compliance

Coda adheres to global privacy laws and security standards with
measures in place to help you meet your compliance obligations.

SOC 2 Type Il Attestation
Coda has obtained SOC 2 Type |l attestation from third-party
auditors.

GDPR / CCPA

Coda is in full compliance with European General Data Protection
Regulation (GDPR) and California Consumer Privacy Act (CCPA)
provisions.

ISO 27001 & 27017 certification (coming soon)
Coda is currently in the process of obtaining ISO 27001 and ISO
27017 certification.
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Product security
features

Coda offers enterprise-grade product security features for more
control, visibility, and flexibility.

Authentication

» Coda provides a wide range of authentication methods, such as
SSO with SAML 2.0, Sign-in with Google, Microsoft, Apple, Magic
links, and Basic Two-Factor Authentication.

e Enterprises can set custom session durations.

» Enterprises can set authentication policies to control how their
employees sign in to Coda.

o Enterprises can provision and deprovision users and groups
through SCIM (System for Cross-domain Identity Management).

Authorization

o Coda provides fine-grained access controls on docs, folders
(coming soon), and Packs, and role-based access controls on
workspaces and organizations.

e Enterprises can simplify permission management by leveraging
SCIM groups and Google Groups.

» Enterprises can set advanced sharing policies for forms, docs,
and Packs.
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Auditing

Coda provides detailed audit events to help enterprises with
proactive security monitoring and forensic investigations.

Coda provides Audit APIs to obtain audit logs for the past 12
months. This API can be used to integrate with third-party
Security Information and Event Management (SIEM) products.

Coda also provides an in-product audit dashboard to easily view,
filter, and search audit events.

Pack configurations and approvals

Coda offers highly advanced security controls for third-party
integrations. Enterprises have full control over what data can be
brought into Coda, who can bring it, and who can access it. By
employing Pack controls, teams can ensure that only authorized
individuals are allowed to access that data within Coda docs.

Enterprise policies

Enterprises can set policies to govern users, docs, and Packs. The
following list includes some of the supported policies:

Authentication policy allows enterprises to configure one or more
authentication methods.

External sharing policy controls whether docs, forms, and Packs
can be shared with anyone on the internet, external users, or just
within your company.

Inbound sharing policy controls whether your employees can
access docs owned by external organizations or not.

Publishing policy controls whether your employees can publish
docs on Coda or not.
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Shared folder creation policy controls whether your employees
can create shared folders (which make docs accessible to all
workspace users) or not.

Data export policy controls whether your employees can export
docs or not.

File uploads policy controls whether files (such as PDFs, CSVs,
and JPGs) can be imported into Coda docs or not.

Enterprise dashboards

Coda offers enterprise customers advanced admin dashboards to
manage their workflows easily on Coda. These include dashboards to:

View and manage members by reviewing key usage analytics.
View audit events and easily filter and search for specific events.

Manage publicly shared docs and mitigate risk by actioning on docs
that are accidentally shared too broadly.

View and manage org docs to get insight into how your organization
is using Coda and take appropriate actions on them.

View and transfer docs owned by deprovisioned users to new owners.

Data protection and
information governance

Data loss prevention (DLP) support through APIs: Third-party
DLP solution is required.

E-discovery: In product e-discovery for administrators (coming
soon) and Third-party integration support through APlIs.

Legal hold (coming soon): Enterprises can set legal hold on one
or more users’ docs.
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Conclusion

As mentioned earlier, at Coda, security is of utmost importance
because we believe that it takes a lifetime to build a reputation and
only a few minutes to tarnish it. We are committed to protecting
your data while also providing the necessary features to meet your
specific security requirements. We consider maintaining this trust as
a crucial responsibility that we prioritize. If you have any questions
or concerns, please reach out to contact your account executive or
customer success manager for assistance.
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